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1.2 X124 (Machine Learning) 2] o] 3}

Machine Learning) 12| 11 g

HAl 2] Y& o35} 7] 3l A= WA < F A 5 (Artificial Intelligence) 2} ™ Al 2] 4 (
S #AE Z HAF S UTh

T’4‘4(DeePLearmng)-J HAE ol o7t JdFUTh ol 1H L o]

ARTIFICIAL

e CSh N MACHINE

stirs excitement. I_ E AR N | N G

DEEP
LEARNING

o vy /
oo
O
| | | | | | |
1950's 1960's 1970's 1980's 1990's 2000's 2010's

Fig. 1: [A& A5, WA=, He1d 2] A - Anto}

1.2.1 1 X2 (Machine Learning) 2] o|3j

AFA TS 2tf Aol ST A dUth FA e A28 A5 fFAE 545 7HA< AFHE BF 3
FUth 5 4709 Ay S AU JAAE ek ARFALGeneral ADE HEE st FUTh 22y
e ojggol AstiA Al AEH A ZodsUth A £EL o AE ERFAU L2 52
A4 eHE 5o 54 FPL Azt ol fEo A 5 Qe £ JUth F-LAlNarrow AD 9] ¥ Feta
5 Adsyh

1.2.2 w412]d (Machine Learning): 5 #| 9 FA13l¥ ¢l A5

A g2 AF3AsE FEs FAAA JAIHA ol E F Y5 Uth HAH YL daelES 088
o8& A8t £ 2 B3l sh5otn S5t W8S v e Adolu o 52 itk S A A
WaFolu A S sk Zo] ohet ke vlolEl et FuelE S 53l 52 I ste WAolgtu & 5
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AR 712 743 o o] b ] Al 2]

3L o] F Al 37 (ANN, Artificial Neural Networks) S 71¥lo 7 3t WAl g Q] 3 FEok 9lurt) o2 Al
A AA BAS At 714 A 314 9] =&, GPGPU(General-Purpose computing on Graphics Processmg
Units) 5 st=go] o] ¥hd 18] a1 o] C] o] E] (Big Data) &} o] & 2] WA A G EAE o] FA FUth o] Z+F
TN GEHA e Holy &d 245 HolA FYth H 2o+ 9448 2 4 ?_*—]v
Joll gt A7 23] J&= 1 lsUTh

37 AFA B T Ao AAE AL o & FEIE T FEdA o Ys Uk Te
2t ol A4S e AP} HlolE S B SAHTRoT FAekE A9} o BEUh s de
5582 A AE 5ol TA: PO DA AT A g AR o HZRE Anw 452 T4
AALCIAA S5 5 90 o= 9 14e Adahe 44 godaol e 2 5 s,
WAl 2] L Sh< 3= wkA of kel @ ] = 8F<5 (Supervised Learning), @ H] ] & 85 (Unsupervised Learning), @ 7
3} 8k<5 (Reinforcement Learning) & & 183 4= 915Ut}
FHR Y S A0 =10 8 (Labeled Data)
Al=sls TEQIL EF, A 0E 52| 28 2o Egt
(Supervised) 2 Z2tE s A2t BB O] E0t
U014, S04, Ho{HY S0l M EE
« PHEEE Sk (Unlabeled Data)
H x| =8k © FER L U, AgEA, SATE 52 M0l HE
(Unsupervised) - K|shs cid] 8k Hjo|E 50| 8o[5l H|g0| B
- QIZHO{I0)e] BhEHENRt RARIO 2 WHsd 58
. M7 CHETI|EHS & Bt
Spefeta ZH0)| CHEH T EMS E510] Bh5
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(Reinforcement)
HY, 225 S0 28
Fig. 2: [MAl 2] 9] gh530% v] ]

A0 gk oF oA WA e8] A7 % Ago] A o] Fo] AT Atk 23 el = (Spam Filtering)
o A tgro] A4H A Ul EA AT & 5 gk ool sy = Aol wek gAY
2] £ A (User Behavior Analytics), ©] 438 9] € A] (Anomaly Detec-tion), &4l 7 = B X] (Malware Detection), 915
(B EAS F3 9] A1), Wkl ol S o] 9] 3 Abo]w] 1ok Hofol A @17 2 2Bl 215 3
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Unsupervised
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supervised
(with labels)

Netxlfork

User Behavior Anomaly

Llncrementa I| Analytics Detdtion
(Learn continuously) Network Traffic

Insider Threat Profiling
Detection

Span
Filtering

Batch _ Malware
(Learn once) MaIWFare Eamlly Detction
[dentification
Fig. 3: [ R H o} B ofo] WAl &8

14 WA YT A28 Sejlololo] S

otA 3 = ] (Malware Detection) Hopoll Aol gdeide &g 2 A
&

2 A2 Yo 7t & 4 dsuth F
< APT(X 5% 43 74) % ;A 9l o] (RansomWare) 5 #1533 ¢ ¥ o] 7] }%—’F@P—E Z7hghel uhet s |
(Signature) 7] %F2] °*El o] ?H 2 (Anti-Virus) A 5 9] &2 9 )35 o] shA o thrt2 1 Ql5Uth o]
W 3}of| w2} Al vhe] (Symmantec) 5 -5 A E"}%‘ Ao MAled Eo] 71453 FH a1 Qo XAt i i
SF(NGES: Next Generation Endpoint Security) B+ X}A| o ¥l Al (NGAV: Next Generation Anti-Virus) 52| M| 2
G H oke] o 3t A S ool o] FHS ‘?:L—Ti A5yt

W cyuaNnCceE @

SentinelOne”
Founded in 2012

Foundedin 2013
* Machine leaming 7|2 243 E &7 * Machine learning 7| 9F43 E &X]
* $177M funding + $109.52M funding
* Investment values company at $1B

BLUVECTOR. . invincea

Founded in 2015 (by Northrop Crumman)

* Machine leaming 7|8+ f44 3 C EIX|

Founded in 2009

* Machine learning 7|t 2F4 3 E EX|
- Acquired by LLR Partners on January 9, 2017 * $47.4Mfunding
* $50M funding (Private Equity LLC Partner Acquisition) * Acquired by Sophos on February 8, 2017 ($100M)
e REEE RS SR EA L S L PAR G PSS

2} 2~Z & 9 (Exploits) 5 ¥ 7/ A9 & 4] 310
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AF S AAZTUL Bt ot VM EL T Eef 3 7S 4310 35 (flow) = Tﬂritﬂ'@] & (Anomaly)
S BAB L AP S AYE = AdFUTh §AH 9 7 (threat) & %%‘?’_?J(ROOt Cause) 7} 3+ Ji/ﬂ]i, HE
A3 59 A4S AFAAAE B4 314 Eﬁiﬂ WS et st i -go] 7hs3HA s ‘/]"/P. A QAeHIE,
o Bt ekl 59 thgFst Al ZHE} 71 & Alwste] f P oll st 7HAI A 3 &9 AAIAd S HAgs Ut
7)1 &9 WA T E S A Fo] AlF st Ve EES A HAE A= "ﬂ7]'a U T A L] BUtE
ZAA JUh 2123 7199 71X B} o] 2 295 ZUth Cylanced] 735201201 A 95 9 A 2 78
1z29] 7HA & F 75yttt

AGA E3 4= d Atolof o] H 3 W bl R AL7E8? Aty S HAlg el Jthal B 4 5

th. 53] WAleld 5 J 89 (4585, Deep Learning) = Th2 W4l 2 g o] S5 v e uf =2 727 <)
F1E IA E FUH A HAHE S %L%%}Ltﬂ Ao M 2 - =2 vkE 3 A A A Y o] 7] (Feature
Engineering) ©] 3155 Ut} o] A2 B 7} (Analyst) ==+ © ©] B] 2}8} 2} (Data Scientist) 7} &7 ©] o] E]o]| A & A
(feature) & FZ 3L A 7ha-dh= LHY PS¢ Ulzﬂ’qﬁk Held2 ol st 549 23 355 0] x}%ﬁi
o] F o) 2= ghs5 Wy YT webA ‘i'a}—fi Eﬂ o} AFHIH A FHUE T3] AT = = AHE
71t = QA = A5 UTh BElstAtHotefof Z-2 8o Hejd e AT A MELR EH ooy S8
7H453) ithal & 4= 5yt

1.4.1 to]E] v &) 72

vl o] g o]} A ©] o] E1 9] ¥ (Quantity) 2} & (Quality) o] A FHFAFTUTE FANE= 2 &4
o] (e.g, MNISH) H =7} ARG o A= 5 XJUP %‘4 A3} 4= 9] o] u] A= & & (e.g, ImageNet) 72,
SNS 5= 888 4 dF Ut 53] AAAddllol 59 447 E9 78‘-°r’+°]‘ﬂ 913 1=l ] A 2 (CTL Cyber Threat
Intelhgence).J 4,\/} A FH EH FPol g2 ﬁﬁH X]_T_Y 95Utk nvlo] 2l A~ E ® (VirusTotal), 8¢l o] &

A0l A A1 S

=5 Y
7 (malwares.com), B 7 E (MalcOde) 5 AT o BA 9 Rl S A=
1 vter o = whd o] 7hg A H 8l

-l o] E] (Labeled Data) & & 5 2 | %] g] d}= H]-§©] A3}
bl t}.

¢
~
lo

Ao AL dF G AdsEHe 27U Th T @%Eﬁl CPU+= = 2] % 39 (Cor
o A

471 8 of 913 44 2 A abol S 3 o] 2T o] 9 W38 GPUE 41 7] ol 4o 301 & B g2
T o ol MEE Aot A thE A S5 A g S iﬂo}—ﬂ] v &k
o] B EAHOE o] Qv Aol F X (e.g, CuDA) 7} 7L E 11 7FA o] A Hs) A HA Held2 1 AFY
N7 4 2o A2 29 AT FA T2o] WE A 100090 E FUE AA) xR T2
g’ 22 AE S A= GPU 7153 AW 3 E AT 5+ IS A= P‘:%]‘ﬂ = H Ao g wstal
)

143 2 EEHF oAl

T (Google), FFo] A Z 4 Z E (Microsoft) 59 SZHIT 7|4EH A dF 2550 A Y &H A=
(el W shol Hel 2l 5) & FRE 25 dsurh ol BAES AEA] A16H AY 4L
27102 3ol o el ol A7} 58 (Valuoyol A& 5 97 31 FUT. 53] 720l 2ATFAASZE
(TensorFlow) &= 7Hg thx d 0 2 oju] AW L AW HE F, o]u]x] FA 5o A-L5 31 glon o] & 0|83t
o3 B, B s L B 5 ohera Aol ] 28H 2 e

14. M YA A2 EZeololo 57 7
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1.5 J21d- g A F&sl=712

A2 gege) 24 22 W gtk 2 d A%H HAH o] Ao B2 ) ARt AFL
WAoo o F59 Gegol WAle e fEhA s ook B3 dHUTh 1SS B A9 3
Ho| A2 A1 Y% yth T2 Yur =2 d5skn o] 2% o Yo thhl oF 8 (Yann LeCun)
HEEAFAS AN HHon ST FFoleka Belt vio T A% AR S (Andrew Ng) 155
BAZE 5 A A A7he mE YTt

2ok Yel g e o gl 5487

o] 7] 121 (Polygon) & TR 4 9= el 9 e WETD AR ST 1 5L A AR ofsfe) RES
FATh o] 5 A= v =9 T olelrher

Age 9% SHha A A (objec) 7+ AAZB AL whE AX T 5 A& Th ApsE Age FAAOE
F498 AP NI A4 0= AAT 7] W Juth 24 A% A G ol 1 S
NG QL vhz AT 5 dEUTh W 04, Z 749 9L ol Brhe? ob A= Ak e A 4] 9]
A4} 08 o2 SHe A (BE) o] BrAS Ltk A st 54 (Feature) & 914 5h1 0] & £
Stol A4L el B2 A5 Futh 1 2ol g 22 B BRI B

o113 S o] AejrlolE 2 Rej o] A2 Futh R L ole) Y F(Layer) O o] R0l AFYL
ou] Gk & 52 oha] ol A =R o) RojA LTk kel AE AAIE Agte] Aojibd] of
AL A7) NG TAFE FANA Db H4 2 ASHES AAE of A5

Wk skl 2 W] 7)€ 9 Y fd =29 A (Ee T A,
oF =AY Y JEE Hon Y et AFE AL
AsUh mebA o] AlsE 2-skE A0R o] Yo HEGE FFAE FAZ F AU HFHo=
FIPES BF e A2 2 S B4 34 (Activation Function) 2] ¢] 2 0 2 So]7}A U th.
=

QANA AF3 E A (Feature) 5= Y H o] H 2 A HA| S (Layer D] Yol 103 7459 S8 (A
° Y

o ThAl Ehg & (Layer )9 4ol FUTE 30 AR B4 B5ha 244 o] ol ol Frh A%
(Weights) & 81 FHA ol A A5t 245w 27208 7 wE7holw & 237 B L
AT 27 45 (Leaming) & A A58 AAE £2T 5 YES o] A5E A2, Julo]E s 34
olebx & 4 iUk

o] F BE ANE FHF] WG FEH Y HAFAAE BTG 5 QA BUT o] 2L npx AR E
(Decision Tree) 9} § 48] 2 AU th Tefut o] @ BA A ohe A 29 APM5727 o ©
o] 212 | ¥ 1J 2] 741 4173 % (Neural Network) o] 57 4 U] ch.

o292 23 A H(ANN, Artificial Neural Network) o] 7] ¥Fs}o] 9] 8] % (Input Layer) ¥} & 2 < (Output Layer)
223 9] 29 3 (Hidden Layer) & A5 F 25 7HA| = 4 5417 % (DNN, Deep Neural Networks) & <5

©
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Inputs Weights

Activation
function

Outputs

Fig. 4: [;=E9] A4t - g ul o] B8} 7FS A& Soll 8477 24411

Simple Neural Network

NN

X NN
RNV N TS
N o S
SO g RARER
SRR O S X W

RBH LHIRE
A et
i s

#’"0‘«\\”
A\\\% 4

Ve
I\

B InputLayer

Deep Learning Neural Network

Ay K
o NG S
ALY _0E A LR AL
PO ” AR
N @A\ @ AN
\ O/

W @ a XA g\
O 1O A
‘4:,54 ,\;u,:{ y\%’,fﬁ\\\\
e RN
o B 7 >
% ™ 7 ¥ R 5
{ S\ gl P

SRR AN
LE\@ L/
IR 3

P/

=
f

P
/.

\
PN gl

I Hidden Layer [ Output Layer

Fig. 5: [ (Simple) 4173 3} 4 5 (Deep) A1 73 W1
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§ ¥ 2 (Nonlinear Transformation) &] ¥H&-o] gkl & 4= JFuth F 743t st 2 & Fol S8 7hy
o7 FgFte ASAH 29 gHyolatal & 5 dFUTh

(feature) ©] 2% 3} 3145 0] 37 o] Fo] ATk A
Sy r) webA o] 445 ) o] E (Labeled

Deep learning

Older learning
algorithsm

@Jueuwlo)iad

W

Amount of data

Fig. 6: [Why Deep Learning? _ Andrew Ng]

e 282 Holg e 7ot H# Y9 &3 (Performance) 949 FAIE Ho] FUth ol Ao Hedol A2
7V FES R ot & 5 Fyth

A=A éfﬂov}ﬂ o7t Ha JH Ut A FTE] dF WA E o] &3] FHAAEL FAH ol 5
< Asta 5y th Al e (Symantec) 9] AE U9 5 FE A ISTR) o] = 20150 W3 sk g 7 =9
o °¢4°*3X4UP7HB}1 FU Tk 20099 3 5] w48 3k °“4it«l M=7F <k 236 TH7) 2har sk 2015 ol =
3ol <k 118 %79 0“33‘27} TS A JUh vid 308 ST B 5 dE Y h

T4 o 32’:4 7 Tl AF o] dFUTh tirhs9] A T = A RS2 YAS H517] f)8] HE
FEE e F23 JF U F L9 K] AR A ¢ o] B (G-Data) ol 2 &3 12 7] A H AF, A
AT 185 o o] FUTh 42 17] B2 A2 I =7 YERGAL §lor o] 7k 60% ©] A2
Aozt Fuch AL AL TP A 5 A S BE 5 A S Y SF o R F A vk
O ESE S Yo mEA 25 JE U o]y A9 Hﬂi}*ow HAaledo] G T = g2}
FARANA FEHS BE o] FE thaH Lol AT 5 AFYTh
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161 92 3212 @

QFE ko] 2] 2 (Anti-Virus) Al59] 718 7124 o @A) %2 Al 1Y A (Signature) €49] Wl Yt} 20169 &
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2 Z7ste SR FAE f8) Haleido] A- A<
U A (Signature) 7} o}d %%}(Feature) Z|Hlo g2 ot FE
(Quantity) 3} BFA] & (Detection R te)/l ZA 7 Lo v {A
‘6‘% g FHI=E ELZ]ELZF 27k82 oA AFst o4y

7l stk 8= "/‘rﬂﬁéa A A s17] 21 3H A ‘ZMi, A44, 4= =374 &
8 717] 7} 2] (Weight) £ o] oF7] %5tk o9 =2 5 o
17 150 o] W 2 5 4 (Feature) & AL§ & 49179} 3152 ¢

02 > 1%
o N

r

(.
ol

lo

iu)

X

=

Jo

Egg

[1

O

v N & Tﬂlrﬂlrlm:‘."z’ﬂﬁrlOﬂi ok HI oX

gt 574 (feature) o] APz 285 Faf (P 2E) 2} A A (RALE) Ao & 728 = 5 3
22 A8 5 e wE 54 ol s Uth 3 ol 5 sl G H (785 A = e Uth) st B K,
o, HlAl lol a8 Fyeh 13y =33 = pd st obd A 7 Ao 72

fo Wiy oo @ T & 0> (Aol & o [y 12
v
e
e
A >

A= Ao = E So] As) = g 739§t (Header) ol = SizeOfIni- tializedData
= Z = (Field) 7F 2 AUt o)A 2O A AFEE = HFEEo] 27|18 5o & 999 F T
u] 3l=d], o] G FE AAATEE YO R ST EQ BEXE EA5 2 ol 25yt
800 80.00%
}gl)g QIM-I

700 70.00%

400 40.00%
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200 20.00%
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6. WA FPgIE T3 11



Genian EDR, Release 2.0.148

B E TR Fx7L A E Aol AP UL ofHAE o] EAL FE Bl A& dHUTh oY
St 542 g R29 dHTEL HFFE A T Lt v A o2 UepUA Puth mEta A 43 E
gl WA ~ AN o 54 (Feature) 3} 7} 2] (Weight) & 2 §ato] o] &3HA F Ut o] Zlo] uf=2
WAl 2 Jo] g3 o]F Juyrtth

A EA N2 Iz 0WHR FAZ2 WS WAF2E oSt EAH S FE/AME ] omst 4 E
o2 AgA FFA R L 28 AdFUth HAHYS o] S gt Myt 23T 5 Qe ol fol7 =
Ut A= A Q1 54 (Static Feature) ¥ ofu] 2} 5 4 Q1 54 (Dynamic Feature) & FZ 3] AH8-3hw Th<F
St A E T gdS U ol HE 8 AFS3l Al S A5S Eole 4/E (Ensemble) WY 5 o] AMEE I
AF Yt

1.7 EDR3} W X2y

A2 @ ©] Genian EDR-2 T 7] 0F 2] 5 3 9] F A &
Detection & Response) &7 Ut} APT & A d o] 5 A
2 3ug 5 94Utk NACS 718 2 Qe 270l SARL S etol AP Ak 73]
(Risk) & H 223} & = 9lo] o] 1] NACE A} A FES W Y5t

3
Genian EDR-2 2|58 9182 &A)517] 913 W 4lei d & 2@ chorAl 94 342 A Q5 95U h

y$&FA 07 FYF 22 7)) itE EDR(Endpoint
53 HS A S 3 F o v) 3 7FA] A (Visibility)

oo 12,

9

YARA

[ 2T Z2 (Know File) UBX|X| 242 22 (Unknow File)

Fig. 8: [Genian EDR 2] 9 & &2 ©+A4|]
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1.7.1 10C(A 3| A} 312 2] &, Indicators of Compromise)

ov] 7l kA4 7= 2] 34 (hash), £F, AW, PS5 BAPHE 7oz YRS BA FUch el
whol el 2 A1 0] A2 A o §Abeh] Al thae) ST AL of ASIA AL B H o

1.7.2 ML(™ X2, Machine Learning)

10Co] )3} ©A5] 7] 94 At e] 39 v e ol 93 F7} T o] o] Fof LItk 1,0007) o] 4] 57
(Feature) & 2% 51o] AL 517 58 RS ABatet] Al 127} A2l A b U th B4 A2 = 99% o] 4

U,

1.7.3 YARA(o}2})

F7t2 At Yol ot T =] S A4 (String) & F 2 (Rule) 2 7] ¥k 2 &7
G2 A e FAEF o éiE% @A & Adsuth

Genian EDR-& ot F =9} A A =] 28 918te] oF 1,5007) 0] ] 54 (Feature) & AH-§-8k1] Held&
Aike 2 s Thekel Sher S A8 A% Tk o 7 471°] S52 (Model A, B, C, D) o2 oF
109719 TS Ao 2 3 < obef et 25Ut (oFl o) dibe Wi 57 2ol v Training
Set &2 S5 A1 & 2 1077 €] Test Set& A5 8to] =&8 234 JUth)

DETECTION RATE FALSE POSITIVE

n:°1‘

FUth o] GE A AL EE

foh
o
>
>,
l-« |
iin)
flo &

0997752
0998021
0985266
0996979
0997212
0985098
0994572
0982367
0988755
0965539
0982367
0946633
00446845
004222027
00461488
0037997

00342301
00341575

00213984
00210761

0012946

000896752

000449961
0996979

° ° o ° ° ° ° °

MODELA 1 2 3 MODELA 1 2 3 MODELA 1 2 3 MODELA 1 2 3 MODELA 1 2 3 MODELA 1 2 3 MODELA 1 2 3 MODELA 1 2 3

Fig. 9: [Test Set= ©]-&38lo] SH T DA &, &) 274

dPdF= ‘%‘ﬂE(Detection Rate) ol Qlo] 47} 22l 7 98.61% 2] HA &S K ow 7P Hold A5 B
Model A & 39 99.36% 95Ut AAIdES ‘l}/ﬂici £} 2] 3= H| & (False Positive, Type I Error) ol A =
47) =g J;HEL26%4 AB}E Bgon 7bF Hold Model Do) 4% 1.7% 2 FH A5t 28Ho R
e} 3= 2] B1A] ol A Model A 7}, Al 28-S 98 © 5Hg o) A Model D 7} 743 ol b 5 ¢l of

sels gy,
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save

optimizer

loss 3 evaluation

Model

427) Genian EDR o] 2 §-5]+= M A12] ' £ o veh U4 %335431 4 52517 2 5 8} (Optimized) ¥ 84 % o]
B9 9he) ol X9k ol A1 e} TAABG B e dddaE g A et
S Be o) A8, oleld o}

Aa B TS AAS L G9 STRE B Ao w o A el

ATl
i)
£

~

Fig. 10: [4] 73 7 (Neural Network) &] St — = B2 &£ A (Feature) & ¢ 8 Zk (Input) 3} 715 X] (Weight) & ¥FHE
QUol = A PTG} AGTEE TET 4 e H A2 w o] A

1.8 oAy, 7hel vl

Be gAEo] MAH YL olob] Gtk GAIES F71 53] Aol MBe FA A hotow
wh2 A 2] £ el B kAl Uitk Al ol & Aol S 100% AT 4 Qlrka A4 BAE A4
2 AYE BSE 245 k. Tejuh v 4e o) A7 28] glolAl & ofel e} 22 87k £ 4] g v,
o2 3 54 S o] 5t LUk A ALg sk Aol WAl Yo Agel Qo] me 2 g e

S5 (P E x7] Ut & EAX AT foo.exe Bh=
e A A2 A o Eel A Sl
AEAE Bl (A AT 5 LU o 22 o148 9 sho] o 4274 =2 (Decision Tree), 4% % 7] (Lincar
Regression) 5] 714 B3 L o] &3 glor) o] A E FAH 7pgtha & 5 g5yt
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1.8.2 2 &} (False Positive)
‘o PYAS B S F 2 AL 3L ouke gtk 55 A4 AL v 7 Bekshs @ F (False
Positive, Type I Error) o] ZHe] 7} m) - F 2 3o @88 5% A2 & vhob WUtk v} 1,0007) 9]
& AAHE W) 50(5%) 71 9] T AHA B 5 gk o uls} Btk o @ @ i A HEol o]
CRLELEEE EES
1.8.3 &2 239} 03 (Response) o] 47
‘abe.dll’ o] 2h= Yol 55% 9 FEE AN ITERE FAH U oW & 2 A& H A AF U7 2F Folof
B7k22 oW abA|slof B7hR? WY AbA] ¥ A awlo] A 02 HEakA] EaA o Zel A o] Ho
Zof 7 At E 2 A P& ol Al Y&7kR? ob e Hold vl ojgty 1 ARE ZA4AA Y Eo
AAs 7o) #E 7t s Utk B L v doz vt o] Rol A £ S| AAA et & 5T
1.8.4 ¢ d|o] E (Update)

o} 1 F7) o] o}

wAle)d oK QeelEs) e 3
7t =doHA H9E gA B dgo] . ot
Do g web A2 e St REg ASH0R 4, BASTL Qulo)= & 4 g o
22 o
MLBESFY 3Y xo
HH| okxdo| Al

122,694 1,516

MLET SRR o | 2EAH AT xo | | +zmEmes xo | | omaues zo

MLER S5 oY) vxo
@timestamp malware  ml_score mds filepath

00 BOFI77678DB20394EEECTICABGT12022
00 CBS48E4SBA070C2088530A99953EE26A
00 3CBBDFOAGICOBBDGOFSTACC2719D23A1
00 85CBSES722C8FC3930372FTCBBDB1FE4
60 ESEQ4BDBA4FE3EG16D6E3ADATB132D41

100 991BEBSE6C14CE3D161991CI61CHECA

00 4B2DBE19B92924A0E8300BAD230D35CC

Fig. 11: [HA] &3} S 5h-&o 3 252 Q1 &2 7 28 3
1.9 Conclusion
H2]d (Deep Learning) & &) WFE A5 of Ssury. 20 7|2 RIS AFsdA S FE2 A7}
ALH @A dare)Fo] A5 M gl e v, st=sofo] i T2 a W ol B bz BhE el A & 419
Ao 7 mAE e e Frh Rt glom, JRE S Fokg 2ot nje A As e

M= g

l

3 ot T = g Bopol A Pl o] wA- Aol E] 7K Tk 28 A
o} 4 & B mL AW olehe o BRI FE o] R A ZHUTH 9 187182 wiE A2
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7% g A 2 ola s A 5ol Y/ R AUTh Bd] $2 HAS LS HFH T HHA A2
A 714 B w2 ol ek A 2hgh o,

Mzg Aol 23 it AEe] AR & w7kl Beel 4714 AAQA AR E A i L
AN § G A gel sIay e oA AWt A8 A 898 M as dEseles 2o gt
#7o] Eehshy Utk AREG N HAEY S A2 7EE A3 Feo] sk H 3 ATk
2eg A4 e DL St A% RS 95 7o wab o Aok S Aol A& ek
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2.1 Introduction

A5 7k Aol vl 9] 9§ (Cyber Threat) o EHE& T8 -5 o] (Prevention) 15U th 8] 38 =& A3 0]
WA S o] 3 9] 3§ (Threat) & A& 5= 919l o o] & o] 3l 7] 9] 8k & F A (Solution) & THE 7 L} 4| Al (Process)
s &3 A5 Uth 141$ 24 (PC ) ©] ﬂ% eIl dZd= A} *HES Aol YA o] & Wo]F}7]

SISk (Firewall) & 71235 U o e =7 A 1£;ﬂ:‘ of A& ZefskAt Al Hle] 2] 2 (Anti-Virus) &

{m

Atz o
22k o2l g o} §-2 = 910l 9 &3 91T A% 21491 9 (Advanced Persistent Threat) - % 27 <)
A o] WAF= 49 4 @ thgol 2oh5 ek SHElubol § 2t 5H) 7] uke] &hel 2] (Known) 94 3L = o
W o2 Sl o A% E AE R0 v o] Brbs T £8 5 ol S A% i Te

17h ol Tk BE L o ol YRR, i el A 95 ® gk

L
G

E TS 2 FAE 5 YA T o] HJTE s ﬁﬂ°ﬂ A= o EHTQ%E}-? s
SKQIZ A o] 2019 Ko 1% A B Ao w2 20191 B ok 9] 3 thAbo] 4w 3
P2 AT Aojgt dAdsta sUth WA FH o B FHY Y IT=9} A3y
FH=E Egd Ao Hoju, AHEQE Y 7] 7] (IoT Device) 7} th&Falf F of] mhe} o4 =2 Z

° m
(o]
-ol,
H
)
)
S off ok
e O i

2

(o >
2

ot = vl

Aoz AP Y5k
o1l g F Ao 3 oel W BE A EAEE LA ST Ut EL Rotor St ABRAE -9
AT S UL RENY ZAES VY AT 25 Qom FAGEL AL 49 32 UL AL
wEm 954
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Hacker Li=at MY

A — sl
U 1. L& pC R || 2. 2HE| M Hot [T

- (O

— _— > .

‘ . 4’ e ® =2 O

LHE AL X Agent

ZQNu 3= he At 22| A

6. 701 H= ol 4. Agent |2 0|2
JEEHE R= ofdac Hot

a2
[O=E=00 O

EE EE [O=EE0 o=
. - IO, Cluu T
Q@

5. Agent East, West 34
okd3CE x—lﬂf

(221, 00| ME F/oFH 7|4t O|AE-YAE 22, EQST 2019 E1A]

2.2 2t 7 & (Malware) &} ¢ & 2] =7}

SfATES S 57h2 B ok Bel A Y Bk QA 42e EA] AW T 1AL A7 -
SRble] FIES A BrAL H B A% HAREA B0 vk AT | o4
PHIEES Sl BAFT Ao] ZRA AL A AYE o EE RE om0 T3 4 gl
) 915Ut QElubol el A 2L Bl AE ST 9 AV-testorgo] T2 W 212018 2, v 2 3572 7
by 2= 7k 4215 Sleka Fch,

EThE Al PR ES] A5k W97 S 4H T Arhs AU Th Bk g A vhe (Symantec) o A
8ol w2 APT 27 o] A8 b4 T E o] 75% 71 50T o] 5-) 7 FE ol A A E g Tk T, o] 27
tTE e Az WA Ao A T Ee] 240] o ¢ X B o] ereupo] el el Ao W 7]
o)tk AT 2L o2 #4E 5 YUt

13 542 Aol = FA3HA et QEUTh FA FAAEL BE thiol A AN &
FESE PAL AFAGEUT 1} H 2ot BEQ BpHT 54 792 B0 R e B4 Y
2] Al 9] o] 7} HH]—EH] Z718ka 5yt 2019d & A A 2 1 =223 3Fo] EF (Norsk

| 2o &FrlE A=A
Hydro) & T4 o2 3 A gl o] 57 o] thaz & Ut 7]1:\‘2

Qe Fe AN B D AL FAE A9 trhe
HngS AR A L} o)™ S A E3t= A7t Hon FARE=EAAZE D+ 0] H7] w &

glo] B2k
et P02 T2 Felrh kA 1 gl
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2010 2011 2012 2013 2014 2015 2016 2017 2018 2019

(12 2. 9HAE 27 20]]
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w

A F Q= g e £7}(Fileless,Non-Malware)

o}
2
19 0%

b 729} B o] 2B of i A2 A Fol YUtk vk el 2 Fildess) AT o] AL
Y FAHFETPCO T2 ( A7) H oL A E o] ot P9 E 35t o whal v 2 2o viE g
(2=) Fo] oF4 A E FATTE Bebd ADH o] Ik HAE S DAL B4 Al ol Az
A FAe 27 - o] H5 U o] E -]~ E (WhiteList) 7] 9Fe] H b &R HE 938 4 Q5 YT o]y
Sold of 227 o] g o] 8h7] Wl EJLITh 1 ek9 A1 2] 2 oFA4 2 o] 837 L} Microsoft Word T 1 & 5 &
3} 9] A (Powershell) 2 2] E] & o] &3 FZ o] thEA Yt} 20183 F ¢ & A E 8Fo] = (CrowdStrike) =
HuAMeax ZFst1070Y 54 5 870 &4 o] 5t gl g4 of 9 3 A o] 2} ¥hd] AL ofefj &} o] AA| 5t
PSR EREEPS EED Y

Kl W3] R 22 <5t} Carbon Black-2 20174 A3l AF22] 52% 7}
g g EUTh 7tELY Bk B4 7 ofnju} 2lEk2 “uld gl AT =
o g

AF Ut

2.4 A F 9= 93] =7} (Fileless,Non-Malware)

o] & 3} o] fr B B AE7ISL A A (Battlefield) ©] Y] E 9] = of| A] ©+Z(Endpoint) & o] 58 of 3ttt A Fatar
AUtk FATE=C 93 9 S B o] BE 39 (Behavior) & £33t B4 5to] I =
P AP NS IA SA o 2ot £3F AEES BA sl YAE 9@ ZHobl A U (Threat Hunting)
PR E GFA sl o] FF Y gL A S FAAY 2 YA E 54 (Root Cause Analysis) T 5 Q| of oF
FUth upx] E8F Bl A CCTVRE B E AMGS RUE 3, o4 B A sl Aoz 28 &93k=
A3 A2 G AUt o] A S Ex s E WA o] A B EE RE 9] ARE S5 oF Ptk
UG (EH AN FAE AT 5= dojoF o] FA N FA 7 7HsF Ut #RE = AR E S ohSgh
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€A 1. 8 AW

N

o

> bl
ojo o2 T, ok & N
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& rH ol
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ofX
o
o
o[)l

yoll ti st FEREE 11, £, cfZ e Al o] ARk ol 2t USB, M EY 3 B4 5 EE A
3391 (Action) g & 18] 31 %A (Dependency) o thst AE7MA = £=d B8V AF YT ©]
S EUHH = Yol F 7HAZ s th AR = AFS-AFaE (User Level) 9] 9 &
12 5= A g g8 (Kernel Level) ol A] _1;1_1,]15{316‘]- A dUth 3 =& 22 AT
A AHE A I A H S g A o 2 = uUS A g U th uhebA] System Call-& 2 3t
I R 5 Eﬂﬁiaoﬁokﬂtﬂﬂ AEE IS 5 A FYh

_]

[¢]
a8
12 o3

Lz
o ﬁ
el

S

12 ofy Ok
Moy rlr
m&gﬁ

Q‘ (o]

N i ol
&,

>~
A

rot
4
(m
N

>

(Rootkit) 9] 3 AHSAHH Mo M= AL 4571 7152 747 3 Sl AS7hglo] Addue
A FBHE A B RAS TG AR AN D AT A AT AHE T
Ve A9l Al D] A o] W 2 8 gt AR A el Ael muE Ee A2
azeslo] 5 A el 752 913 Aol A 483 ol AT, Hek 23 e 9] oo A
o G o)l W ge] BA EATU L ek AL AN B P e =
£ AETY FEHPCY Aol 1AL Gl that S EAFUT whebA ThE Hot
Aasete A=T A WA E 08 B9 oM S8 waAen

ol ©
ﬂ\ndm[mF[F_VrL
2 oy oL
oX o o R
o
% Jo

3
2, of
r‘

>

>ty O e o b A
o ok ffo

o2 T 24

ok 2,
Ay it >

yo 1 o

N

5 o o] A3l 9] EF 2], XBA(X Behavior Analysis)

XBA = Genian EDR | 268 #9] 714 919 9 2129/ Th. XBA L o] 48]
= gl 91 ol g3/ 91 EEE ) 0 AUTh XBAE o] §3he] ofel 9} 2

:ﬂ: et

4 2AHLS 9L BA £ o8] FAA} e RE
S8 ol A Ao At mage, G4 5ol ne Akl g
ABA B o) 4ol 2= 5 A e R s B o] Aus
B892 MEq2ns By 429 A 45 29
WS 5
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User Application
Application P =
Appll System Libraries @ lil @ Eﬁ
¥ S

i Logon Wireless Process File

Kernel

Level System Call Interface pas —
E— 1 oo
h 4
File System use Application System Info Shared Folder
- Process Management
v (Memary Manager
Buffer Task Manager ! @
+ Network Manager)
v Network Web
Character Block
Device Driver | Device Driver
A Process ---'PE :'"“‘E :’"""' Application Level
f f . P .
Machine Interface(Interrupt) : ...... p.! : ------ ,,i Kernel Level
IR I I | |
Hardware * + +
Device Memory CPU HDD Memory Sound Card

Level

(D3] 3. AFXfRE 3tz gl 2]

oo 1YL up AL o] &3 9l #] A (Fileless) 322 tEAQ A E HolEZ Uk gY AL ufo]lma 2 4
-—i57}7ﬁ%§}CLI’%§l A~IHE A “33301 ?l‘ﬂi':'f]‘ﬂ‘ﬂqq SEZ2IY HYE
ﬁﬂlﬁﬂ—ﬁ‘— 2IHPE Adoj= %E_—?— g %) 5] o] Q<) 99 AlS o] &5l o]
o] FrEH e A HFH e

a7

L AREA7} 3 ek A & AE-5t0] 54 Aol ol W
2 ARG Heke A 3 ok 52 o] B5fo] There] AL A

3. FZ A}F] C&C(Control and Command) A ¥} of] <5, oFA] 519 A A =3 7] E (Powershell Script) S & A)
(EE)FAY

(ol 2T HEE 433 H AHE AFH o] Edf T F4 2 E &2 7} o] 2191, Reflective DLL injection,
Memory exploits, WMI persistence 5 2] ¥ o] 5 A] 3))

4. 2P EE=AL Y EH AHE Zlol AR} Anjo AL

5. Ao 2T A A-AANRZEZ TN, YA 2EQ Fo BE FF
AL T E AGS 9]¢ o2 2 ¢ (Downloader) =& =2 3 (Dropper).J Aotz F7 AFgEH Yk =3
A Ae] FAZ A BE o2 A Kk o e el A 51514 L AW A9 BEU
Zhuk2 2 7 E (JavaScript, JS) £} @ 3] 2 3} (doc, pptx 5) 9 MZ 2 E o AW H = A7 Hoy o]9
A= 23 P E 5+ (Windows Script File, WSF) o] L} B} 2 7}7] (Shortcut) 5 ¢] AFEE 4 g5t 2= F R
$290 AL LAY R B o o) A% 5 7o) A TE TAL 2L 5 girke Aol FA U
[ZH 5] XBAQ] o] 3 &4 7]g o] o] # e AFRolA o DA &&E + A=A E Hogs Uk spH AL
et ET ok AdA A A% FddUrh Ty A A AN S BYUE Pk ZF2 el © 94

Y

ErASYE SO 9 d0] AR L A9, @ UEAZA % HAAL FEL AEHE 49, @ £A
sl A2ehe 39, @ B E HEATE B3l 2R E DS A9 5o AA B9 T B9
o) o A9 % BATH T, 27k oh ]2k XBAL Te) 9] A% e Bk 0 B4, 02 98] 314 4u g
AZ3km o) 2 A28} sho] WA o] s ekA ASg e,

XBA L 5H9] 4 o] 9]0 = obe 9} o] Tmol A MASHE ST A I o JYAE BAT 5 ASUTh 97 o]
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3. C&C At £ &
AJEE HS

o

o

ZHAOIE

okl

4. gH? =
1. 8% 5. Mud S5

[D12] 4, YUHIXIOl 2| A(Fileless) 22 B 2]
= kL

Event type
Process name

Process path

Process ID
Command line

powershell exe
Object

gl ge
File name
File type
MDS
SHA256

Create time
Modify time

Drive type

e AaEs
internal name

Product name

Description

File version

a3

5. ItY2|A(Fileless)

opgaC g of]

o

e
40

2019-08-25 18:04:22 ~ 2019-08-25 18:04:30
PracessStart

powershell.exe

C. O\powe

rshellexe

2004 @ 6612

~ExecutionPolicy ByPass -noprofile ~command (New-

System.Net.WebClient). DownlaadFile('
Sentinel-5.8.21-Operations-Guide.pdf, C:\Temp\hELLOWORLD.PDF);

powershell exe
PE
dba3e6449ea7d4e3di64527ef7012a10

d5d0f0be08169b6e
2018-04-12 08:35:27
2018-04-12 08:35:27
FIXED

POWERSHELL

Microsoft® Windows® Operating System
‘Windows PowerShell

10.0.17134.1 (WinBuild 160101.0800)

M
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VAR BAL e 0 S ol ABHA FHA YL Lol T DAY AL FAL S Y= o
Fel 2ol Al B4 75 AUt) W o] & 22 A g el W B Belxe] GRT Fohete Ao dAT
S QG UTH FUIT #42 0|3 5ha ol 2 A3he B 75 2 AFHAA o8] FFE 53 44 b5
SHES so] A2 REe Haner s AFel I5AoR 2Pk T o 4L Ju e
B A7} A ) A58 BT AR AT 5 YR 752 ATl of A= o] ZHs A Th

2.8 Conclusion

IT 979 W39} 0P ol el BASE A=TAE B2 B9 D U] ol ATk FA
Tjeo] ] Heh 54 9o me Bl 9 Q1% Heol 7181 Tk 2Rl By e T
] 2o 7 278l Qo & W}% 714 o] X] =4 x4 99 (APT Advanced Persistent Threats), 2/ 9] ¢1,
mo] Y 50 9 s ol Stk o @ RA Be /950l 348 FUElE 2 A 25

I ke syt 719 W3 (Firewall) 7 22 U ES| 3 H ok &F43} OPEl Hlo] 2] 2 (Anti-virus)
“}OE“ o o] Ao HA Yol 3T 5 “AHD} o] Al &= 7% (Battlefield) o] A=3xQ1E = uld uf
ATk S RES] 9 B opeh pbE A UL EHASE AL U2 ARs Ak B9 AuE
ANZEe 7 BUEgate] E8]A Bl A CCTVE B &hx] 813 o] 3t 0] AH H oA & A 739
ARE RUEF st AZste] AA A~ Ae FHEI, o] 4B E FA L th3T 5 ook

.
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CHAPTER
THREE

GENIAN EDR o]3j

3.1 EDRo]2 21l 7}

7} E ] (Gartner) o] w2 EDR(Endpoint Detection & Response) & F A4 2

AELAE #8o] 5242 715 W ARshn o A2 e 2T 542 GAshD FFol Bt R T
AZsI, PR AV FFL W A2 BA5] AN AL AT

chebat Hlole] 24 742 AHg et 54 o= Holsta gt

3.2 EDRo| 3| A3+ £AIH =

FUlol A Hot Bel A7t A5 Q97 FA NPT O A5 AT Wo) A AT AR 271Dl A 8

>4
NE7HAZ o] o] YR FRH7FRE FE54 o] FAFYTH
APT, A o] 5 G2 A 5315
g A8k o 5317 w0 &

r{o
X rfr
2
mz
A
A
O

ZFE A = E}?_f]’% Ao sl ALsHA A8 5 Q= A3 3 B < o} 7] B 4 (Adaptive Security Archi-
tecture) & A2k 7)< = 2 B xSyt

A5 $alA = 2

ahal & W ot o} 7| Bl X of| A A| Al 5= ]Z-'}(Predict) of| ¥} (Prevention)-
(De ect)-tﬂ%(Response) of o o o] &

2t ob 2 R0 o] 4 o] A vt

_,d
m[ﬂ

EDR &7#42 259 H et o}7] € %] o] & (Detect) 2} -5 (Response) ¥ A2 THA 2 = 3l

Genian EDR-E Genian NAC2} @ ¢ sto] 8202 Y Fol 2 4 95U th

et

m{o
xf
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Predict Block & Prevent
K

IPS

B Al

Response xS Detection

L PEBH A S

ArE et L5 HELQ3 2L|E2
oEMA EX| otajen2| mpot

SPYTC / T MK
HEY= et
CBC At T fct

ol B

A}A o ¥ (Prevention)

Genian NACE 53l ©'Z @ A& Apol] gt A5/A S A gt B4 S/W A 2 Bt 48 Fej &
AEH 072 RUE Pt 271 A-8H A b2 s Y ES ZolA Z2 gt

R A}H B A (Detection)

Genian NAC2}9] 21 A% 4 ojo]HAE
A% % BT

il
>

47 5ol Bel A BAFE T2 Y

Ho
e
ol
v
)
ol
ok
Kl
>
>
=

10CCES A1), 141 21, YARAS o] S5fo] A2 91 B L WA ohu] 3 520 FeE (AL +

Ao ©A) S A H .

XBA(?’“H 71 Wk 7T % ‘53l File less & X33 o} 3t el o] 3B S FAGUTE AF Y &A1 FA
]_4 tAFo] L=F ol A ‘AFL AL BA ID 58 AZ A & ’\ ¢l © 1 Reversing Labs, VirusTotal 5 2]

3 QEE A ACT) 251 € B4 BT A7) 4448 Felel ek

32}/ 2] 4 v} 2] (Response)

o A o] GAE = A AFY ALY, Y, AT 5 25t DT U EY T A FA
-5yt

A 7 (Policy) 7] 9k0. 2 T2 7
Genian NAC S} 91 5&

T, Z2EMAZFE AYHE T S dF5UTH

Agolom 447 5 2% g ol 75k
2 Aol sA Sl A 918 5 42,918 9

3.3 Genian EDR 9] £7#

U2t e]t] & (Genian EDR)-2 thatol| A WA 81= v} ofst el o] AT = U o] P9 E "]i%]'ﬂ] @A, o
, B AE 5 9l ot 7 uk X153 9]3 g1 @ -2 (EDR: Endpoint Detectlon & Response) &4 9Jut}.

Al

o

o

U5 H E] T o whikoll T gk o B9 shoh d o] F A E "FAIS A A A o7t = 7Fs 3 APT, #4390
5o Hot 37 A3 thA oA Al A3 *] & JIO0C : Indicators of Compromise) & 53 4143 g2 9 v 30
7F
=

—

| 45t 241 10C 88
. 277 10C delolE A4 97 2 AT o)L
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s FAH AP A AL, ANF = W 73 ZE AT

. U $4S T I10CDB B2l (28 9 Fek H 25

o Custom Malware Hash/IP, Good Hash/IP 57} ¥ &2 7|5
e A BE AlE

* I0C (Indicator Of Compromise) & &f #| 3%

e ML (Machine Learning) 7] Al 8+<5 : &2 A A| -2 Similar A0 off 3+ o] -&

» UEBA (User & Entity Behavior Analytics) AF-& A} 389 £ 4]

* YARA Rule
Ecosystem 1%

e 2 H HA I FE B A A (F A ¥ ) E Ecosystem= 53l &

« FAE AF A AL A 2E H ol E g ste] Ajuj =

(¢}

2R R A3
- B AL B B A 9 HlolH A48} A5 AT 165 AR AT (@A F7 )

o A2/ AT L/ H-ol T/ Z RN A/ FEH K/ ’u‘l%/‘g 4 9td 2UEE 7Hs
o Al2~®l ALE] / NAC Al A AFE] /Genian Al A3 5 t} st A B = A3 715 (Import, Export ] )

YRS QY BAHY AT

3.3. Genian EDR¢] &3
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CHAPTER
FOUR

GENIAN EDR =

Genian EDR o] 523121 ¥ t & 74 247} ARFUT o] el 2 74 249 4T R 4H 12

thal A gy ok

41 T4 2 )3

Genian EDR©] 5282 th et 74 247 B2 3hyrth o] Zolld< 2 74 249 48 9 A2 t ¢

2Bk

411 AW AW

i

rlr

A A A 8] Genian EDRS] R E t|o|E] & A A&

%4 9] d]o] B AlE|o] A7) Btk

A2 Qoo = TLE A Be Bl Aol A B 2 AT ADUTE 9 AN Hel 22
SAETARBY T4 YFUTh FH B ARE BT 2AY HA AL Y T4 9

Genian NAC AW 7} Q1 A%, Se1 19 5712 2@ stA oo A= MET 5 9%
=]
=

o o) AE FE Au & E}Z]?l-GenianNAC A= =2 EL A
)7t RS Q1o 2, Genian EDR ¥} 152 53

A4 Q) Y3 = U E o] 7hs g,

Genian EDR ©@5 A Y 239, Zé A Aol A of o] AE =
AYstd g Ay Aysle] o o] HEE DX T 4 JFUTh

2

Fote 5 ¢ B Al dUTh ARt oz A Au =

° EI>

>
>
o
fz
=
W
s
=
L
=
o
197]
)
oF

c
=

4.1.2 Jo]HE

o) A== AFg2be] PCA A% 4= E 9ol JuiTh PColA B3 R E oMl ES 27347 o] & 34
Avl 2 A% g o
ool AEL F8 WA W AR WA 9 22 AA 2752 AT

A G = & A A (Windows OS)
Windows 7 (32/64bit)
Windows 10 (32/64bit)
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4.2 Y EQ T &1

Y E 9 Z 9 Genian EDR 7+%& A& uf] E 712 18] Aol 95U th
o 291 A 0 o EA A4 st
o 2 e Fu) 7t 8 ster
* Genian EDR o] A3} W ojH X EE Gofof 31437

421 §4 4943

EDR A # %= Core Switch ZE o] AN A TEZ A7 o4 5 o]ofatr}.

4.2.2 v}3slH Q I g

Genian EDR 0] A|th & &2} 5te] ¥ o o] 2 ES o] e oz i 7| of oty .

[On-Premises]

SRC IP DST IP Service Note
i . P/7100 I0C Database 5 7] &+
J 2 AW 1P www.cqvista.com(52.78.17.[L
® ™ eco ger?ians net TCP/443 A%
(13.12421.19 BADE AT
o g u)| A
13.124.15.244) (3= 2)
UDP/3880 Heartbeat A % (Keep
TCP/3879 Alive)
i Z 20 X
Client IP d 2 X ¥ IP/FQDN TCP/3876 Plugin %= 4 4 B A%
TCP/443 (Plaintext)
Plugin =3 A B A%
(SSL)
AF AH AE,
SRS A%,
A8 (Yl o] E) 54
TCP/3910 SSH
&2 ZPC IP 2 & 1P
=7 BAAM TCP/9200 LOG #&&] WebH <
TCP/8443 WebZ2<& HS
Note: ©7 820l o3 F AN 2 A% AsIAE A AN 9 R B4l o] b3 of Gk
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CHAPTER
FIVE

GENIAN EDR A =]

o] Zof| A= Genian EDR-& A2 ®lof] A x)35l3 #ejx17F ) 24 9 CLI 25 F 28 A4S gyt

5.1 733 A 4]

5.1.1 4% 59 49

AR Al EE) Aoz st o] 4Fe] Alxglo]l 3 gl 10C Database, & 1AW & &4t

B AW A8

NARE A AH S50 2 54 4 dath O, o R dE9T SR A5 0 g 4L 9l

5.1.2 3l=¢ o] F1]

282 A ado] A AW E xS Lk

st=do] AF
HAEZ 95 Yo ALoFo] olul w2 A3 2 9 o), AulA O 2 AR Bl SlE g o] AFFL o7 9}

Uk
A4 sh=dlo) 8 F A

ES30_R1 ES50_R1

Intel 2.1G (8C16T) * 1 | Intel 2.1G (8C16T) * 2
Mem: 64G Mem: 128G

HDD /SDD: 10T /2T | HDD/SDD: 10T /4T
2U 2U

Single Power Dual Power
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51.3 27| 74

Genian EDR-2 CLIE &3l 27} A 2| R =& A58}, Interactive Wizard & ©]-§3F A 2] WS A oh

Interactive Wizard & o]-& 3} A x]

1. CLI Initial Configuration Tool 3} ¥ o} 4] installation type ] 1-& ¢ & gt}

Genian Insights Initial Configuration Tool

1. Interactive Wizard
2. Manual Configuration

Select installation type

2. server type °l] 1S 83}

1. Single Server -Stand Alone

Select Server Type:

3. System Language °l] 25 ¢ &g th

1. English
2. Korean

Select System Language

4. CLIZ2IAd AALS AT Y

Enter Console Username (31 characters max) [admin]

5. CLIZ229 S| AYEE YAk

Password must contain at least one uppercase letter, lowercase letter, number, .
—and special character
Enter Console Password (9 to 30 Characters)

6. SolA AT AN =S A o J=H YTt

Try Again:

7. Database Al 4 < 4§44 FTh.

Enter database Username (4-31 characters)

8. Database 3| A~ L =& A A g},

Password must contain at least one uppercase letter, lowercase letter, number,.
—and special character
Enter DB Password (9 to 30 Characters)

9. 8o A AT A2 =S TH o dHFUT

Try Again:

10. #2]| 24 (WEB) 223 A<= A4 d U
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11.

12.

13.

Enter Superadmin ID (4-31 characters)

e £ (WEB) 219 SlAaYg =2 YA T

Password must contain at least one uppercase letter, lowercase letter, number, .
—and special character
Enter Superadmin Password (9 to 30 Characters)

oA A A== 3 o JHshc)

Try Again:

System timezone A A& A &gt}

1. Africa 2. America 3. Antarctica
4. Asia 5. Arcic 6. Australia
7. Europe 8. Indian 9. Pacific

[Timezone] Select Continental

14. System timezone 24 & A B g},
[Timezone] Select City (press enter for re-display):
15. NTP A ¥} 7} 24 8t 73 - AW Domain X & ¢} = ot
Enter NTP server:
16. AW P2 AL EIP HHE AT )
Enter IP Address:
17. A8 IP & Netmask S A A gF]t}.
Enter Netmask:
18. A1 ¥ ] Gateway & A&7 ot
Enter Default Gateway:
19. DNS AW IP AR E 45t
Enter DNS Server IP Address:
20. 9ol AT Y ARE FHF 3 T yE YY) Database Server Password ¥H 7 ¥4 &
F7bE AR o,
Configuration Summary
Server Type: Single Server -Stand Alone
System Language: Korean
Console Username: [ID]
Timezone: Asia/Seoul
NTP Server: pool.ntp.org
Network Interface: ethO
IP Address: [Server IP]
Netmask: [Netmask]
(continues on next page)
5.1. 42 An 4] 35
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(continued from previous page)

Default Gateway: [Gateway IP]
DNS Server IP Address: [DNS IP]
Database Server Username: [ID]

Database Server Password: FRK KA KK
Webconsole superadmin ID: [ID]
Webconsole superadmin Password:  X**&#kdkkx

Are you sure to continue (y/n) ? y

21. Genian EDR-L 2}o] A 2 o] whe} v % 74 o] 2} Ut} % 7] 4% A GMODULE & 4 X% v, EMOD-
ULES] 73 #2] Z< o4 EMODULE gto] A& WA 55513 IOCDBE FA st 2ol 712
de9yth
EMODULE-& AM&-31A] 9= A% 212 A =Fstar 222 P gt} joc-updater enable B & A4 Al o] F
AW &L FAlete] 1917 o] 449 IOC DBE Yol E g th
o8 dulo]Eo= 4 & o] g2 Aol £8HEBR +F HH
% joc-updater enable 4 754& 3} o] oF f,g}l/}u} = was o] g3 27 A
# o] A& Faduth

22. show config H ol & F3 A4 & & Fu) & A Foh

23. Web Browser ol 4] "https://7d 2 A ¥ IP:8443/mc" & FH <o)

jiEo) ﬂl[O

5'311 z7] dlolHE A3t
2] ¥} -2 JOC Database A X]

5.2 10C Database A %]

IOC DB+ HlolE A A Al 2] H AW A dlo|HE W tol A3 =E = of Ql5Uth

Ot H 2 A4 Al dlolH Aol B2 A Zto] 285 B2, 9% H IOCDBE th 2 & QholA] A Feh= 4 &
& 3t A S EET = JdF YT

EDR A] #] o] A] eco.genians.net, eco-sip.genians.net = 9| ¢13} £ Al o] 7}353f of g T}

AW 7L Q) F = A3 FAlo] B sl A A= el > AA" > g0 E #e2] > 10C Yol E
e I0C vl S A 2= 5 A5 Uth

CLI 2o} Al EW Aol mhet b8 5 Lo m 2, obe) Wejojzh gl A9 MR 2 R 814 7] et

5.2.1 10C DB % 7]3}

AW HE AX E A 24 (WEB)o] 2291
2. #E] > ALF > A28 #E] > glo] A A w7 & o] F 5t EMODULE gho] dAE == ghth

3. CLLA% ¥ obel o) o] Qielol= ol Sagch Feo] §4e upet H25d dlol8g
Qe o] 3h full B ol 9} 1719 Tl o] B & qu] o] 2k omh1yuﬂeﬂ017}o¢qq

2% A A full 3ol E 3 AA volEE WA dulo)= Fuick. of u], W kA ure] &
A AR Y vhA GRS G FU T (2 A st e 918 v T IAE dolE st o]
4RIk

ubd o2 EDR A2 A 948 71 F 0% o4 99 TIL 4.

AR ofl) o] ¥ ©o] 20227 10 o] 2hd T ¥ o] & 20220930, 9 o] 2 20220831 ¥

I

)
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genian (config) #ioc—updater full 20220930

% IOC DB initialization may take a long time.
genian (config) #

o|EZF EUH #E > A A" > dulo]E #E > I0C o] E wlwol A EA I0C WA AR E
& 4~ %\Q‘JD}
1 7} 8ol = ® CLI Mode ©f| A] ioc-updater enable *§ 22 43 g o},
A

ANA THIF AIHES F3 20221d 94 304 Ho]E7HA] HA L= HuolE L, 108 14T H
L& GR7EA o A HIO]EJL

ioc-updater enble ™ %2 4 3] 5} *H Ecosystem i} 541S 3 <=4 A 0 2 o] EE 3P},

genian (config) # ioc-updater enable
Starting Service...done
genian (config) #

53 B2l £&

Genian EDR & = 714 :92] &2l 24 A3 ek 71 A 2 9 M=R2 243} 2e Nag 8¢
Al # 38t CLI(Command Line Interface) 23 T2 2 & A @ AW AAS A2t Y 20 dS5 YT

5.3.1 Web Console

W zEe AW IPE G ste] B2 T 4 AUk
I QHeeA S 93 ke JA2 ol F ok

2. ot FAE B At BepA o FAa% e 9 Eg3ch
3. A AW B IP F4 S AA P 42 HAT )

https://" A A &&] IP $£4":8443/mc/ (e.g. https://192.168.50.10:8443/mc/)

5.3.2 CLI Console

CLI(Command Line Interface) 242 SSHE 53 &2

ok
>

A=y

# ssh "AA AW B 1P F4"

Genian EDR-2 7| 2 & ¢ 2 #2217} A2 7}53HIP A4S F71617]) A7EA A A8 o) thek SSH 322 3%
oA s Th

HZ 382 93N /system/default-settings-appliance 2] "SSHE 53 94 2 38" &

pal

=

e
o

Al 2.

o
©w
r
AC)
ri
fufx
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5.4 ofo] = Al%]

Genian EDR = 91 = % 91 Eo 4] bl 51 B2 o WlE S 575112 919 94 A] Ao} & g th, oo et
Genian EDR A Mol A 517 5171 A2 g2 = ol 41702 2 9

5.4.1 Windows Agent 4 %]

Note: Genian EDR ©+= 8] A oo A E A1 WAL 7| 2oz A3}

o] HE Them s W A

L #2] > A28 > o o] HE 7] 7] oA ol o] AE 3| 7| A & 2= Fth

2. Windows ¥ A (x64, x84) o] A A 2] 9} (exe) S tF>2 = guth o] uf, o} g2 & vhe 23] 5} Y o]
o] 52 WA A= E gt

3. R A S A ve2 st AAS AU PMS S5 F8 dA P

o] E sf7]7] &2

1. 3 7] 2] (gpf) oD HE2E A, A BHE 2 JRE AT F o o] A
Al =3 o)

2 JREA A AEL oo A= WE Dol A HZ WS A se] AT 4 A5

fm

725 FE & 5 de7s=

i}

de]HE fulolE

Warning: #2] > 44 > A28 o ol o] A= 23] Qo] = A o] on 2.2 445 glojof Pk,

ool uE )
Genian EDR-& PMS 5-& 53] o o] A& 2 7] A% T, 24 v 2] A28 S %—aﬂ &AW B 7 5S
A8 A5 Th el > A2 > ool e Wl E ] oA W E el & 97
1. oo
2. AQAE > (A8 AA) ool A= Pullol= FA) 58 MEL F3) ZA W27} b5 ok
3. WE A ol A A5 el ol = B H4 Qiulo| 28 B B4 w27t Ao
4. Wl AR o)A oo AE M, 21 Qulo] = AlZh B4k ulo] = A o] A5 g,

—

AEWMEE 152 AT
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olo] HE gulo]E &9l

L BA>AEZIE B 2 AP
2. AEEIIE B2 4 o o] AEZ AXE HLE ol T4 AF 1T

Windows T o o] HE &2 771 9]%]

1. Windows TH&-oj A] 5}¢] &+ 7] & 7]
2. C:\Program Files\Geni\Insights\logs & ©]-% T}

Note: o|o]HE X9} #HH AAEZ T+ Windows T E 2| of] Installer.INSIGHTS" L U".log

= AT

Windows x| ¢ &

Microsoft Windows OS (32bit/64bit)
Microsoft Windows 7 (SP2 ©]A})
Microsoft Windows 8

Microsoft Windows 8.1
Microsoft Windows 10

Microsoft Windows 11

Microsoft Windows Server 2012
Microsoft Windows Server 2016
Microsoft Windows Server 2019
Microsoft Windows Server 2022
Microsoft Windows Server 2025

5.4.2 macOS Agent A4 2]
oo]HE thF 2= W A X]

L &2 > A28 > o o] W E 7] 7] o A o o] HE 37| A & 2= Pt

2. macOS o7 B A A glo] 44 9L e R g o o, theRE we Ay
WA S ek

3. UREER 49 S A4 B2 st 3L, PMS 52 53 AA Tt
X B F e 2 AR A 84 Fol BAIF 5 glow], obe) Bl whek Ay Pt
20

L5

Qo] o) F

rlo

L]
=
&O
o
3
wn
>
>
oo
>
:12
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s cxmES o] AA" M E A se] AX %8

ool A= 5714 2]
I SH71 4] (gp) S+ A2 Al WA M D RE A5 ool AE HAAS B &5 Qe A5S
A2 e,
2 YREE ANASL o] A= W T oA wE WA S At ST 5 ASUT

ool gulole

Warning: #2] > 474 > A1 28] 2] o] o] A E #47] Aelo]E o] on 07 AA ) ojof FLTh,

o] HE vl £ e

Genian EDRS 23 P EE 3 o o] AE 27] 44 F, A4 ME e A28 Ba) A% A % el
752 Algela AU #el > A28 > ool HE wlE #e) oA v E Bel B AL B4 s
1 oo AE W E S 15 Augr),
L AQIAE > (A9 A o) WE uo]E F 4] 53 WES Ea) S W27} 53T

2
3. Wl AH oA AFs AHCIEZL 7 dU o
4. Wi Z AH oA cle]HE WA DA o] 7hsdTh

o] AE Yol & &<

I olo]AE WE 98 A, $5F kel ejo] v EAI 7} e T
2. A 218 o) W EH Agente] A4 D Aol 225 Tl B4 ST

-3
>
2
o
(2
[
N
- I
1
it
)
1123
o
‘1 0
o
ek
>
30,
oy
iv
I

macOS T oo A E 2 77 9] %]

+ macOSol A elu]d ol A olele] 1% 9] 2a3}tel S et
- A X7 & : ~/Library/Application Support/GenianInsights
— 217 &: ~/Library/Application Support/Genianlnsights/agent.log
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macOS =] 5=

macOS H A
macOS Big Sur 11.0 o]/

5.4.3 Linux Agent 4 %]
oo HE thE 2= 9 HX]

1. & > A28 > o o] A E 3 7] 2] o A o o] A E 37| A & J 2= Y
2. Linux OS 7| & (deb, rpm) o] A A %] 5} QY& o} 2 = gt o] uf, ¢}
WA FES gk

3. TheREe A S Linu Au/gEe] 2= it
4. A2 3t Aghe Fo g th

* deb 3} : user@ubuntu:~$ chmod 755 Genianlnsights-deb_x.x.x.x.sh

e rpm 3} : user@ubuntu:~$ chmod 755 Genianlnsights-rpm_x.x.x.x.sh
5. root A%te g A vd-& A ).

* deb 3} : root@ubuntu:/home/user# ./GenianInsights-deb_x.x.x.x.sh

e rpm 3} : root@ubuntu:/home/user# ./Genianlnsights-rpm_x.x.x.x.sh

ool A= 3714 #el
L N7 4] (gpf) 5L A2 AL WA A L ARE NS oo AE AAAE B T4 Y= 5L
A% gk,
2. JREE A EL oo A= Wl E ol Az w A S A se] AT 4 ABUTh

ool gulol=

Warning: #2] > A% > A/ 27 9] o o] HE A4 dHo]E Aol on o= A 9)ofoF gyt

o] HE vl Z e

Genian EDR & 2T A =& 53 of o] AE 27] 45 F, A MExe] A 20L 53 A% A W E Hel
7152 AlBstn Aguth Bl > 2w > o] AE vz B2 o)A Mz BelE A4S T4 ALY
1. oo]AE mjx & T FS AT Y]
2. QA > (A A o] AE el E FA] $9 MES T3 ZA WES A5
3. WE A oA A5 Aol 7 7hs g o)
4. WNZ AR oA o)M= M Aol s
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18.3 CLI(Command Line Interface)
Genian EDR A] 2~ ®l of] tf) I CLI(Command Line Interface) 3 22] 7% SSH Zg}o| A EE AF-&-3f oF Yt}

ol o AT e A WEE AT AL HZ 7 IP FAE DA oF T
/system/default-settings- apphance 94 "SSHE 53 924 A2 38" & A=3AANL

18.3.1 CLI(Command Line Interface) & Z s} 7|

Attention: SSH F 22 52 HIPA T F&H Uttt F2 7FH53HIPE 71518 ¥ /system/default-settings-
appliance & FZ 34 Al 2

AW = A8 SSH Fetol
I Agg gl 5

2. Genian EDR &-&] z} o]

AE EE=SSH & A st e EE 53l 222 5 olsyth
AAE AHgsho] AW IP 4o 3 SSH S 24S A4 gk
2 de e 219 Fuch
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18.3.2 CLI ¥ o]

CLI(Command Line Interface) < A] & B X0 A= 7|2 A28l AE] 2 A Qot= HPolE AT 5 AF
Utt o] A A= 2 REA P& AMS s S AT

712 g ®g o]
EEE 19
enable Global Congifuration mode 24 3}
exit CLI A8~ 28
help EkEE
history EFEEREEIEEY
quit console mode 1 2 £ &
configure terminal | Global mode o] A} A 7 3+ W& o] ZA] A&
configure batch Global modeol| A} A st Wejo] & A F & & A&
clear arp Al 22" 9] arp table A X % 7|3}
clear screen 2L 824 34 273}
clock set A 2" A =4 A]
do backup Al 2~ wl o} -3
do cdbackup 7Hg Al Wl o] E] S CDR & ¥ ¢
do cdrestore CDoj| A &= ¥l o] to|H =2 B
do initdisk QA A3 %273} 43
do restore WSt Hlo|H 2 2
geniup Genians Update Server 7} A A= o] Ql= A2, A o] J=FH A sld 2 dad o= 43
halt Al2"H AY A 2 =
kill pid pdE 7|E0 7 T 2N R
kill pname OlELV|FEOZ ZZNAZE
ping A4 device & IP o] T SHICMP 873 HIAE
reboot Al 2H" A 2E] 43
restart system A 2" B2 235
shutdown service | A|2~H AH]|A~ Z£3F
traceroute IPo| T3t 2}-6 F=ZE EA
show show W& o] & %3] 7153 & F A
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K7 e
EEE A
show arp ARPE|o]E AKX F A
show backup WAH go]E o] A BE F A
show configuration | A|2~®le] AR A FA|
Show cpu cpu AKX F A
show filesystem filesystem % X 3% A
show hosts hosts o} 2= 3 A]
show interface Al 2~ "l 9] network interface 4 2 FE A
show logging ZIID7}GENIANAH| Z2 SE5H = 27 oA 71 H A 21 FA

show memory

HZ2e] JH FA

show processes

?—Ezo ZEANA AR A

show route

5 HlE HH EA

show time

A N2 A7 A

show uptime

A= 75 A4 A8 E

show version

NZE 2= Eq o] WA A A

18.4 V=93 74

CLI(Command Line Interface) & E3f QA1 F| o] AP FAE HAT 4 S5 Th
18.4.1 QlE]H o] AIP F4L W¥HA

CLI Console S &3] 2E QE]H o] 29 IP FAE HAT 4 951

Step 1. JE|Fo] 2 IP F24 W7

1. CLI Consoleo] & 191 &, Config mode & o] =g},
)

2. o}#| &} Zo] "interface ethO address [IP S 4 23" dgdyoh

genian (config) # interface eth(0 address X.X.X.X X.X.X.X
Stopping Service...done
genian (confiqg) # exit

Step 2. QE|H |2 IP F2 7 &9l

1. o} 2} Zo] "show configuration | grep interface eth0" & ¢ = g th.

genian# show configuration | grep interface ethO
interface eth0 address X.X.X.X X.X.X.X

interface eth0 gateway X.X.X.X

interface eth0 management-server enable

genian# exit
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4. BEZA EFT Y std S BEASE S JES S5 FUT

5. CLIZ &3l A3 A 2E&0 J&5dUtt

6. enable ¥ 2]z} ]| Y WS £ ] 2 51o] Global Mode = ©] 5 31 th
7. "restore <filename> all" & ¢ & 3}o] W Y d o] it
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Genian EDRO|A £ AH 2a0E& 2028482 A
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3. SYSLOG A A A >
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AFg 2ol Al A BT T
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4. SYSLOG A ®] 23S 43}
= g
e ON/OFF A A
A 1P 2oz 2 AFIPAA
ZTEEZ SYSLOG AFA| AH S 22 EZ A H
AEXE SYSLOG AFA| A 2 EWHS 47
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threat2 Q1 &l ~

o

[
—={I
o

<

o

THREAT: %{[AlertDecision]
—{ [AuthDeptCode] }  %{ [AuthDeptName] } %{ [AuthID]} %{[AuthName]} %
—{ [AutoResolve]
—{[Classification]

CodeSign] [Signed]
—{[CodeSign] [SubjectThumbPrint]
— %${[CollectTime] } %{[Confidence]} %{[CreateTime]} %{[DeptCodePath] }"
"%{[DetectKeyString]} %
"%{[DetectType] }°
"%{[EventSeq] }°
"%{[FileName] }
"${[FileType] }"
"%{[Information] [CategoryID]}

—{ [DeptNamePath]

- { [DetectMessage]

[DevicelD]

—{ [EventSubType]
[FileName2]} %{
[FirstTime] }  %{

"%{[Direction]

"%{[Assignee]

"%{[AVName] } %{[Category]
"%{[CmdLine]

“%{[Catgryl} %
"%{[CodeSign] [Issuer]} %

"%{[CodeSign] [SigningDate]
"%{[CodeSign] [Type]

"%{[Details]} %{[DetectID]
"%{ [DetectSubType] } %{[DetectTime]
"% { [DNSName] } %{ [Domain]
"%{[EventTime] } %{[EventType]} %${[Feed]
[FilePath]} %{[FilePath2]} %${[FileSize]
[FollowLink] }  %${[HostName]

o
S

"%{[AssigneeName] }

o
°

CodeSign] [IssuerThumbPrint] } %{[CodeSign] [SignatureVerification]}"
"%{[CodeSign] [Subject
"%{[CollectServer

1%
ID]}

}
D]

I3
°

o
°

)
)

o
©

(continues on next page)
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(continued from previous page)

— %{[Information] [CategoryName]} %{[Information] [PathInfo]} %
—{[Information] [ProductName]} %{[Information] [SourceName]} %
—{[Information] [ThreatInfo]} %{[Information] [ThreatName]} ${[IP]} %
—~{[IsKnown]} %{[Level]} %{[LocalIP]} %{[LocalPort]} %{[LogonID]} %{[MAC]}
— %{[MalwareKind] } %{[MD5]} %{[Memo]} %{[MLLevel]} %{[MLScore]} %
—{[ModifyTime] } %{[Occurred]} %{[PathInfo]} %{[PathInfo2]} %{[PathKey]} %
—{[PID]} %{[Platform]} %{[ProcGuid]} %{[ProcName]} %{[ProcPath]} %
—~{[ProcPathKey] } %{[Protocol]} %{[RemoteIP]} %${[RemotePort]} %
ﬂ{[Response}}\%{[ResponseInfo}}‘%{[ResponseRuleJ}\%{[Result]}\%{[Rule}}‘%
—{[RuleID]} %{[Score]} %{[SessionID]} %{[SHA256]} %{[SSDEEP]} %{[State]}

endpoint2 91 &~

ENDPOINT: %{[Access]} %{[AuthDeptCode]} %{[AuthDeptName]} %{[AuthID]} %
—{[AuthName] } " %{ [BusType] } %{[BytesRecved]} %{[BytesSent]} %${[Catgry]} %
—{[CheckFlag]} %{[ChildPID]} %{[ChildProcGuid]} %{[CmdLine]} %{[ConnCnt]
— %{[CreateTime] } %{[CustomTag] } %{[DetectKey]} %{[DetectTypel} %
—{[DeviceID]} %{[Direction]} %{[DisconnCnt]} %{[DisconnectFlag]} %

— { [DNSName] } " %{ [DNSRequest] } %{[DNSResponse] } %{[Domain]} %{[DriveType]}"
—%{[DriveType2] } %{[EventSeq]} %{[EventSubType]} %${[EventTime]} %
—{[EventType] } %${[ExitFlag]} %{[ExitTime]} ${[Ext]} ${[Ext2]} %

}

—{[FileAttr]} %${[FileName]} %${[FileName2]} %{[FilePath]} %{[FilePath2]}
—{[FileSize]} %${[FileTypel} %{[FinalName] } %{[HasDump]} %{[HostName]} %

—{[Important]} %${[InflowSeq]} %{[Infol} %{[InfoTitle]} %${[InjectionType] }
{[IntegrityLevel]} %{[InteractiveFlag]} %{[IP]} %{[IsSystem]} %

—{[JsonInfo] [DecodedCmdLine] } %{[JsonInfo] [WebTitle]} %

—~{[JsonInfo] [WebURL]} %{[JsonInfo] [WindowText]} %{[LastDisconnTime]} %
—{[LocalIP]} %{[LocalPort]} %{[LogonID]} %{[MD5]} %{[ModifyTime]} %
—{[offline]} %{[ParentProcEventSeq]} %{[ParentProcGuid]} %

—{ [ParentProcName] } %{[PID]} %{[PPID]} %{[ProcGuid]} %{[ProcName]} %
—{[ProcPath]} %{[ProcUserID]} %{[Protocol]} %{[RegDataSize]} %

—{ [RegDataType] } %{ [RegKeyPath] } %{[RegNewKeyPath]} %${[RegValue]} %

—{[RegValueName] } %${[RelatedEventSeq]} %{[RelatedPID]} %

s s s e s e i R R T i B

—{[RelatedProcGuid]} %{[RelatedProcName] } %{[RelatedProcPath]} %
—{ [RemoteIP]} %{[RemotePort]} %{[RegEventSeq]} %{[ReqGuid]} %{[RegName] }"

]
—%{[RegPID]} %{[Result]} %{[RulelD]} %{[SerialNumber]} %{[SessionID]} %
[SHA256] } %{[Tactic]} %{[Tag]} %{[TargetPID]} %{[TargetProcGuid]} %
—{ [TargetProcName] } %{[TargetProcPath]} %{[Technique]} %{[TrunkID]}"
[ }

[

—{

o

o°

—{[Uncertain] } %${[VolumeGuid] } %{[VolumeType]} %${[WindowClassName]
—{ [WindowText] }

alert2 Q¢ A~

o
°

ALERT: %{[AuthDeptCode] } %{[AuthDeptName] } %${[AuthID]} %
—{[AVName] } %{[Catgry]} %{[Classification]} %{[CmdLine]
—~{[CodeSign] [Issuer]} %{[CodeSign] [IssuerThumbPrint]} %
A{[Codesignj[SignatureVerification]} %{[CodeSign] [Signed] } %
{[CodeSign] [SigningDate]} %{[CodeSign] [Subject]} %
[
[

{ [AuthName] } %
I

q{ CodeSign] [SubjectThumbPrint]} %{[CodeSign] [Typel} %{[Confidence]} %
—{[CreateTime] } %{ [DeptCodePath]} %{[DeptNamePath]} %{[Details]} %
—{[DetectID]} %{[DetectKeyString]} %{[DetectMessage]} %{[DetectSubType]}"
—%{ [DetectTime] } %{ [DetectType]} %{[DevicelID]} %{[Direction]} %

—{ [DNSName] } %{ [Domain] } %${[EventSeq]} %${[EventSubType]} %{[EventTime]} %
—~{[EventType] } %${[Feed]} %${[FileName]} %{[FileName2]} %${[FilePath]} %
—{[FilePath2]} ${[FileSize]} %{[FileTypel]l} %{[FollowLink]} %{[HostName]}"
—%{[Information] [CategoryID]} %{[Information] [CategoryName]} %
—{[Information] [PathInfo]} %{[Information] [ProductName]} %

(continues on next page)
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(continued from previous page)

${[Response] } %{[ResponseInfo]} %{[ResponseRule]
%{[SessionID] } %${[SHA256]} %{
H

Confidence] } %${[SuspiciousInfo2] [FileName] } %

[Information] [ThreatInfo]} %

${[IsKnown]} %{[Level]} %{[LocallIP]}
"%{[MalwareKind]} %{[MD5]} %
%${[PathInfo]} %${[PathInfo2]} %
${[ProcGuid]} %{[ProcName]} %

I
[SSDEEPJ}

I3
°

FileTypel } %${[SuspiciousInfo] [MD5]} %

HA256] } %${[SuspiciousInfo] [SSDEEP] } %

)

S

[

[FilePath]} %{[SuspiciousInfo2] [FileSize]} %
[FileType] } %{[SuspiciousInfo2] [MD5]} %
[MLLevel] } %{[SuspiciousInfo2] [MLScore]} %
[SHA256] } %{[SuspiciousInfo2] [SSDEEP]} %
[Confidence] } %{[SuspiciousInfo3] [FileName]} %
[FilePath]} %{[SuspiciousInfo3] [FileSize]} %
[FileType] } %{[SuspiciousInfo3] [MD5]} %
[MLLevel] } %{[SuspiciousInfo3] [MLScore] }
[SHA256] } %{[SuspiciousInfo3] [SSDEEP] } %{

Y

)
)

ThreatID]} %

&
e

[logAlertId]} %
${[logIdStr]} %{[loglIpl} %
o
{

logMsg] } %{[logThreatId]}"
[logUserName] }

—{[Information] [SourceName] } %{

—{[Information] [ThreatName]} %{[IP]}"

— %{[LocalPort]} %{[LogonID]} %{[MAC]}
—{[MLLevel] } %{[MLScore]} %{[ModifyTime] }"

—{[PathKey]} %${[PID]} %{[Platform]}"

—{[ProcPath]} %{[ProcPathKey]} %{[Protocol]} %{[RemotelIP]} %
—{ [RemotePort] }

—{[Result]} %${[RuleID]} %{[Score]

— %{[SuspiciousInfo] [Confidence] } %{[SuspiciousInfo] [FileName]
—{[SuspiciousInfo] [FilePath]} %{[SuspiciousInfo] [FileSize]} %
—{[SuspiciousInfo] [
—{[SuspiciousInfo] [MLLevel]} %{[SuspiciousInfo] [MLScore]} %
—{[SuspiciousInfo] [

—{[SuspiciousInfo?2]

—{[SuspiciousInfo?2]

—{[SuspiciousInfo2]

—{[SuspiciousInfo?2]

—{[SuspiciousInfo?2]

—{[SuspiciousInfo3]

—{[SuspiciousInfo3]

—{[SuspiciousInfo3]

—{[SuspiciousInfo3]

—{[SuspiciousInfo3]

—{[YaraRuleID] } %{[YaraRuleName] }

sequoia 919~

AUDIT: %{[Q@timestamp]} %{[actionStatusCode] }"

—~{[logDetail]} %{[logDeviceId]} %{[logId]}"

—{[logLinkID]} %{[logLinkType]} %{[logMac]
—%{[logType] } %${[logTypeStr]} %{[logUserId

{
[
{
P
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19.4 ReversingLabs A1000 21 %
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o}= A

Al = | ReversinglLabs A1000 #|<= IP === URL A 2 £ A At}

URL

USER- ReversingLabs A1000 A= %2 $J3F USERNAME & H Ut}
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PASS- | ReversingLabs A1000 Al| 3% <152 %] 3 PASSWORD 74 X Q] U T}

WORD
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= Ay

Al = | Check Point SandBlast TE1000X A= IP == URLS g =3t}
URL

A= W | Check Point SandBlast TE1000X A= M A< AU ch(dE o :vl)
%l

API Key
1% 4 | Check Point SandBlast TE1000X A =37+] A% A S TAT U ZAH S
% A o® FAHEYTH

o] % | Check Point SandBlast TE1000X Aol Al A& 38F= APl key A 2 & A g th
=

1. 2.0.11 §AEE A= A 2] A] Check Point SandBlast TE1000X Z&] 191 0] &7 A X1 g Ut}
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19.6 Seculayer eyeCloudXOAR A&
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GET /indicators/custom/malwarehashes Custom MalwareHash Z4% o
POST /indicators/custom/malwarehashes Custom MalwareHash CHS &4 | ﬂ
|_rosr | —4 Hash
/indicators/custom/malwarehashes Custom MalwareHash =% Wi &
Im /indicators/custom/malwarehashes Custom MalwareHash CHS 454 = }
GET /indicators/custom/malwarehashes/{hash} Custom MalwareHash Z%| =
Im /indicators/custom/malwarehashes/{hash} Custom MalwareHash %% ﬂ ‘
/indicators/custom/suspiciousips Custom SuspiciousP 24 &
POST /indicators/custom/suspiciousips Custom Suspiciousl? CHE 84 —4 IP =
Jindicators/custom/suspiciousips Custom SuspiciouslP 4% R &
Im /indicators/custom/suspiciousips Custom SuspiciouslP CHE 4% o ‘
GET /indicators/custom/suspiciousips/{ipStr} Custom SuspiciousiP == Y
Im /indicators/custom/suspiciousips/{ipStr} Custom Suspiciousi® 4{H a8 ‘

Fig. 2: Genian EDR REST API
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20.1.5 Windows A x]o]| A ojlo] A E & 715 3= 9] %]

1. Windows %] o] A 5}<] et 7] & ¢t}
2. C:\Program Files\Geni\Insights\Logs = T 2 ©]5 gt}

20.2 NAC =3 43

Genian EDR-2 Genian NAC A 2}2] A5S 53l ZAIR I A B E A Ao 2 33131, NAC A| A~ H 2]
Ae g AN E 2B B 4 YT,

Eg A FAES oo AES X, AT A=) AR 57 D AT o] A TATE 72 A9 S
RO AL AR T BT 5 A5

ool AE A o) g oM E £ OT T BFH W, 45 JHE LA AL BAA

1. NAC-ThreatDetector2 2 A] Z+3}= .gpf 3} LS 0] g o}
2. A2¥ > ol E & oA S 2 W2 o] 5 FUTh
3. ZAPAY-Zad d2e £ FY, A8 W ES FY3te] Fnl st gpf IS HEZFHFUTH
4. 3tdof stdH o] A H WU JRE WES T3t Y S A==t
5. 34> eERY > RERQH 0= oje YTt
6. AAHE -PY 7S 22, A4 Y & Ad 597 Aol A E2) 294 E)-Threat Detector2
FES Aol 7|2 JEE JE3ta A HES ST U
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HES 9P Th
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e

Warning: 5 1% IP 47 A] NAC A ¥ ] MySQL A B] 27} A Al 2F 5 U o}

4. #e] 9 E 3}9 of A insightsConnector S A& A 2 & & 23}

Note: insightsConnector+= NAC A8 4.0.1X,5.0 B Aol A 2+ 4 %

oL,
ok
-
30
ol
°
A

5. A% > A& ARNF > B QT o insightsConnector A o] = o Y& AT+ U5
6. el >8R Dol M > AEAES & 2o,

7. & 9 &L insightsConnector & 3111 AF& 2SS A A SHu T
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11. Threat Detector2 A& & & A 33}
12. R BF JIo WA NAE & =5

0. = IF S Al Z2 1L AT =S Au ),
T o
= =

20.2.2 NAC 7} 271 223

AE S 9T 8 44 &85 H EDR A H A NAC AR 28 7hA 2= A4 o] 2R 9yt

1. Genian EDR g2 &) 229 5 #2] > £ A% > £ 7|SET | A= A aeolg o =5t v+
o 4 GENIAN NAC 2 23 gt}

2. FR7) AHEE 27 HAA AE JH T AF HES SH T
« 5717ISET o] &: 5% 7ISET o £} 530 7ISET 4% -& 47 7ISET 2ho] £A15 &= gty o,
AW Z2EY: 204 e Au EA Y Th
o AE] F4: Genian NAC A A A ¥ IPE, DBA] ¥ F40f+= Genian NAC DBA B 9] IPE ¢ & gh T}
« DBA}£ 21 W PASSWORD: NAC DB 4 1] ©] A} %} PASSWORD 2 ¢ 23t}
. 11;}]/\1 7§E°ﬂ/\1 71—%].;'7 /\%Eﬂ—(s].oq ;q z]—ah,]r/}

3. &R 7ISET&o| Al F7FE =R 7ISETS] A2 HES Z Yt 3 7] oA NAC 21 7 (syslog)
o] AALA © 2 Al 2= ¥ Genian NAC Y Z< oA 22 > A2 ¥ ol Genian Insights 2| 7} A H S
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Note: 4.0.X WAolAx = AMEH A5 B4 T NAC AW o|HE A £ 3l ofef 4 A Yol HE=R
289Uk

4. o}z e} Zto] A Al H Genian insights E & o] &g 2t}

[SENIZAN | 244} £k | 2% AR
21 EE
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i e EE i i
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o Z 85t & Al R E syslog [ o] A2 U T
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FAQ

21.1 AlF &4 F7)= A QY712
Genian EDR2 17 € ult} 2 HAS EA Y T
21.2 L2 EQ o HAS o 280l = T 5 54U 7?
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CHAPTER
TWENTYTWO

TROUBLESHOOTING

22.1 H I a3 S 24

22.1.1 BSoD W A vz ez B A

A= E Q=0 A BSoD WA A obe) ARE 3 WY UL F5F 5 dEeh

BSoD 3}l 4 EDR ¥l Eafols stelwo] Shelsls 3¢

1. %windir%memory.dmp £} ol o] A E Full 2 15 3 3to] EX 2 H-S Ut}
2. B 2 BSoD Ao ThE Al Sefold Ho| 28 = A4S, G AlF NEAte] dd B8 HES

U,

BSoD 3}Hoj A Ealo]ln] s}Y o] olE x| g Ao
FAZE G = Eetold atd& Flety] fef 29 A 22 WS Xt
1. windbg A 2] : windbg+ windows sdk & F-3J] A 2] &
= "Debugging Tools for Windows" 7+ A1 & 5} 31 L} X = A1 &} 3] zﬂ)
2. Y=t 97): ¢lej Yl o] 7153 PCoJ| A windbgE A %] 3} 3 windbg ©l| A %windir%memory.dmp S & o]
H 1t} (memory.dmpol] &17] A3 HAH F windbg %ol drag gyt

symfix+
reload
4. 25 E A A lanalyze vE AP F FHFHE A RuAE WU golFurt
B4 Az} Fof ofef 9} 22 & (MODULE_NAME) 0] 912 1 o] =glo] w7} BA Y 754 o] 5 Uth #A4
Eetolul 7t S 49 ol g Sekolw AubAbe] €9 B4 L 2 3T

6: kd> l!analyze -v
kA hk kA hkhhkhkhkhhkhk A hhhkhhhdhhhhhkhAhhhhkhhh Ak rhkhkhk bk hhhk Ak hkhdhkhdhhkhhkkhkhAkhkhhkhkhkhkkhhkrhkkhkhkhrhkhkhhhkhkxxk*

* *

* Bugcheck Analysis *

*

*

KR AR A AR AR A A A A A A A A A A A A A A A A A A A A A A A A A A A A KR A A KR A I A AR A A AN A AR A IR A XA A A A A A A A A AR A A AR A * K

DPC_WATCHDOG_VIOLATION (133)

(continues on next page)
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(continued from previous page)

The DPC watchdog detected a prolonged run time at an IRQL of DISPATCH_LEVEL

or above.

Arguments:

Argl: 0000000000000001, The system cumulatively spent an extended period of time at
DISPATCH_LEVEL or above. The offending component can usually be
identified with a stack trace.

MODULE_NAME: check64 <<< o] BRI
IMAGE_NAME: check64.sys

| 9 o
o 4 Sefolw] 5191 Fro} 4 uE Bhelshof ) & Sol, Shel Eefol

5] B o] 20| f_ih.sys ¢l 7% Imvm

Mo S5 =eholu] 9 X (mage path) & 212 5 gLtk Setoln] S Fold SERR 58
s nw AEAE §3 8 5 AUk
6: kd> lmvm f_ih
Browse full module list
start end module name
ff£££805° 37030000 £££f££805°3703a000 f_ih (deferred)

Image path: \??\C:\windows\SYSTEM32\DRIVERS\f_ih.sys

Image name: f_ih.sys

Browse all global symbols functions data

Timestamp: Tue Oct 18 09:43:46 2016 (58057042)

CheckSum: 0001256B

ImageSize: 0000A000

Translations: 0000.04b0 0000.04e4 0409.04b0 0409.04e4

Information from resource tables:

6. lanalyze -v A7} Fol o4 Sebol W7} EAE ] 91 A%, CallStack £2-& F9] 27 A5l EUth
STACK_TEXT:
f£f££9881°99fe5b08 : nt!KeBugCheckEx
f£f££9881°99fe5b10 : nt!KeAccumulateTicks+0x181641
f£f££9881°99fe5b70 : nt!KeClockInterruptNotify+0x98c
f£f££9881°99fe5£30 : hal!HalpTimerClockInterrupt+0x£f7
f£f££9881°99fe5f60 : nt!KiCallInterruptServiceRoutine+0xab
ff££9881°99fe5fb0 : nt!KiInterruptSubDispatchNoLockNoEtw+0xfa
ff£ffbd05°dfd57660 : nt!KiInterruptDispatchNoLockNoEtw+0x37
ff£ffbd05 dfd577£0 : nt!KxWaitForSpinLockAndAcquire+0x30
ffffbd05°dfd57820 : nt!KeAcquireSpinLockRaiseToDpc+0x87
ffffbd05 dfd57850 : checko64!test::Lock+0x30 [c:\test.cpp @ 205]
ffffbd05°dfd57880 : check64!test::EnumElement+0x65 [c:\test.cpp @ 277]
ffffbd05°dfd578d0 : check6d!testanalyze::fileinfo+0x10f [c:\testanalyze.cpp @ 1786]
ffffbd05 dfd57950 : check64!testcheckInfo+0x100 [c:\testcheck.cpp @ 7214]
ffffbd05°dfd579f0 : check64!testcheckCallback+0xlca [c:\testcheck.cpp @ 3189]
ffffbd05 dfd57a50 : check64!stest::memoryQueue+0x9e [c:\stest.cpp @ 118]
ffffbd05 dfd57a90 : check64!stest::checkFunc+0x9d [c:\stest.cpp @ 145]
ff£ffbd05 dfd57b10 : nt!PspSystemThreadStartup+0x55
ffffbd05 dfd57b60 : nt!KiStartSystemThread+0x28

Callstack ©] 7+ 52 th3-3 22 9 u| & 7 Yth
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ff£ffbd05 dfd57b60 : nt!KiStartSystemThread+0x28

fﬁfv\—, A& o] Uz $2H TFE vy} Callstack 9 ol A HE
EERH AHE Y olu, Wlndows/] FALAT I BE = 1R AS
S H= 7}%@ ol =5 UTH & E°l, 19 Callstack o A = th2 3 22 A=

Callstack 2 o} g} Z o] H A
ol 2 W2l 2 HlA 5ol
UElyE= 250l BAE 4

2§ o] YepdU

nt >> hal >> nt >> check64 >> nt

=4
ol &=4

o] ol A nt, hal &= windows 2] —‘[L/\jﬁd\_ol 7] w2 °ll windows 773 8 &7} obd REF oA 522 YEhd
check64 7} A& d o7l REJUth dulEA o 2 Callstack o] o] 5335t= Windows 2 EHEL t}&3}
ZEyoh
Table 1: windows 25 ™
B 9
nt Az=Ad
hal H/W &7
io IO manager
netio Network I/O Subsystem
fltmgr Filter manager
ob Object manager
Y2 RES Fobd ot vm B0 slde] A2 e FAsT, 3P 51 Ue] SSH R} AAA
ARHNA A ZA S ARE zﬂa?ﬂqu}. 3olE oA ZREC]EDR ¥ REO AV IAESL=2 A3 2EQ
A%, owindir%ememory.dmp W o o] HE 2 I35 3 3lo] G EA4S 2 43t}
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CHAPTER
TWENTYTHREE

RELEASE NOTE

Genian EDR ¢ 18| o] & A] 2] A}8}3 Genian EDR V2.0 W Ao A A EA HAH Y&
LEE AU

ftlo
i
39,
rr
()
i)
X

9e) = 1 E 9] U §-2 Genian EDRE A1-§-3h AHE 212 91914 245 91.0.9], Genian EDR AH§ 47} ohd
Ahgoll A vl 23 7 385 7] ok,
Qo) = wE o VgL AE Aol mek el mglel WY & Ygvth

23.1 g aylolE Jlole

23.1.1 FoJx}g

s Y el=E 57 A EA o= Frol=et Y2 R ES T Qo] HAl A EAH = APl
X]

QoA & st £ AW 7] ko,

A che ol B AUE A FEUTh AFL b2 o= S 49w Ao A 5% DB
Hlol WAL R A8 252 4 itk R 5 o A L 2a| o = & ol okal AP he e o=
B W 2ol A A4 e W A 7}l 2 DB S H75] A AL-8-3] of gl

» AN W W DB ¢ I = E i A WEA MYL 2 YRS DFFUC

c Z|EWM AR JadolE WA WA _<n4%mﬂmﬂﬂﬁ¥zmﬁoi°ﬂM@wm
o7 oA Jag o=} A7 & 4 95 yrth ou] CLI 2<%l H<3'd DB migrationZ 92
&= WA A 7} £ A E ), migration F¢ -7 AHHE AH|2E FA AV FHE AR H A=
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> Yol E #e] o AIARIOS oM AlF YEEHES Y AlgS == 7,
AlFHES UL ol 4R HYH 2O o)A 2 o] F HY T

23.1.3 olo]HE o] & Y (Genian NAC of x| 5~3)
BAA Qg o= oo AEE T Jul o] E s oF FUth Al 2" > oo] HE > Z2 a9l o F2a
AZE & 4183} Threat Detector2 28] 1U-& Y2 & gt

Genian NACe] 474 6 Al A8 54 7)o whe} A5 02 ¢ 29 o] =8 A Ptk

23.2 Release Notes

23.2.1 Current Versions

Genian Insights 2.0.146 (R) Release Notes

Last Updated: 2026-03-25

New Features and Improvements

Revi- Key Compo- Description Affects Ver-
sion nents sions
49341 | GS- Backend, Elasticsearch v8.19.7 & 1d| o] &
8985 Elasticsearch
48745 | GS- GenianOS batch configuration mode AF-&- A] 3= 3 E 7} genian(config-
11513 batch) © 2 S8 5 7 A
49403 GS- Database MySQL 8.4.7LTS 4 3 o] & (CT64)
11301
49687 | GS- Agent N AE A A& or= SQLite 25 9 1H 9= (3.51.2) | 2.0.106
11710
49676 | GS- Elasticsearch | -8 A Elasticsearch Q1 &l A2 3 x| F2% == <l Elasticsearch
11643 WAL old A7 A Q] & 4= Q] = = Background Reindex
%5 27}
50850 GS- Backend, Etc | OpenSSL 3.5.5 /A 18 o=
11897
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Issues Fixed

Revi- Key Compo- Description Affects Ver-

sion nents sions

49295 GS- Backend 2] D]-&]]ﬂ TFR Z7MA BBz 2 A AZ7FLET A Z | 2.0.144,
11659 = &2A 3.0.1

49316 GS- ML mldetector 7} H| 2 2] & A 8 3= A 2.0.134
11276

50270 GS- Agent Soqxr7|Yd H EE 07 ol otglA:;A =] A | 2.0.144,
11999 E"‘ °] SKIPE]"% A X 7} g3 =] ] ‘E%% = A 3.0.1

50180 GS- Backend OJHE 43 o2 A, A A Al ol o] AE Z 23} dof v} | 2.0.146 (R),
11952 =z HPOﬂQ x] = A 3.0.3

49940 | GS- Backend Syslog 2] A5 A| A o] ZEFHojx AAoZ X2d | 2.0.104
11923 AXE Holx XA

49722 | GS- Frontend GMODULE 9j] A] superAdmin @3+ 713 Al A o] A] 3 o] | 2.0.106
11756 2] o] Al AI A 734l o] = A] k= F A

50839 GS- Backend /\]_g;q_xq ©] MalwareHash AFA A3 2t A A A] SHA256 | 2.0.14
12040 L AdE R =2 F

50842 | GS- Frontend IE 2.0.146 9 /\1 Elast1csearch 8.19.7 dad ol o]F 7}7l | 2.0.146 (R)
12198 ZA A A 23 7HHA g 2 F

Security Vulnerability

Revi- Key Compo- Description Affects Ver- | CVSS
sion nents sions Score
50392 GS- Agent OpenSSL 3.0.19 A 28 ol= 9.8
11857
50214 | GS- Backend # A} F7H4F A o E EX e g v 7.9
11451 St = A
23.2.2 Previous Versions
Genian Insights 2.0.145 Release Notes (2025-12-04)
Last Updated: 2025-12-23
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New Features and Improvements

Revi- Key Compo- Description Affects Ver-

sion nents sions

48006 | GS- Backend, "olHE £ " Wroll WEWZ/ZEA L7 715 7t
9184 Frontend

48009 | GS- Frontend J=gd Y UE gd ARE g B4 ANsde &
11206 A2 AA

48154 | GS- Backend o o] 4 E Up/Down A E] ZALZ T 7| = 34 =7}
11200

48008 | GS- Backend Aadgo]T Al A o o] AE H 7| A 7 SEH A, AFRSH
10998 2] ¢k dig ool HE 31 9 o o] H] X}% AHA| A 2]

48019 | GS- Backend 2THA| ol = vlAlof A] RSA SecurlD OTP HH41 2]
10304

47841 | GS- Backend o]/ E WEH W7 A Xkt 2], o] A A S 23ete
10210 Z 7|A

47909 | GS- Backend Endpoint 2] 712 AAHz dAT T J== /A
10014

Issues Fixed

Revi- Key Compo- Description Affects Ver-

sion nents sions

49117 | GS- Backend A A CHE|HY o] Ze]1 AA' A M T A | 2.0.144,
11609 ﬂﬂ%‘—?— 40601 2] LA 5= EA| 3.0.1

48775 GS- Backend ojH|d 2HAIZ A = WHS 7 dolr: EFTty o= | 2.0.145 (R),
11450 A 3.0.2 (R)

48586 | GS- Frontend 207 A5 A3} FojlA] ol g AE Al A1F W o] | 2.0.145 (R),
11449 5= A ke A 3.02 (R)

48501 | GS- Backend XBA £ A AN AEZ 2910 F85 A 9= A 2.0.145 (R),
11398 3.0.2 (R)

48224 | GS- Frontend el 2bE e & A g7 ARS Al de Aol e 1| 2.0.145 (R),
11309 Fol A=A %%—t— R 3.0.2 (R)

48001 | GS- Frontend Runscript T} EE WS AL A B AT HE Ao & | 2.0.114
11210 Al

48005 | GS- Frontend XBA B2 Al ¢ o|HIEQ} o] HE AAMAE S BA H | 2.0.11
11199 Sk} Aol 3l F & ]

47770 | GS- Backend 2O AT AA AEFA A 7l50] F2HA] k= | 2.0.140
11051 5
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Genian Insights 2.0.144 Release Notes (2025-10-30)

Last Updated: 2025-11-24

New Features and Improvements

Revi- Key Compo- Description Affects Ver-

sion nents sions

48025 | GS- Frontend 22 el F5ol AL A 7
9235

48025 | GS- | Fromtend | o[ J &S T Ak 74 & olWE g A4 A Al
11170 g fad A5 A

48025 | GS- Frontend A3 B4 stde "ol g JH" oA ol E A
10968 olWlE %3] 274 QA

48025 | GS- Frontend 29l glo] of o] HEE th-2 2 5= 9l &= H o] A] 7l
10759

48025 | GS- Frontend el QHEJE S o] 9] 3] ol = SSDEEP A= A 3%
10734 A 5

48025 | GS- Backend A2"HAHH AT EQ o] AKX APIo| &7 7] vlsearch_after
10423 S04 715 A-§3tel, HFH ol 1 B M5 23 )%

A&
Issues Fixed

Revi- Key Compo- Description Affects Ver-

sion nents sions

48487 GS- Backend o o] HE vl Z Ao A AUl olE 3o U5 Y == | 2.0.143
11269 g Al 55 o] 235 A o= FA

48461 | GS- Backend FE A R E T JUolE A HASIE 9 A A A | 2.0.143
10983 +A

48449 | Gs- Backend o FAY AT 29 P 78 54 A AEHA P | 2.0.130
11371 A

48145 | GS- Frontend WZ 22 AN st guolE A3 IS ETF EAHA | 2.0.121
11271 ok 24

48060 | GS- Backend A 17 o] & A] ServerList B o] E] 7} A2} A = EA| 2.0.144 (R)
11268

48025 GS- Backend Auditor @30 2 AR XA SJI0C, o|HIE =3 e8] A, | 2.0.111
11031 4, A A 7t 2 A

48025 | GS- Frontend 279 3ld EZ HIML Bl 1 7|5 0] S 2314 &= | 2.0.16
10666 A

48025 | GS- Agent HEAT 3L F2 A3 A BA8=PC g 2 olo]A | 1.5.100
11484 E QA F 27 54
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Genian Insights 2.0.143 Release Notes (2025-09-29)

Last Updated: 2025-10-28

New Features and Improvements

Revi- Key Compo- Description Affects Ver-
sion nents sions
47904 | GS- Frontend oM E Y& HolEl7} 54 Ao A A3 FAE R #
11209 A= e S4S 439 A JHE FAHES A
47897 | GS- GenianOS syscollect %] A] web & Kafka Q1A AKX 27}
11208
47827 | GS- Agent SIEM 95 2 APl H4 & 9Jct A5 oM E S JHE
10242 AT+ I=AY2E 75 7
47714 | GS- Agent DLL Side Loading(DLL Hijacking &) &3] 7] A4l
9215
47714 | GS- Backend, A A 25 A S B3 A WY A5 N
9159 Frontend
47714 | GS- ThreatDe- I0C BATCH ©-A] 2] Al w2 2] ALg & 2] A 3515 9] st
10637 tector 2EZ W A g
47714 | GS- Agent FEHAG ZZAA W T XA Z 2N 29 oWl EE Tag
10333 st= 75 7t
Issues Fixed
Revi- Key Compo- Description Affects Ver-
sion nents sions
47820 GS- Agent DLL A X 7} =28 2% DIl Side Loading Adv Rule®l] & | 2.0.143 (R)
11181 A= = EA
47714 GS- Frontend ] H o] A A MLEY JREVFOEHE 2 F 2.0.143 (R)
11108
47714 GS- Frontend 5 AN Z7FA] BAFSG A A& gl ~Eo ¢o]g 7} | 2.0.11
10638 FEE = dA
47714 | GS- Agent o ) AEZI HAZQ ol g HAEV} 2|8 T AAH = £ | 2.0.11
10362 A

Genian Insights 2.0.142 Release Notes (2025-09-04)

Last Updated: 2025-09-24
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https://ims.genians.com/jira/browse/GS-11209
https://ims.genians.com/jira/browse/GS-11209
https://ims.genians.com/jira/browse/GS-11208
https://ims.genians.com/jira/browse/GS-11208
https://ims.genians.com/jira/browse/GS-10242
https://ims.genians.com/jira/browse/GS-10242
https://ims.genians.com/jira/browse/GS-9215
https://ims.genians.com/jira/browse/GS-9215
https://ims.genians.com/jira/browse/GS-9159
https://ims.genians.com/jira/browse/GS-9159
https://ims.genians.com/jira/browse/GS-10637
https://ims.genians.com/jira/browse/GS-10637
https://ims.genians.com/jira/browse/GS-10333
https://ims.genians.com/jira/browse/GS-10333
https://ims.genians.com/jira/browse/GS-11181
https://ims.genians.com/jira/browse/GS-11181
https://ims.genians.com/jira/browse/GS-11108
https://ims.genians.com/jira/browse/GS-11108
https://ims.genians.com/jira/browse/GS-10638
https://ims.genians.com/jira/browse/GS-10638
https://ims.genians.com/jira/browse/GS-10362
https://ims.genians.com/jira/browse/GS-10362

Genian EDR, Release 2.0.148

Security Vulnerability

Revi- Key Compo- Description Affects Ver- | CVSS
sion nents sions Score
47181 GS- Backend Tomcat B A J 18] °] = 9.0.104 ->9.0.108 7.5
10893
New Features and Improvements
Revi- Key Compo- Description Affects Ver-
sion nents sions
47181 | GS- Frontend A BUEE oA AR stHE 72 A Al T
9554 3 "u} A4
47181 | GS- Backend, ECO & thA|H E t}=o] A ¥ (ko,en)
9546 CTI, Fron-
tend
47181 GS- ML ML 24 ¢ d] o] E (202506003)
10711
47181 | GS- Frontend ﬁ?ﬁ, 2UEZ 3 Y 3o 28z EEo] AX &=
10593 B NA
47181 GS- Elasticsearch Elasticsearch oldl A 7] = 2] 7| &S "AA ddl A A
10522 Ao A " AE A P IR 2 ¥ 7
47181 | GS- Backend QUL ANA A2l A2 AA A SH2EHFH AA A
10436 Hol RFFE =5 74l
47181 | GS- Agent std e Setoly 31 A= H 2 A5 HA
10208
Issues Fixed
Revi- Key Compo- Description Affects Ver-
sion nents sions
47447 GS- Frontend ote]H o] et o2 s EH o] 715 R k= B A 2.0.142 (R)
11037
47413 | GS- Backend (JEAS) =19 31 2= API 2 JA] 500 &= A | 2.0.140
10928
47397 GS- Frontend ol E WAl ko] ujzt "o H E WAk =o|" It EQ Y= | 2.0.100
10997 M7 A5 FAE = FA
47181 GS- Frontend AQEZQAQE o|HEV 2R o BEXA X 7/24 2~2EF | 2.0.142 (R)
10785 ghel o] v &3] = = F A
47181 | GS- Frontend A= Z A E AA A Hlo] 8 23] o] A FPS o 2 | 2.0.11
10582 F7F FEAE A ke A
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https://ims.genians.com/jira/browse/GS-10893
https://ims.genians.com/jira/browse/GS-10893
https://ims.genians.com/jira/browse/GS-9554
https://ims.genians.com/jira/browse/GS-9554
https://ims.genians.com/jira/browse/GS-9546
https://ims.genians.com/jira/browse/GS-9546
https://ims.genians.com/jira/browse/GS-10711
https://ims.genians.com/jira/browse/GS-10711
https://ims.genians.com/jira/browse/GS-10593
https://ims.genians.com/jira/browse/GS-10593
https://ims.genians.com/jira/browse/GS-10522
https://ims.genians.com/jira/browse/GS-10522
https://ims.genians.com/jira/browse/GS-10436
https://ims.genians.com/jira/browse/GS-10436
https://ims.genians.com/jira/browse/GS-10208
https://ims.genians.com/jira/browse/GS-10208
https://ims.genians.com/jira/browse/GS-11037
https://ims.genians.com/jira/browse/GS-11037
https://ims.genians.com/jira/browse/GS-10928
https://ims.genians.com/jira/browse/GS-10928
https://ims.genians.com/jira/browse/GS-10997
https://ims.genians.com/jira/browse/GS-10997
https://ims.genians.com/jira/browse/GS-10785
https://ims.genians.com/jira/browse/GS-10785
https://ims.genians.com/jira/browse/GS-10582
https://ims.genians.com/jira/browse/GS-10582

Genian EDR, Release 2.0.148

Genian Insights 2.0.141 Release Notes (2025-08-07)

Last Updated: 2025-08-19

New Features and Improvements

Revi- Key Compo- Description Affects Ver-
sion nents sions
46611 | GS- Agent ool AE A AL 3= oM Eo] ThaF =& A 7F =7F
8881
46611 | GS- Elasticsearch | Winevt ¢l &1 ~ 2] o] ¥l E tf| o] E] 7} o] H 3] Al 2] Zlo] S o]
10826 9% AHE Al FAD (ex) E AL HEES W7
46611 | GS- Frontend AP 2UHY 7|7 ZH ' HENY' A 75 =7}
10435
46611 | GS- Frontend A Bl H=5ol M A A2l Al A5 sl 2 w4 7
10424
46611 | GS- Backend REST API 2 Syslog 5= Al ConfigID 2] ¥ gt A€ g2}
10366 nHZ =A% z4
46611 | GS- Backend, A8 A Al %%X} AR 75 Nt
10268 Frontend
Issues Fixed
Revi- Key Compo- Description Affects Ver-
sion nents sions
46757 | GS- Database 9 F A AA 7 7Fo] AU [t = o= EA | 2.0.137
10673
46736 | GS- Frontend ES Console 3} < A 20HA Q15 A4 1A= 28 o] | 2.0.140
10784 MA = A
46611 GS- Frontend AR E % 23] AejoA] 'F3d A A A" | 2.0.137
10337 o] A= FAHA g FA

Genian Insights 2.0.140 Release Notes (2025-07-04)

Last Updated: 2025-07-24
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https://ims.genians.com/jira/browse/GS-8881
https://ims.genians.com/jira/browse/GS-8881
https://ims.genians.com/jira/browse/GS-10826
https://ims.genians.com/jira/browse/GS-10826
https://ims.genians.com/jira/browse/GS-10435
https://ims.genians.com/jira/browse/GS-10435
https://ims.genians.com/jira/browse/GS-10424
https://ims.genians.com/jira/browse/GS-10424
https://ims.genians.com/jira/browse/GS-10366
https://ims.genians.com/jira/browse/GS-10366
https://ims.genians.com/jira/browse/GS-10268
https://ims.genians.com/jira/browse/GS-10268
https://ims.genians.com/jira/browse/GS-10673
https://ims.genians.com/jira/browse/GS-10673
https://ims.genians.com/jira/browse/GS-10784
https://ims.genians.com/jira/browse/GS-10784
https://ims.genians.com/jira/browse/GS-10337
https://ims.genians.com/jira/browse/GS-10337

Genian EDR, Release 2.0.148

New Features and Improvements

Revi- Key Compo- Description Affects Ver-
sion nents sions
46028 GS- Frontend Windows 91 7 -$-of| 2+ ¥ 2] & 7 (Live Response) H E 0] =
10523 A2 A
45155 | GS- Frontend 2TA Q1S m A AR 2 I Al AA A FHD AlE
9983
45284 | GS- Agent Live 44 Al " AIZFE AA 3 AI7H & A A3
8750 7]
45434 | GS- Agent ThreatDetector2 Z | 71 Q1 of] 4] o] o] 4 E Windows Server
10329 2022, 2025 OS 7}
45220 | GS- Frontend A=z AE AAsHE 712G H elof te]ds)jo] DBH A
10286 AW 27}
Issues Fixed
Revi- Key Compo- Description Affects Ver-
sion nents sions
46284 | GS- Frontend 717 A e oA 717t o] = HE =8 A 7] 7F 2ol wk=E | 2.0.137
10518 ol 55 A = A
46159 | GS- Frontend A9 2YUEE 3E Y Y &R v & AFEANA Ho]E 7 | 2.0.11
10570 IS 2 Z 7 =SH A =2 F
46157 GS- Agent ote] el A BFR] A] oWl E A Zto] &-x] Al 4o g Z& 7] | 2.0.107
10613 %}QL =44
46139 GS- Backend EH/\]EE Z7A EA YA SH == 277} | 2.0.14
10422 tmg = 27
46008 GS- Backend o] AL 3L B BEA HE ALY AHo] oty = BA 2.0.102
10517
45091 GS- Frontend o|HIE ~E g ol o|A] o]F Al tJAa T ofo]Zo] BA|H | 2.0.11
10194 A F=0 =
Genian Insights 2.0.139 Release Notes (2025-06-05)
Last Updated: 2025-06-25
New Features and Improvements
Revi- Key Compo- Description Affects Ver-
sion nents sions
45473 | GS- Analyze- Sigmarule-2 EDR ZA # 2] 2 HE 3= AWHE 219
8880 Service, 7N o
python
45473 GS- Frontend AAYWHU 7] AAF 22 =7}
10163
45473 | GS- | Agent FE AN FIA = BA 75 A8 EF F7F
10160
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https://ims.genians.com/jira/browse/GS-10523
https://ims.genians.com/jira/browse/GS-10523
https://ims.genians.com/jira/browse/GS-9983
https://ims.genians.com/jira/browse/GS-9983
https://ims.genians.com/jira/browse/GS-8750
https://ims.genians.com/jira/browse/GS-8750
https://ims.genians.com/jira/browse/GS-10329
https://ims.genians.com/jira/browse/GS-10329
https://ims.genians.com/jira/browse/GS-10286
https://ims.genians.com/jira/browse/GS-10286
https://ims.genians.com/jira/browse/GS-10518
https://ims.genians.com/jira/browse/GS-10518
https://ims.genians.com/jira/browse/GS-10570
https://ims.genians.com/jira/browse/GS-10570
https://ims.genians.com/jira/browse/GS-10613
https://ims.genians.com/jira/browse/GS-10613
https://ims.genians.com/jira/browse/GS-10422
https://ims.genians.com/jira/browse/GS-10422
https://ims.genians.com/jira/browse/GS-10517
https://ims.genians.com/jira/browse/GS-10517
https://ims.genians.com/jira/browse/GS-10194
https://ims.genians.com/jira/browse/GS-10194
https://ims.genians.com/jira/browse/GS-8880
https://ims.genians.com/jira/browse/GS-8880
https://ims.genians.com/jira/browse/GS-10163
https://ims.genians.com/jira/browse/GS-10163
https://ims.genians.com/jira/browse/GS-10160
https://ims.genians.com/jira/browse/GS-10160

Genian EDR, Release 2.0.148

Issues Fixed
Revi- Key Compo- Description Affects Ver-
sion nents sions
45762 | GS- Frontend A= E HFoA S22 ZHo AMo] FTH 3 A] | 2.0.138
10447 F=9o=
45659 | GS- Backend o]l 9 & EAlslo] AxE & A Al Aot AAgle] | 2.0.106
10353 2 E Bl = EA)
45648 | GS- Agent A H T 7|8 H o] off 2 A A= = FA 2.0.130
10331
45647 | GS- Frontend AE "7 E A AR E F7F A JA gloE o] o] | 2.0.16
10365 235 = A
45640 | GS- Frontend HolAd A Hao] Ae oY Jd=t A A 7329 AAF | 2.0.138
10431
45473 GS- GenianOS EDR A]H & NFS A 8| uto 2 Ab23s 42 NFS £ o]-23}F | 2.0.122
10233 DB ®l ] A9
45473 GS- Backend ol d g Ut 2] TE A A = RemotePort ]S A] 2% | 1.5.100
10178 kg
Genian Insights 2.0.138 Release Notes (2025-05-08)
Last Updated: 2025-05-20
Security Vulnerability
Revi- Key Compo- Description Affects Ver- | CVSS
sion nents sions Score
45086 | GS- Backend Tomcat B} A J Z1#]°] = 9.0.102 ->9.0.104 2.0.136 9.8
10274
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https://ims.genians.com/jira/browse/GS-10447
https://ims.genians.com/jira/browse/GS-10447
https://ims.genians.com/jira/browse/GS-10353
https://ims.genians.com/jira/browse/GS-10353
https://ims.genians.com/jira/browse/GS-10331
https://ims.genians.com/jira/browse/GS-10331
https://ims.genians.com/jira/browse/GS-10365
https://ims.genians.com/jira/browse/GS-10365
https://ims.genians.com/jira/browse/GS-10431
https://ims.genians.com/jira/browse/GS-10431
https://ims.genians.com/jira/browse/GS-10233
https://ims.genians.com/jira/browse/GS-10233
https://ims.genians.com/jira/browse/GS-10178
https://ims.genians.com/jira/browse/GS-10178
https://ims.genians.com/jira/browse/GS-10274
https://ims.genians.com/jira/browse/GS-10274

Genian EDR, Release 2.0.148

New Features and Improvements

Revi- Key Compo- Description Affects Ver-
sion nents sions
45010 | GS- Frontend ES Console < ®A 7| D 20HA 1= &A 3+
9984
45010 | GS- Backend mWﬂﬂMO% S YR U7 A B 2= 7535t
9947 TE 7= 0
45010 | GS- ThreatDe- AM 9§ &3] A 9 FEF (Classification) F & F7}
9932 tector
45010 | GS- Frontend HolA HYE E5] A JHEHUYI A 2= H oA H | 2.0.13
9818 A7 Al
45010 | GS- Frontend A EHE JA MA AAEulo] A &4 =7}
9601
45010 | GS- Backend, o o] HE | 7] A| 7} = A= A 2] o] w| x| 7|+
9545 GenianOS
45010 | GS- Backend Ao o] 2S5 WEYY] & 7HA 7] & A AR o 5
9165 AARE 71EF 543 AL E A
45010 | GS- Frontend T &, 9d gAM B4 A3l gist I 75 =7
7779
45010 | GS- - I0C dl o] 8l 7} 2235 W7 o] u] 2] (.ISO) 2 EDR A #] Al
10043 | Unknown/NonedOC tf| o] E] v x] o] £ & A Hs}l= 34 27}
45010 | GS- Frontend SE|EA A A A A 7 A HE FA
10036
Issues Fixed
Revi- Key Compo- Description Affects Ver-
sion nents sions
45229 | GS- Frontend JEA o P FHANA JF FA FEIF HolA] | 152
10298 g o=
45093 | GS- Frontend o] HAE H7|A] L2 E 7|5 o] APH A k= FAf 2.0.121
10272
45010 | GS- Frontend SR AL AA ZTHA 7B ] IES AR S | 2.0.8
10056 %%g%ﬂﬂﬂﬂéaﬂﬂ%t“ﬂ
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https://ims.genians.com/jira/browse/GS-9984
https://ims.genians.com/jira/browse/GS-9984
https://ims.genians.com/jira/browse/GS-9947
https://ims.genians.com/jira/browse/GS-9947
https://ims.genians.com/jira/browse/GS-9932
https://ims.genians.com/jira/browse/GS-9932
https://ims.genians.com/jira/browse/GS-9818
https://ims.genians.com/jira/browse/GS-9818
https://ims.genians.com/jira/browse/GS-9601
https://ims.genians.com/jira/browse/GS-9601
https://ims.genians.com/jira/browse/GS-9545
https://ims.genians.com/jira/browse/GS-9545
https://ims.genians.com/jira/browse/GS-9165
https://ims.genians.com/jira/browse/GS-9165
https://ims.genians.com/jira/browse/GS-7779
https://ims.genians.com/jira/browse/GS-7779
https://ims.genians.com/jira/browse/GS-10043
https://ims.genians.com/jira/browse/GS-10043
https://ims.genians.com/jira/browse/GS-10036
https://ims.genians.com/jira/browse/GS-10036
https://ims.genians.com/jira/browse/GS-10298
https://ims.genians.com/jira/browse/GS-10298
https://ims.genians.com/jira/browse/GS-10272
https://ims.genians.com/jira/browse/GS-10272
https://ims.genians.com/jira/browse/GS-10056
https://ims.genians.com/jira/browse/GS-10056

Genian EDR, Release 2.0.148

Genian Insights 2.0.137 Release Notes (2025-04-10)

Last Updated: 2025-04-25

New Features and Improvements

Revi- Key Compo- Description Affects Ver-
sion nents sions
44548 | GS- Agent H] E 2 A (BitLocker) € ©] &3t 4 =% =2lo] B I (Bit-
9888 LockerDriveLock) I & 2 7] &2 o2 A A
44548 | GS- Agent Windows 9] curl.exe 2 3} t}2 2 & A] AW =gkl 7|4k
9853 © Z HttpDownload o] ¥l E A A
44548 | GS- Agent DocPrint ©] ¥l € 5 Hooking AF-&3}A] 9k11, Spooling api &
9623 A5l wha) o 2 A7)k
44548 GS- Frontend A EE ¢ X)J o TFE "YAIHE"R o|=5}= 33 A
9602 =7}
44548 GS- Backend AA G LIVE AA 53] A], CPU Full =4+ 7§ A
9506
44548 | GS- Frontend Al ol AHg A el Hax Fefe] 13 el2E A
9074 A 715 =7}
44548 | GS- Agent oFEJ el Ze]29 £35 9 2HA =3 A
10114
44548 | GS- Backend NEXJE FFof AT 5 Q= A8 2ol Al2E
10055 vﬂl?ﬂ/t%éasl A, 7H8 &= F7F
44548 GS- Backend Syslog 2] 5% A] Dataol] =5 L& 2}(I) = Escape A
10034 2 3} 7H /\1
Issues Fixed
Revi- Key Compo- Description Affects Ver-
sion nents sions
44771 | GS- Frontend A H oA " 7] 2 Line AtE" J A =3 Al =39 dlo] | 1.0.4
10152 H7t Ao g AgE A e A4
44548 GS- Frontend ZA Iy BEA HFA F7HSAH & F 2.0.113
9780
44548 GS- Backend ofo] AE dd|o]E AAS 'Ad|o]E ¢t o 7 A s+= | 2.0.107
9473 Foll 28] 29 A A FH A ¢k A
44548 | GS- Agent Y EL 3 Eafo] B A A3 = Process2] ProcPath 7} De- | 1.5.100
2681 vicePath & 7] 25 = £ 4
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https://ims.genians.com/jira/browse/GS-9888
https://ims.genians.com/jira/browse/GS-9888
https://ims.genians.com/jira/browse/GS-9853
https://ims.genians.com/jira/browse/GS-9853
https://ims.genians.com/jira/browse/GS-9623
https://ims.genians.com/jira/browse/GS-9623
https://ims.genians.com/jira/browse/GS-9602
https://ims.genians.com/jira/browse/GS-9602
https://ims.genians.com/jira/browse/GS-9506
https://ims.genians.com/jira/browse/GS-9506
https://ims.genians.com/jira/browse/GS-9074
https://ims.genians.com/jira/browse/GS-9074
https://ims.genians.com/jira/browse/GS-10114
https://ims.genians.com/jira/browse/GS-10114
https://ims.genians.com/jira/browse/GS-10055
https://ims.genians.com/jira/browse/GS-10055
https://ims.genians.com/jira/browse/GS-10034
https://ims.genians.com/jira/browse/GS-10034
https://ims.genians.com/jira/browse/GS-10152
https://ims.genians.com/jira/browse/GS-10152
https://ims.genians.com/jira/browse/GS-9780
https://ims.genians.com/jira/browse/GS-9780
https://ims.genians.com/jira/browse/GS-9473
https://ims.genians.com/jira/browse/GS-9473
https://ims.genians.com/jira/browse/GS-2681
https://ims.genians.com/jira/browse/GS-2681

Genian EDR, Release 2.0.148

Genian Insights 2.0.136 Release Notes (2025-03-06)

Last Updated: 2025-03-24

Security Vulnerability

Revi- Key Compo- Description Affects Ver- | CVSS
sion nents sions Score
44032 | GS- Backend Tomcat B} A 4 Z#]°] = 9.0.98 ->9.0.102 9.8
10053
New Features and Improvements
Revi- Key Compo- Description Affects Ver-
sion nents sions
43699 | GS- Backend module-info Q1 & A& syslog & A% 75325 A4
9838
43699 | GS- Frontend AP 2UHY 31 T =9 o|HlE S Fo] A
9776 H= A2 ZAHES HA
43699 GS- ML ML 24 ¢ d] o] E(MLMODEL_202501002)
9766
43699 | GS- Backend EF o] HE 3}7]2] 5Ll OS HIE HH =7}
9752
43699 | GS- Frontend HRAAEg] o HIES A FHA 5Lt 4 = d o] E]
9274 7} 9hE- =] | RegKeyPath W] o] B] & & oFato] 9 m Q&= 4
H7F BAH EE 7)A
Issues Fixed
Revi- Key Compo- Description Affects Ver-
sion nents sions
44033 GS- Backend Fdo YA R E 7R FileType o|HIEZF o 2 €2 | 2.0.133
10049 RS w P AR AL = A
43699 | GS- Backend, o] /a9 &R Al A x} & o] FAIE A ok A 2.0.132
9900 Kafka
43699 GS- Frontend o|HlE Z AL AM =8} UL7} 7] X = &4 2.0.136 (R)
9861
43699 | GS- Frontend AT £5 S22 A 2AY & ELEAT} &ampE = | 2.0.14
9701 gy = d4
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https://ims.genians.com/jira/browse/GS-10053
https://ims.genians.com/jira/browse/GS-10053
https://ims.genians.com/jira/browse/GS-9838
https://ims.genians.com/jira/browse/GS-9838
https://ims.genians.com/jira/browse/GS-9776
https://ims.genians.com/jira/browse/GS-9776
https://ims.genians.com/jira/browse/GS-9766
https://ims.genians.com/jira/browse/GS-9766
https://ims.genians.com/jira/browse/GS-9752
https://ims.genians.com/jira/browse/GS-9752
https://ims.genians.com/jira/browse/GS-9274
https://ims.genians.com/jira/browse/GS-9274
https://ims.genians.com/jira/browse/GS-10049
https://ims.genians.com/jira/browse/GS-10049
https://ims.genians.com/jira/browse/GS-9900
https://ims.genians.com/jira/browse/GS-9900
https://ims.genians.com/jira/browse/GS-9861
https://ims.genians.com/jira/browse/GS-9861
https://ims.genians.com/jira/browse/GS-9701
https://ims.genians.com/jira/browse/GS-9701

Genian EDR, Release 2.0.148

Genian Insights 2.0.135 Release Notes (2025-02-06)

Last Updated: 2025-02-17

Security Vulnerability

Revi- Key Compo- Description Affects Ver- | CVSS

sion nents sions Score

43425 GS- Database MySQL 8.0.39 -> 8.0.40 1| o] = 2.0.133 9.1
9851

New Features and Improvements

Revi- Key Compo- Description Affects Ver-
sion nents sions
43224 | GS- Backend EDR Syslog A< Al Rule o] & AKX AL = 7|4
9619
43224 | GS- Agent ote] A = Z M|~ (GsNarSve.exe) 9] CPU, MEM, DISK A}
9603 |LFRYUHE 75 F7}
43224 [ GS- | Agent STET AN A B A 9] 51 A= s AFE 5
9542 JEE 75 F7}
43224 | GS- Frontend OJHE XA S AA Ao B =3 U&AZT A T A
9537 o FMH F7
43224 | GS- | Agent S FH S (XBA) Aok 2ol A 2= 2719 Ay (TuHg
9205 o)A & TEAM 2 TCP ZE 1% H9)) W7 R 24
AZE AP 153}
43224 | GS- Backend 2 AT > AFRAA Y B2 vl oA A A TEA 2 7]/
9055 WEW7' 7|5 7}
43224 GS- Kafka Kafka 3.9 ¢ 18 o]
8800
43224 | GS- Backend A Za] ol A SSL Q1Z A vrE I A T A 9 A
8360 7% &7}
43224 | GS- Frontend o]l E Z A} 3} of]| A1 MITRE ATT&CK Matrix Ul 7] %
8277 =7}
43224 | GS- Backend, o] 439 (XBA)A Y t-& wA= ths Ad o] 7hest=
8112 Frontend 2 7)A
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https://ims.genians.com/jira/browse/GS-9851
https://ims.genians.com/jira/browse/GS-9851
https://ims.genians.com/jira/browse/GS-9619
https://ims.genians.com/jira/browse/GS-9619
https://ims.genians.com/jira/browse/GS-9603
https://ims.genians.com/jira/browse/GS-9603
https://ims.genians.com/jira/browse/GS-9542
https://ims.genians.com/jira/browse/GS-9542
https://ims.genians.com/jira/browse/GS-9537
https://ims.genians.com/jira/browse/GS-9537
https://ims.genians.com/jira/browse/GS-9205
https://ims.genians.com/jira/browse/GS-9205
https://ims.genians.com/jira/browse/GS-9055
https://ims.genians.com/jira/browse/GS-9055
https://ims.genians.com/jira/browse/GS-8800
https://ims.genians.com/jira/browse/GS-8800
https://ims.genians.com/jira/browse/GS-8360
https://ims.genians.com/jira/browse/GS-8360
https://ims.genians.com/jira/browse/GS-8277
https://ims.genians.com/jira/browse/GS-8277
https://ims.genians.com/jira/browse/GS-8112
https://ims.genians.com/jira/browse/GS-8112

Genian EDR, Release 2.0.148

Issues Fixed

Revi- Key Compo- Description Affects Ver-

sion nents sions

43416 | GS- Backend AFEAA S TOCANA WEW ] o]Z g dlo] e = 714 | 2.0.135 (R)
9866 = ) F7}5 A o= EA

43413 GS- Frontend ol E £~ X Az AA F7} A] o|H E )& of WinEvt & | 2.0.133
9867 Eo] FA Lfﬂ

43409 | GS- Frontend Bl A S/E 4 A =X E g4aA A3 AET} | 2.0.135 (R)
9855 B EEEA & °}h E«Xﬂ

43264 | GS- Backend AR =713 S A 3 A 2F A oA AHD F713E A | 2.0.102,
9691 AW 7} =735 A 9= EA) 2.0.133

43224 | GS- Frontend ol E] A AALS AFL31A] k= A, MITRE ATT&CK | 2.0.135 (R)
9749 Matrix &2 4 ¢l= 24|

43224 | GS- Frontend AEZRJE FFoA 2 27| T thEvlwE o]53 | 2.07
9697 O7FAEXRE BEZ 08 ThA] ol o] e Ao

2 EANHE= R

43224 | GS- Agent ZU 9 4271520 2 AE 2315 = 4% BSoD 2HA 1.5.100

9617

Genian Insights 2.0.134 Release Notes (2025-01-09)

Last Updated: 2025-01-20

New Features and Improvements

Revi- Key Compo- Description Affects Ver-
sion nents sions
42893 | GS- Frontend EFAAN Y FJHANA =857 F2 dd A I AF
9577 7 2]
42893 | GS- Frontend Ad=xQE TI57 AA Y "AA AA" 2ed 7| Ad
9567
42893 GS- Frontend o] Wl E ZA}s}H of]| MITRE ATT&CK Technique =3 7] A1
9561
42893 | GS- Frontend "W Z829" WFE "XDR 2 19"o7 WA
9555
42893 | GS- Frontend SAIE o] E] 7 2T W g FAIE A E FA ==
9550 Al
42893 | GS- Backend, E3AMN (Discover) W5 7] 2 v A F A 8 et ool wh
9535 Frontend g AR TS St E 4
42893 | GS- Frontend Fe 2L 729 E‘rfd o AojAe] 75 F7}
9479
42893 | GS- Frontend oW E ZAF3IAC EFY 3|22 XFES AA AM 7
9196 to g HEge 7% 27}
42893 GS- Backend QB &2 oA EDRAY T AFS B8 &+ Q)= g
9141 2} A Fel APL F7}
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https://ims.genians.com/jira/browse/GS-9866
https://ims.genians.com/jira/browse/GS-9866
https://ims.genians.com/jira/browse/GS-9867
https://ims.genians.com/jira/browse/GS-9867
https://ims.genians.com/jira/browse/GS-9855
https://ims.genians.com/jira/browse/GS-9855
https://ims.genians.com/jira/browse/GS-9691
https://ims.genians.com/jira/browse/GS-9691
https://ims.genians.com/jira/browse/GS-9749
https://ims.genians.com/jira/browse/GS-9749
https://ims.genians.com/jira/browse/GS-9697
https://ims.genians.com/jira/browse/GS-9697
https://ims.genians.com/jira/browse/GS-9617
https://ims.genians.com/jira/browse/GS-9617
https://ims.genians.com/jira/browse/GS-9577
https://ims.genians.com/jira/browse/GS-9577
https://ims.genians.com/jira/browse/GS-9567
https://ims.genians.com/jira/browse/GS-9567
https://ims.genians.com/jira/browse/GS-9561
https://ims.genians.com/jira/browse/GS-9561
https://ims.genians.com/jira/browse/GS-9555
https://ims.genians.com/jira/browse/GS-9555
https://ims.genians.com/jira/browse/GS-9550
https://ims.genians.com/jira/browse/GS-9550
https://ims.genians.com/jira/browse/GS-9535
https://ims.genians.com/jira/browse/GS-9535
https://ims.genians.com/jira/browse/GS-9479
https://ims.genians.com/jira/browse/GS-9479
https://ims.genians.com/jira/browse/GS-9196
https://ims.genians.com/jira/browse/GS-9196
https://ims.genians.com/jira/browse/GS-9141
https://ims.genians.com/jira/browse/GS-9141

Genian EDR, Release 2.0.148

Issues Fixed

Revi- Key Compo- Description Affects Ver-

sion nents sions

43078 GS- Backend, Syslog A% Al false (boolean) Zt= 7}% ¥ =7} NULL & | 2.0.6
9777 Logstash AsE = A

43074 | GS- Frontend AFFA, FH A AR Z7FAAZ AL TAT S | 2.0.132
9709 A= A

42893 | GS- Agent HTTP 3§ 721 24 73 o A W 2 2] Double Free 2 <13 | 1.5.100
9599 BSoD 43

42893 GS- Database AW =7|3ID 37 A] DB E}¢] 3} o] ORACLE| o}d | 2.0.102
9593 CSV(Upload) & 285 = 34

42893 | GS- Frontend AEFZQE AM 3 o E ZALE U AM ¥ < | 2.0.130
9585 A BEEo) HolX Q==

Genian Insights 2.0.133 Release Notes (2024-12-05)

Last Updated: 2024-12-09
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https://ims.genians.com/jira/browse/GS-9777
https://ims.genians.com/jira/browse/GS-9777
https://ims.genians.com/jira/browse/GS-9709
https://ims.genians.com/jira/browse/GS-9709
https://ims.genians.com/jira/browse/GS-9599
https://ims.genians.com/jira/browse/GS-9599
https://ims.genians.com/jira/browse/GS-9593
https://ims.genians.com/jira/browse/GS-9593
https://ims.genians.com/jira/browse/GS-9585
https://ims.genians.com/jira/browse/GS-9585

Genian EDR, Release 2.0.148

New Features and Improvements

Revi- Key Compo- Description Affects Ver-
sion nents sions
42493 GS- Backend DR (Data Replication) A A o] 7} 53l == 14 2H<d
9579
42493 | GS- Database, percona mysql 8.0.36 3 k3 )| %]
9480 GenianOS
42493 | GS- Agent AMSI A Z 2 Al H A 35 53 R UEH A5 A
9463
42493 | GS- Frontend, AHAE D =2 Ao NATIP =7}
9442 ThreatDe-
tector
42493 | GS- Backend NATIP 2 =X AE QAFS Qs AAAHE 5735 2™
9434 =7}
42493 | GS- Frontend o o] AE nlj = Fe] A 3 Grid 2L 7HA
9430
42493 | GS- Frontend o] B2 Ak AL 7|2 A AN 753
9386 == A
42493 | GS- Frontend O52A4A FdJoA 22 A 75 37
9382
42493 GS- Frontend AALDE 7|74 A Ulol| " 2 Nd" &5 =7} 2.0.127
9360
42493 | GS- Frontend o9 EANA "H-S T HAM" Bk FES A T
9310 o2 UI¥HA
42493 | GS- Frontend endpoint o] HIE 7} ¢l&= Yol 3 = A 2E g gkl ¢
9166 o w Al 2] A
42493 | GS- Frontend LIVE A4 AMstHe] B=o A5 73} 7|5 48
8448
42493 | GS- Frontend a8 = QAN A ARS Al o] A A== A
7944
42493 | GS- Frontend Live 4M 274 Bl 7]5 37}
7660
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https://ims.genians.com/jira/browse/GS-9579
https://ims.genians.com/jira/browse/GS-9579
https://ims.genians.com/jira/browse/GS-9480
https://ims.genians.com/jira/browse/GS-9480
https://ims.genians.com/jira/browse/GS-9463
https://ims.genians.com/jira/browse/GS-9463
https://ims.genians.com/jira/browse/GS-9442
https://ims.genians.com/jira/browse/GS-9442
https://ims.genians.com/jira/browse/GS-9434
https://ims.genians.com/jira/browse/GS-9434
https://ims.genians.com/jira/browse/GS-9430
https://ims.genians.com/jira/browse/GS-9430
https://ims.genians.com/jira/browse/GS-9386
https://ims.genians.com/jira/browse/GS-9386
https://ims.genians.com/jira/browse/GS-9382
https://ims.genians.com/jira/browse/GS-9382
https://ims.genians.com/jira/browse/GS-9360
https://ims.genians.com/jira/browse/GS-9360
https://ims.genians.com/jira/browse/GS-9310
https://ims.genians.com/jira/browse/GS-9310
https://ims.genians.com/jira/browse/GS-9166
https://ims.genians.com/jira/browse/GS-9166
https://ims.genians.com/jira/browse/GS-8448
https://ims.genians.com/jira/browse/GS-8448
https://ims.genians.com/jira/browse/GS-7944
https://ims.genians.com/jira/browse/GS-7944
https://ims.genians.com/jira/browse/GS-7660
https://ims.genians.com/jira/browse/GS-7660

Genian EDR, Release 2.0.148

Issues Fixed
Revi- Key Compo- Description Affects Ver-
sion nents sions
42541 | GS- Backend FeoR2 Lol S uff Al R shFol 4= | 2.0.132
9605 A
42493 | GS- Agent AAEZT AL A Ad=goly] 21 712 Asf (2 | 206
9583 STACK_OVERFLOW & ¢13%} BSoD 4})
42493 | GS- Agent =283 GE G A-H 21 A A 2.0.133 (R)
9560
42493 | GS- Frontend A A A v EHEH HA Al =4 HE 9] | 2.0.107
9483 g3 &
42493 | GS- Frontend "o|HE ZAM oA "E]2" A Eq01] t o] g 7} &A= 1.0.0
9468 —or, A ™ o] ¥l Lol Mouseover A] &3 2 3} tooltip ©] b]-E]-
o —L'—Zﬂ
42493 | GS- Frontend ool AE vl & AA IH, d=xAE TF FHe A | 2.0.18
9467 Nl StHANA BRSO R o]F 2 F
42493 | GS- Frontend :/_—‘?‘—Z AR FAoA A 2 AHIF Y= AL EA | 2.0.132
9405 =M
42493 GS- Frontend A ol E &g 3+ Hl ol A Al A Al Zho] w2 Al ZH4 3} | 2.0.120
9352 =34
Genian Insights 2.0.132 Release Notes (2024-11-04)
Last Updated: 2024-11-18
New Features and Improvements
Revi- Key Compo- Description Affects Ver-
sion nents sions
41921 | GS- Agent PDB A& 7|HIS & XBA A o] 5ol 75 /A
9453
41921 | GS- Backend Live Response A& A] 2&4A] o1& & A A Al 7F =< A ol
9227 8] k= A5 A g
41921 | GS- Frontend o BEAl 3o o)A ZEAA" S ZEAMA T
9197 FBABAE v = JEE JfA
41921 GS- Backend (SOAR ¢ %) ot AM 22 % W API &7}
9140
41921 GS- Frontend XBA Custom Rule ¥ & -1 =24 =7}
9023
41921 | GS- Backend AL g2 E ond & F7) AT ¢ Y= =
8400 7§ A
41921 | GS- Backend dex e/ JFFE A 2F 2d "2F", "2
8253 =" =7}
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https://ims.genians.com/jira/browse/GS-9605
https://ims.genians.com/jira/browse/GS-9605
https://ims.genians.com/jira/browse/GS-9583
https://ims.genians.com/jira/browse/GS-9583
https://ims.genians.com/jira/browse/GS-9560
https://ims.genians.com/jira/browse/GS-9560
https://ims.genians.com/jira/browse/GS-9483
https://ims.genians.com/jira/browse/GS-9483
https://ims.genians.com/jira/browse/GS-9468
https://ims.genians.com/jira/browse/GS-9468
https://ims.genians.com/jira/browse/GS-9467
https://ims.genians.com/jira/browse/GS-9467
https://ims.genians.com/jira/browse/GS-9405
https://ims.genians.com/jira/browse/GS-9405
https://ims.genians.com/jira/browse/GS-9352
https://ims.genians.com/jira/browse/GS-9352
https://ims.genians.com/jira/browse/GS-9453
https://ims.genians.com/jira/browse/GS-9453
https://ims.genians.com/jira/browse/GS-9227
https://ims.genians.com/jira/browse/GS-9227
https://ims.genians.com/jira/browse/GS-9197
https://ims.genians.com/jira/browse/GS-9197
https://ims.genians.com/jira/browse/GS-9140
https://ims.genians.com/jira/browse/GS-9140
https://ims.genians.com/jira/browse/GS-9023
https://ims.genians.com/jira/browse/GS-9023
https://ims.genians.com/jira/browse/GS-8400
https://ims.genians.com/jira/browse/GS-8400
https://ims.genians.com/jira/browse/GS-8253
https://ims.genians.com/jira/browse/GS-8253

Genian EDR, Release 2.0.148

Issues Fixed
Revi- Key Compo- Description Affects Ver-
sion nents sions
42081 | GS- Frontend g-report 7| 7+ AN L E] 7} 5 &SR] o= A 2.0.127
9539
41921 | GS- Backend ST AE JEYI] A gtdo] the2E H XA ¢+ | 2.0.132(R)
9530 A
41921 | GS- Backend AT Z A E AN FHAA UEL T Ael/a| Al AP A o | 2.0.132 (R)
9418 o|AE Ft A TAY
41921 | GS- Backend 2] F A5 > SYSLOG A& AW dAolA e AA Al A | 2.0.121
8622 A A A7} = = E A
Genian Insights 2.0.131 Release Notes (2024-10-02)
Last Updated: 2024-10-17
Security Vulnerability
Revi- Key Compo- Description Affects Ver- | CVSS
sion nents sions Score
41356 GS- Backend glibc CVE-2024-2961 3 k4 )| %] 2.0.100 8.2
8982
New Features and Improvements
Revi- Key Compo- Description Affects Ver-
sion nents sions
41356 | GS- Agent StEJAA Z 19 Z 2N A MA| AR HAE A IIA 75
9423 Zspes
41356 GS- Backend A %] CD UEFI 28 29
9105
41356 | GS- Frontend Add/Remove AEXIE A ZF A5 KeyValue FE|Z 2
9080 H s F7
41356 | GS- Agent SFALC A AR HS F =ot e = AA
9075
41356 | GS- Agent Fasoo DRM &% 5}¥ & A 9] Signature 7} XA A = of, Al 2
8932 < Signature S BA] s & o 7}
41356 | GS- Frontend YA HE Bof| & AN 24 2718 4 Q52 /A
8864
41356 | GS- Backend Live Response AF-§ A] 2THA] Q15 & 4 A 7F 5 <G A<l
8859 oA = F ARRA A
41356 | GS- Agent XBA 99| 28] Al MD5 & A 7153l = A
8041
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https://ims.genians.com/jira/browse/GS-9539
https://ims.genians.com/jira/browse/GS-9539
https://ims.genians.com/jira/browse/GS-9530
https://ims.genians.com/jira/browse/GS-9530
https://ims.genians.com/jira/browse/GS-9418
https://ims.genians.com/jira/browse/GS-9418
https://ims.genians.com/jira/browse/GS-8622
https://ims.genians.com/jira/browse/GS-8622
https://ims.genians.com/jira/browse/GS-8982
https://ims.genians.com/jira/browse/GS-8982
https://ims.genians.com/jira/browse/GS-9423
https://ims.genians.com/jira/browse/GS-9423
https://ims.genians.com/jira/browse/GS-9105
https://ims.genians.com/jira/browse/GS-9105
https://ims.genians.com/jira/browse/GS-9080
https://ims.genians.com/jira/browse/GS-9080
https://ims.genians.com/jira/browse/GS-9075
https://ims.genians.com/jira/browse/GS-9075
https://ims.genians.com/jira/browse/GS-8932
https://ims.genians.com/jira/browse/GS-8932
https://ims.genians.com/jira/browse/GS-8864
https://ims.genians.com/jira/browse/GS-8864
https://ims.genians.com/jira/browse/GS-8859
https://ims.genians.com/jira/browse/GS-8859
https://ims.genians.com/jira/browse/GS-8041
https://ims.genians.com/jira/browse/GS-8041

Genian EDR, Release 2.0.148

Issues Fixed
Revi- Key Compo- Description Affects Ver-
sion nents sions
41492 | GS- Backend Log server 7} enable & 73 %o 2} Logstash Health check & | 2.0.11
9381 Fhst=F NA
41397 GS- Backend Management server 7} enable & interface 2] A 2 7} ServerList | 2.0.121
9380 of 355 A gof, ol o] A E 5 F2lof] Aufjst= Z A
41393 | GS- Backend AH F7F Al FA A A APAE F A 7 A AR = A | 2.0.102
9357
41356 GS- Frontend AR E &3 A A K E nj2]| B 7] 3H o] T A|E A ¢F | 2.0.131 (R)
9371 = &A
Genian Insights 2.0.130 Release Notes (2024-09-05)
Last Updated: 2024-09-05
New Features and Improvements
Revi- Key Compo- Description Affects Ver-
sion nents sions
41003 GS- Backend (SOAR ¥ 5) - A|2~H AW A API 7
9081
41003 | GS- Backend (SOAR ¢1%) Filemaster J H A API 7] 3+
9068
41003 | GS- Backend (SOAR ¢ =) SoftwareInfo A & A API 7}
9065
41003 GS- Frontend o|HE ZAL3lHe AMIE 7Q3s} 7|5 =7}
9045
41003 | GS- Frontend o4 ENY 4 A FARAA HEE AT 5+ A
8987 EE 7= A
Issues Fixed
Revi- Key Compo- Description Affects Ver-
sion nents sions
41003 | GS- Frontend SUFest 2 dolEE A YE 7] A A 51 | 2.0.100
9076 o] A4 o= A
41003 | GS- Backend FAAYANAA NEF FL FLEE A A SE S | 207
9005 o] e & g+ A
41003 GS- Frontend A2 AR ] B 15 S Ao B4 7] WA A] sk el 2wk | 2.0.127
8997 BdE =
41003 | GS- Agent st rpo]l =71 2 A3 9 d o] A E Feh= AN = | 1.5.105
8777 EA A A o] A A = A (53] ol o] AE H A A9
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https://ims.genians.com/jira/browse/GS-9381
https://ims.genians.com/jira/browse/GS-9381
https://ims.genians.com/jira/browse/GS-9380
https://ims.genians.com/jira/browse/GS-9380
https://ims.genians.com/jira/browse/GS-9357
https://ims.genians.com/jira/browse/GS-9357
https://ims.genians.com/jira/browse/GS-9371
https://ims.genians.com/jira/browse/GS-9371
https://ims.genians.com/jira/browse/GS-9081
https://ims.genians.com/jira/browse/GS-9081
https://ims.genians.com/jira/browse/GS-9068
https://ims.genians.com/jira/browse/GS-9068
https://ims.genians.com/jira/browse/GS-9065
https://ims.genians.com/jira/browse/GS-9065
https://ims.genians.com/jira/browse/GS-9045
https://ims.genians.com/jira/browse/GS-9045
https://ims.genians.com/jira/browse/GS-8987
https://ims.genians.com/jira/browse/GS-8987
https://ims.genians.com/jira/browse/GS-9076
https://ims.genians.com/jira/browse/GS-9076
https://ims.genians.com/jira/browse/GS-9005
https://ims.genians.com/jira/browse/GS-9005
https://ims.genians.com/jira/browse/GS-8997
https://ims.genians.com/jira/browse/GS-8997
https://ims.genians.com/jira/browse/GS-8777
https://ims.genians.com/jira/browse/GS-8777

Genian EDR, Release 2.0.148

Genian Insights 2.0.129 Release Notes (2024-08-08)

Last Updated: 2024-08-12

New Features and Improvements

Revi- Key Compo- Description Affects Ver-
sion nents sions
40626 | GS- Agent .cmd 3} &= RunScript | ¥l E 9 ScriptMaster 4~ & &=
9025 WA
40626 | GS- Frontend o|HE ~AE 2| ghloA "0S" & FET F JE= 0SH
9006 ofo]Z w7 7}
40626 GS- Frontend 2] 2} 2= Allow IP, 2FA, APIKEY Z & =7} 9 3 A}
8996 W d= AA
40626 | GS- Elasticsearch | Elasticsearch Endpoint2 Index mapping ©l] raw 2 = 37}
8990
40626 | GS- Backend Syslog A4 #e] ] A5 API =7}
8972
40626 | GS- Agent SFE[eNA W] ot &g WAYUZE 7] D MBR B3 7
8853 = 7pA
40626 | GS- Agent Elx|7|vl oWl E AL R T
8831
40626 | GS- Agent AutoltS o] &3t ok 3 9] ©X]
8808
40626 | GS- Agent off o] HE A% 33] I efA] BAY A] AF5 th 18 o= 7]
8732 = on/off 29 X A+
40626 | GS- Agent XBA B A AV A= 7=
5855
Issues Fixed
Revi- Key Compo- Description Affects Ver-
sion nents sions
40665 | GS- Frontend At o Q] 2 371 Al WinEvto| I E 9] o]l 9] 2 A4 | 2.0.106
9194 g o] A = A
40626 | GS- Frontend SYSLOG Y] EA+4d X3 dlo]E] 7} A8t A 2] F < | 2.0.129 (R)
9137 T AR Ao Aot AN
Genian Insights 2.0.128 Release Notes (2024-07-04)
Last Updated: 2024-07-17
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https://ims.genians.com/jira/browse/GS-9025
https://ims.genians.com/jira/browse/GS-9025
https://ims.genians.com/jira/browse/GS-9006
https://ims.genians.com/jira/browse/GS-9006
https://ims.genians.com/jira/browse/GS-8996
https://ims.genians.com/jira/browse/GS-8996
https://ims.genians.com/jira/browse/GS-8990
https://ims.genians.com/jira/browse/GS-8990
https://ims.genians.com/jira/browse/GS-8972
https://ims.genians.com/jira/browse/GS-8972
https://ims.genians.com/jira/browse/GS-8853
https://ims.genians.com/jira/browse/GS-8853
https://ims.genians.com/jira/browse/GS-8831
https://ims.genians.com/jira/browse/GS-8831
https://ims.genians.com/jira/browse/GS-8808
https://ims.genians.com/jira/browse/GS-8808
https://ims.genians.com/jira/browse/GS-8732
https://ims.genians.com/jira/browse/GS-8732
https://ims.genians.com/jira/browse/GS-5855
https://ims.genians.com/jira/browse/GS-5855
https://ims.genians.com/jira/browse/GS-9194
https://ims.genians.com/jira/browse/GS-9194
https://ims.genians.com/jira/browse/GS-9137
https://ims.genians.com/jira/browse/GS-9137

Genian EDR, Release 2.0.148

Security Vulnerability

Revi- Key Compo- Description Affects Ver- | CVSS

sion nents sions Score

40158 GS- Backend OpenSSH W A 9.8p1 & 1 o= 2.0.124 8.1
9058

New Features and Improvements

Revi- Key Compo- Description Affects Ver-

sion nents sions

40100 | GS- Agent mmc.exe (msc 2} L) E o] 83 oFAJ Q] Ak
8860

40100 | GS- Backend ﬁﬁé ZE WL A A YZE oY HES= Ao =
8289 AEd= 7= =71

40100 GS- Frontend LIVE AA s W AN 3 7] A
6939

Issues Fixed

Revi- Key Compo- Description Affects Ver-

sion nents sions

40277 GS- Frontend XBA(°o] A3 9] £ A1) Built-in £ ©] 2 A5 = &4 2.0.126
9038

40272 | GS- Backend, alert2 2 threat2 Q1 &l o)l A CodeSign Hl] ¢ ] 7} A A% = | 1.5.100
9078 Logstash A

40266 | GS- Backend A EThoo] A E Al ZFo] w2 A Live A4 A =% AFA| | 2.0.128 (R)
9033 H7]|7} etH o]l = —rX]

40231 GS- Backend GMODULE glo] A b Al EE0] 27 o]AF A== A | 2.0.104,
9090 < ThreatDetector 7} A A% 2+ 3} 2] ¢k= £A) 2.0.104

(GOV)

40100 | GS- Frontend PAERE B R g3 5SS S 24434 | 1.00
8907 SR olF A HY AEY FHIIFEEH = @Y

40100 | GS- Frontend 207 =HAEJ AAH oo whef =HH A g= | 2.0.118
8877 oA

40100 | GS- Frontend FEFAFNA A A By =5 To] =8 A = | 1.5.100
8205 & AF

40100 | GS- Frontend YARA £ o3l &A1 H 93 oHlE ANAHE =3 A | 2.0.11
8101 AR FAAE o] 285 = A

40100 | GS- Frontend ZAsloMES] 34 AEg oS =0z =8 =9 | 1.5.100
7474 AR G ol v B Feshe A9 A9l Y

o w7k AeA £ A
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https://ims.genians.com/jira/browse/GS-9058
https://ims.genians.com/jira/browse/GS-9058
https://ims.genians.com/jira/browse/GS-8860
https://ims.genians.com/jira/browse/GS-8860
https://ims.genians.com/jira/browse/GS-8289
https://ims.genians.com/jira/browse/GS-8289
https://ims.genians.com/jira/browse/GS-6939
https://ims.genians.com/jira/browse/GS-6939
https://ims.genians.com/jira/browse/GS-9038
https://ims.genians.com/jira/browse/GS-9038
https://ims.genians.com/jira/browse/GS-9078
https://ims.genians.com/jira/browse/GS-9078
https://ims.genians.com/jira/browse/GS-9033
https://ims.genians.com/jira/browse/GS-9033
https://ims.genians.com/jira/browse/GS-9090
https://ims.genians.com/jira/browse/GS-9090
https://ims.genians.com/jira/browse/GS-8907
https://ims.genians.com/jira/browse/GS-8907
https://ims.genians.com/jira/browse/GS-8877
https://ims.genians.com/jira/browse/GS-8877
https://ims.genians.com/jira/browse/GS-8205
https://ims.genians.com/jira/browse/GS-8205
https://ims.genians.com/jira/browse/GS-8101
https://ims.genians.com/jira/browse/GS-8101
https://ims.genians.com/jira/browse/GS-7474
https://ims.genians.com/jira/browse/GS-7474

Genian EDR, Release 2.0.148

Genian Insights 2.0.127 Release Notes (2024-06-05)

Last Updated: 2024-06-17

New Features and Improvements

Revi- Key Compo- Description Affects Ver-
sion nents sions
39741 | GS- Agent o o] AE CPU AHg& AA A 23} Al A A A 7%
8904
39741 GS- Backend nfs A& Zoj X = A
8838
39741 | GS- | Agent TG AAE A GA NS 23 /Feotes AA
8772
39741 GS- Backend Ad=xQE 55 d8 A, AA 48 54 F7F
8255
39741 GS- Frontend o|HIE ~AE g gFolo] Y EY T oWl E A A AFo] = A3t
8181 St JEE WA
39741 | GS- Frontend AT IO E BEUIA 4 AR FH3} A8
7696
39741 GS- Frontend 717 A D E Ul 7+ 3
7498
Issues Fixed
Revi- Key Compo- Description Affects Ver-
sion nents sions
39741 GS- Frontend AR E BEXN REoiA H3 75 5 5 A4 3} | 2.0.127 (R)
8905 HOZ o]Fsls A det2g A Fe 2 &=
A
39741 | GS- Frontend FEAA AN ZEARZFG =4 89 = I THF 2.0.3,2.0.6
8872
39741 | GS- Frontend MULTI LANGUAGE A X dE A UL Al Asted A | 1.0.0
8771 Aot A e dojo Y §o] 285 = A
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https://ims.genians.com/jira/browse/GS-8904
https://ims.genians.com/jira/browse/GS-8904
https://ims.genians.com/jira/browse/GS-8838
https://ims.genians.com/jira/browse/GS-8838
https://ims.genians.com/jira/browse/GS-8772
https://ims.genians.com/jira/browse/GS-8772
https://ims.genians.com/jira/browse/GS-8255
https://ims.genians.com/jira/browse/GS-8255
https://ims.genians.com/jira/browse/GS-8181
https://ims.genians.com/jira/browse/GS-8181
https://ims.genians.com/jira/browse/GS-7696
https://ims.genians.com/jira/browse/GS-7696
https://ims.genians.com/jira/browse/GS-7498
https://ims.genians.com/jira/browse/GS-7498
https://ims.genians.com/jira/browse/GS-8905
https://ims.genians.com/jira/browse/GS-8905
https://ims.genians.com/jira/browse/GS-8872
https://ims.genians.com/jira/browse/GS-8872
https://ims.genians.com/jira/browse/GS-8771
https://ims.genians.com/jira/browse/GS-8771

Genian EDR, Release 2.0.148

Genian Insights 2.0.126 Release Notes (2024-05-09)

Last Updated: 2024-05-13

New Features and Improvements

Revi- Key Compo- Description Affects Ver-

sion nents sions

39450 | GS- Agent E o] ofo]Zof "o o] AE AHA|" 7] 5 F7}
8748

39450 | GS- Agent oFE]eiA MBR 23 7|5 A EF 9 7
8684

39450 GS- Agent IFEO 7} A] of| o] A E T3} 5 = & A 1.0.0
8665

39450 | GS- Frontend EDR A|Zof o] 3F EULA(H & AF2 A} 2fo] Al A A oH S
8653 YA & 7| A

39450 | GS- Backend XBA 21k o] 9] 2] A A o] A HostName 7] RF of| £] *] 2]
8602 7= 27}

39450 | GS- Backend AEZQJEVI &St aFo] HAE A 25 AHFE A
8594 o] A EFHEE B g 27t

39450 | GS- Frontend ERdcEAHdste By /e E ded @A A
8578 HEE A

39450 | GS- Agent dolAE U1 21 3d = 7] AsH
8511

39450 | GS- Agent Bookmark & 0] 23] £H o] Ry = A5 o|H E 7}
7051 PJE= A

Issues Fixed

Revi- Key Compo- Description Affects Ver-

sion nents sions

39495 | GS- Backend gol M Fa7|gto] 12 oy el AL FadHA &S A | 2.0.102
6791 © 2 st A

39450 | GS- Frontend FEGHEY 7] A3 A goJHE 23] 3FA] Eol= a4 | 2.0.126 (R)
8882

39450 GS- Agent EZ Q3 oo AE AU o|E FH & AR 1 A BA) 2.0.11
8765

39450 | GS- Frontend AN A BN 5 7|9t ANMG= 24 dEH A | 2.0.13
8675 sto] gto] E7} 5 AHeHA] oF = A4

39450 | GS- Frontend W= 2l (CmdLine) Z & gholl b3 X35 &= 45 | 1.0.0
8673 ZﬂEOH BAAACR E95A g= Y

39450 | GS- Frontend oWl E XA Y& J%ﬂ A AR 7153 He &9 | 2.0.123
8658 o2 A3 A o7 WA} e Ay

39450 GS- Agent "IJAIATE AR AP EE" AT E AAFF o|o]AET} | 2.0.110
8569 v Z A& Eﬂ% —EMﬂ

39450 | GS- Agent EAX A= g §3Y =2 T1H thsl FileAt- | 2.0.107
8528 tach/FlleUpload oW E 7} 7] 25 #] %}t 27
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https://ims.genians.com/jira/browse/GS-8748
https://ims.genians.com/jira/browse/GS-8748
https://ims.genians.com/jira/browse/GS-8684
https://ims.genians.com/jira/browse/GS-8684
https://ims.genians.com/jira/browse/GS-8665
https://ims.genians.com/jira/browse/GS-8665
https://ims.genians.com/jira/browse/GS-8653
https://ims.genians.com/jira/browse/GS-8653
https://ims.genians.com/jira/browse/GS-8602
https://ims.genians.com/jira/browse/GS-8602
https://ims.genians.com/jira/browse/GS-8594
https://ims.genians.com/jira/browse/GS-8594
https://ims.genians.com/jira/browse/GS-8578
https://ims.genians.com/jira/browse/GS-8578
https://ims.genians.com/jira/browse/GS-8511
https://ims.genians.com/jira/browse/GS-8511
https://ims.genians.com/jira/browse/GS-7051
https://ims.genians.com/jira/browse/GS-7051
https://ims.genians.com/jira/browse/GS-6791
https://ims.genians.com/jira/browse/GS-6791
https://ims.genians.com/jira/browse/GS-8882
https://ims.genians.com/jira/browse/GS-8882
https://ims.genians.com/jira/browse/GS-8765
https://ims.genians.com/jira/browse/GS-8765
https://ims.genians.com/jira/browse/GS-8675
https://ims.genians.com/jira/browse/GS-8675
https://ims.genians.com/jira/browse/GS-8673
https://ims.genians.com/jira/browse/GS-8673
https://ims.genians.com/jira/browse/GS-8658
https://ims.genians.com/jira/browse/GS-8658
https://ims.genians.com/jira/browse/GS-8569
https://ims.genians.com/jira/browse/GS-8569
https://ims.genians.com/jira/browse/GS-8528
https://ims.genians.com/jira/browse/GS-8528

Genian EDR, Release 2.0.148

Genian Insights 2.0.125 Release Notes (2024-04-04)

Last Updated: 2024-04-15

New Features and Improvements

Revi- Key Compo- Description Affects Ver-
sion nents sions
39053 | GS- Backend, T2 ZE AEFZAE EZO|NATIP ANZRA =7}
8552 Frontend
39053 GS- Tomcat A& d o] g WX U 7] A] Timefield Z}oll Timezone S 2 -&
8503 3 =S WA
39053 | GS- Agent Live 24 153}
8471
39053 GS- Agent Live A2 M - 3} A A
8295
39053 | GS- Frontend dlA e 7L A] BAE ¢ FHAS 002 HA
8268
39053 | GS- Backend, IF B ABA HAH 34Ul FA] 2 A% 75 7N
6844 Frontend A

Issues Fixed

Revi- Key Compo- Description Affects Ver-

sion nents sions

39172 | GS- Frontend St AA BEA A 27 o] A Y G2 A 1/F I | 2.0.102
8815 A4S A

39169 | GS- Logstash scriptmaster Q18 2 of B o] g 44 Al S EAAZFEX] ¢F | 2.0.114
8806 = a4

39164 | GS- Backend, tfo] A 55 S moduleo] HAE PSS A o|HlE 3 | 2.0.116
8780 Logstash o] I= = A

39158 GS- Kafka, GMODULE ]| A logstash, kafka’d % ©] EMODULEZ 2 & | 2.0.123
8783 Logstash = EA

39053 GS- Logstash ES Default Port ¥ 7 & A &2] 3} event pipeline ©}o] | 2.0.104
8671 Zo] H AN EAIE = A (GOV),

2.0.106

Genian Insights 2.0.124 Release Notes (2024-03-07)

Last Updated: 2024-03-18

23.2. Release Notes 161


https://ims.genians.com/jira/browse/GS-8552
https://ims.genians.com/jira/browse/GS-8552
https://ims.genians.com/jira/browse/GS-8503
https://ims.genians.com/jira/browse/GS-8503
https://ims.genians.com/jira/browse/GS-8471
https://ims.genians.com/jira/browse/GS-8471
https://ims.genians.com/jira/browse/GS-8295
https://ims.genians.com/jira/browse/GS-8295
https://ims.genians.com/jira/browse/GS-8268
https://ims.genians.com/jira/browse/GS-8268
https://ims.genians.com/jira/browse/GS-6844
https://ims.genians.com/jira/browse/GS-6844
https://ims.genians.com/jira/browse/GS-8815
https://ims.genians.com/jira/browse/GS-8815
https://ims.genians.com/jira/browse/GS-8806
https://ims.genians.com/jira/browse/GS-8806
https://ims.genians.com/jira/browse/GS-8780
https://ims.genians.com/jira/browse/GS-8780
https://ims.genians.com/jira/browse/GS-8783
https://ims.genians.com/jira/browse/GS-8783
https://ims.genians.com/jira/browse/GS-8671
https://ims.genians.com/jira/browse/GS-8671

Genian EDR, Release 2.0.148

New Features and Improvements

Revi- Key Compo- Description Affects Ver-

sion nents sions

38693 GS- ML ML 29 djo|E
8508

38693 | GS- Frontend 'ZEY gdy &y atdyroz wx WA
8457

38693 | GS- Agent 2HE/5F oFHHE S Al " EYZ A " Vs
8423 Bk

38693 | GS- Elasticsearch | o]HIE A A 9 o] A| H. & o] 4] 'ParentProcName' 2 74 M 4
8380 2702 9SS £ s B A

38693 GS- Agent Yara Rule A A} 7] =71 A1
7690

38693 GS- Agent WindowsApp2] AXA Y A HE L3l A5+ IY=E=
4656 75 7R

Issues Fixed

Revi- Key Compo- Description Affects Ver-

sion nents sions

38834 | GS- Backend Add/Remove AXHE SHA YE HE HA 3 = | 2.0.113
8614 A7} Al 413 of & A

38833 | GS- Frontend A3 A Azl HAGlE vl ol E 7 BAIH = A 2.0.0
8690

38823 | GS- Frontend Tk 3+ 2 37} 3 FileUpload oM E9] "S2" &= =4 | 2.0.8
8664 2715k 2 A

38731 | GS- Frontend WEBUI 2 A Dol en & o] FFE ZASH=v+4 54 2.0.20,
8652 2.0.101

38693 GS- Backend A > B S AP A A E 9 H o] o] A EZFREST | 2.0.104
8630 API 83 Adjjsl= A

38693 | GS- Backend syslog A=) A 3 o o] A E A A Z A] Q1=AH H 7} Abg} | 2.0.15
8574 2= A

38693 GS- Frontend Al B o}o]t] 7} 2 k5 MITRE Techique B 7 &2 A] €5 | 2.0.122
8538 H 1D 4] EAZ o] 53HA g dA

38693 | GS- Backend AR 57|35} = AA AR A F Bl DA o] A A A = | 2.0.11
8470 A

38693 GS- Backend CSVE E3F AR Z 7|3} A] 3F AFR-AFS] P 7} 270 o] AFe] | 2.0.102
8367 I, MACHE7} Gl& A A2 E A3 HH 519

MACOIM 7t 285 = 34
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https://ims.genians.com/jira/browse/GS-8508
https://ims.genians.com/jira/browse/GS-8508
https://ims.genians.com/jira/browse/GS-8457
https://ims.genians.com/jira/browse/GS-8457
https://ims.genians.com/jira/browse/GS-8423
https://ims.genians.com/jira/browse/GS-8423
https://ims.genians.com/jira/browse/GS-8380
https://ims.genians.com/jira/browse/GS-8380
https://ims.genians.com/jira/browse/GS-7690
https://ims.genians.com/jira/browse/GS-7690
https://ims.genians.com/jira/browse/GS-4656
https://ims.genians.com/jira/browse/GS-4656
https://ims.genians.com/jira/browse/GS-8614
https://ims.genians.com/jira/browse/GS-8614
https://ims.genians.com/jira/browse/GS-8690
https://ims.genians.com/jira/browse/GS-8690
https://ims.genians.com/jira/browse/GS-8664
https://ims.genians.com/jira/browse/GS-8664
https://ims.genians.com/jira/browse/GS-8652
https://ims.genians.com/jira/browse/GS-8652
https://ims.genians.com/jira/browse/GS-8630
https://ims.genians.com/jira/browse/GS-8630
https://ims.genians.com/jira/browse/GS-8574
https://ims.genians.com/jira/browse/GS-8574
https://ims.genians.com/jira/browse/GS-8538
https://ims.genians.com/jira/browse/GS-8538
https://ims.genians.com/jira/browse/GS-8470
https://ims.genians.com/jira/browse/GS-8470
https://ims.genians.com/jira/browse/GS-8367
https://ims.genians.com/jira/browse/GS-8367

Genian EDR, Release 2.0.148

Genian Insights 2.0.123 Release Notes (2024-02-07)

Last Updated: 2024-03-07

New Features and Improvements

Revi- Key Compo- Description Affects Ver-
sion nents sions
38691 | GS- Agent AA T Aol AL u| H<E el ol o] H E b5 AHA|
8612
38306 GS- Agent mshta.exe 7} .hta 3L S A3P3 FQ "ol HE =4
8415 A" 715l Yl BEo] FHHEE HA
38306 | GS- Agent S EFEA(Y) S 2T I AWMEE T
8414
38306 | GS- Agent A A FileSize o] A2l Ink 3t A A Al A8} = = Suspi-
8413 ciousLnkFile 2 T& Aok 3 7] A
38306 GS- Agent SuspiciousLnkFile A && S EFS Z0]7] 93t At 4 2
8412 1A
38306 | GS- Agent ATYE o|F A EHA] 7|5
8316
38306 | GS- Agent FAA 7 AT P E AF &4
8258
38306 | GS- Frontend oMl E X A}ol| A 7d Mol Z¥ AT A] o]HlE I of o 3F
7493 AT 7153 7H A
38306 | GS- Frontend H= A 71%011 717 AR F7}
7332
Issues Fixed
Revi- Key Compo- Description Affects Ver-
sion nents sions
38630 GS- Frontend A HE "o A3 E 0] A 7| A ol YA BT FA|E | 2.0.123
8617 7 e A
38628 | GS- Frontend A5 AHo|E SAS AL o2 A T AZF AAIE H | 2.0.11
8257 A7 koW o o) AE A 2H5 ] o] EV} 525}
oF= dA
38611 | GS- Agent S0 50l AAH o oF 22 XBA T A] ok 2.0.110
8606
38545 | GS- Frontend A T GE o] A oA Jad o= Aef 7 Hol A 9F | 2.0.112
8601 = A
38414 | GS- Backend tf S up 2] 2F G A} es monthly B & o] H 2] k= A 2.0.116
8556
38306 GS- Backend EDR 23 2 FA oA olE|HE 47 & 'tojg] 2 | 2.0.123
8479 A 9} &= A
38306 GS- Agent EIxE Yo g2 AAME 'Sxu S8 o7 HAAS | 2.0.115
8328 5,XBA 7| & t-3 F A o] 485 = A
38306 | GS- Agent A Y 2aE HELYI EatolH H& BV EA) 1.5.100
8314
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https://ims.genians.com/jira/browse/GS-8612
https://ims.genians.com/jira/browse/GS-8612
https://ims.genians.com/jira/browse/GS-8415
https://ims.genians.com/jira/browse/GS-8415
https://ims.genians.com/jira/browse/GS-8414
https://ims.genians.com/jira/browse/GS-8414
https://ims.genians.com/jira/browse/GS-8413
https://ims.genians.com/jira/browse/GS-8413
https://ims.genians.com/jira/browse/GS-8412
https://ims.genians.com/jira/browse/GS-8412
https://ims.genians.com/jira/browse/GS-8316
https://ims.genians.com/jira/browse/GS-8316
https://ims.genians.com/jira/browse/GS-8258
https://ims.genians.com/jira/browse/GS-8258
https://ims.genians.com/jira/browse/GS-7493
https://ims.genians.com/jira/browse/GS-7493
https://ims.genians.com/jira/browse/GS-7332
https://ims.genians.com/jira/browse/GS-7332
https://ims.genians.com/jira/browse/GS-8617
https://ims.genians.com/jira/browse/GS-8617
https://ims.genians.com/jira/browse/GS-8257
https://ims.genians.com/jira/browse/GS-8257
https://ims.genians.com/jira/browse/GS-8606
https://ims.genians.com/jira/browse/GS-8606
https://ims.genians.com/jira/browse/GS-8601
https://ims.genians.com/jira/browse/GS-8601
https://ims.genians.com/jira/browse/GS-8556
https://ims.genians.com/jira/browse/GS-8556
https://ims.genians.com/jira/browse/GS-8479
https://ims.genians.com/jira/browse/GS-8479
https://ims.genians.com/jira/browse/GS-8328
https://ims.genians.com/jira/browse/GS-8328
https://ims.genians.com/jira/browse/GS-8314
https://ims.genians.com/jira/browse/GS-8314

Genian EDR, Release 2.0.148

Genian Insights 2.0.122 Release Notes (2024-01-11)

Last Updated: 2024-02-02

Security Vulnerability

Revi- Key Compo- Description Affects Ver- | CVSS
sion nents sions Score
38067 | GS- Backend Y AE HAF A DIt EE HASE 4% 2.4
8408 WA IDE FARE7 HAH = A
New Features and Improvements
Revi- Key Compo- Description Affects Ver-
sion nents sions
38185 | GS- Backend XBA FEHA A 918 H B ATT&CK B2 =7}
8139
38168 | GS- Frontend X 7|SET A #FHo|A] o] = E4<4H Alert 9121 =4 | 1.0.0
8421
38095 | GS- Agent Al2~Hl Locale©] en & 2 A H 7 §-o| = XBA Itk A&
8411 T IR FE T=E BAF
37871 | GS- Backend syslog % A] RFC5424 WO 2% AL = == J)
8225 Al
37871 | GS- Frontend g~ FEY o2 =4 st = A
8222
37871 | GS- Agent °+d CHM 3¢ #& XBA s =7}
8199
37871 | GS- ThreatDe- AFEAFAF O 10C th-3- A Aol "B 27 SH F7F
8159 tector
37871 | GS- Frontend 7170 1 94l 715 =5}
7582
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https://ims.genians.com/jira/browse/GS-8408
https://ims.genians.com/jira/browse/GS-8408
https://ims.genians.com/jira/browse/GS-8139
https://ims.genians.com/jira/browse/GS-8139
https://ims.genians.com/jira/browse/GS-8421
https://ims.genians.com/jira/browse/GS-8421
https://ims.genians.com/jira/browse/GS-8411
https://ims.genians.com/jira/browse/GS-8411
https://ims.genians.com/jira/browse/GS-8225
https://ims.genians.com/jira/browse/GS-8225
https://ims.genians.com/jira/browse/GS-8222
https://ims.genians.com/jira/browse/GS-8222
https://ims.genians.com/jira/browse/GS-8199
https://ims.genians.com/jira/browse/GS-8199
https://ims.genians.com/jira/browse/GS-8159
https://ims.genians.com/jira/browse/GS-8159
https://ims.genians.com/jira/browse/GS-7582
https://ims.genians.com/jira/browse/GS-7582
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Issues Fixed
Revi- Key Compo- Description Affects Ver-
sion nents sions
38217 GS- Agent o o] A E A|ZF & tlto] 2] H =AL 7tddo=Z | 1.5.100
8307 Iy Seto|w 7 EYH A o+ —ErZH
38179 | GS- Frontend NAC AA @ &~ AA A o] A =25 A o= | 2.0.100
7482 A
38175 | GS- Frontend dexzodE A|AH AHO A A A2 {2Fo] T2 A FA] | 2.0.100
8517 He 24
37941 | GS- Backend oo AE Wz &g UloJA AT e F YA E= IS E | 2.0.121
8464 7} gk 2] k= 2 A
37937 GS- Frontend ChildProcessCreate | E 2] $~7] of| 2] A A =7} A] & | 2.0.11
8402 B AR F7HE = A
37933 | GS- Frontend T4 2E g 2ol AN AR 7F R ZAIE = A 2.0.101
8435
37871 | GS- Agent ZHd Ao 2 31 HE o] ¥l E (FileAttach) 2] 9 &3 A E | 2.0.108
8163 7} FeE = A
Genian Insights 2.0.121 Release Notes (2023-12-07)
Last Updated: 2024-01-02
New Features and Improvements
Revi- Key Compo- Description Affects Ver-
sion nents sions
37420 | GS- ThreatDe- 2] & 2] A] alert d] o] E] of] ¥ & &5 (AlertDecision) A &
8166 tector =7}
37420 | GS- Backend S Hof Server A E = E3HA] == A
8157
37420 | GS- Backend FEAF O U AT HAA AA v LA S A= 3] 3 oFA
8156
37420 | GS- Frontend LIVE 24 AN 3d 2= 37 28 7|5 A
8107
37420 | GS- Frontend LIVE 44 JA std 9 8= 3f ZEJf L EF =
8056 28 A
37420 | GS- Agent 3} 2] AV (Virobot Security) ¢1-5
7987
37420 | GS- Backend ud & AR A AHA 75 F7F
7937
37420 | GS- Frontend oA ALY E Y HE2SAH AR 1]
7855
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https://ims.genians.com/jira/browse/GS-8307
https://ims.genians.com/jira/browse/GS-8307
https://ims.genians.com/jira/browse/GS-7482
https://ims.genians.com/jira/browse/GS-7482
https://ims.genians.com/jira/browse/GS-8517
https://ims.genians.com/jira/browse/GS-8517
https://ims.genians.com/jira/browse/GS-8464
https://ims.genians.com/jira/browse/GS-8464
https://ims.genians.com/jira/browse/GS-8402
https://ims.genians.com/jira/browse/GS-8402
https://ims.genians.com/jira/browse/GS-8435
https://ims.genians.com/jira/browse/GS-8435
https://ims.genians.com/jira/browse/GS-8163
https://ims.genians.com/jira/browse/GS-8163
https://ims.genians.com/jira/browse/GS-8166
https://ims.genians.com/jira/browse/GS-8166
https://ims.genians.com/jira/browse/GS-8157
https://ims.genians.com/jira/browse/GS-8157
https://ims.genians.com/jira/browse/GS-8156
https://ims.genians.com/jira/browse/GS-8156
https://ims.genians.com/jira/browse/GS-8107
https://ims.genians.com/jira/browse/GS-8107
https://ims.genians.com/jira/browse/GS-8056
https://ims.genians.com/jira/browse/GS-8056
https://ims.genians.com/jira/browse/GS-7987
https://ims.genians.com/jira/browse/GS-7987
https://ims.genians.com/jira/browse/GS-7937
https://ims.genians.com/jira/browse/GS-7937
https://ims.genians.com/jira/browse/GS-7855
https://ims.genians.com/jira/browse/GS-7855
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Issues Fixed
Revi- Key Compo- Description Affects Ver-
sion nents sions
37754 GS- Frontend LIVE 22X A3 slH dEFQQE BEEo] A7 E5 X | 2.0.100
7801 U= R Xﬂ
37747 | GS- Backend, Syslog A A gko] U5 2 2 $-of ddlo]|E API 2 H A 413 | 2.0.100
8385 Frontend e & A s A
37734 | GS- Frontend oW E ZA} ﬁrfﬂ oA At HES ZEsl= 4% 39 | 2.0.100
8394 o] HE: dAH (MLTOS)
37420 GS- Frontend LIVE A 3o AM 24 AA A &9 g|l2~E7e | 2.0.121
8230 dIg3S AR AR 295 Y
37420 | GS- Agent s AdY 5 o] §AE A o= £A 2.0.110
8078
Genian Insights 2.0.120 Release Notes (2023-11-01)
Last Updated: 2023-12-07
Security Vulnerability
Revi- Key Compo- Description Affects Ver- | CVSS
sion nents sions Score
37419 | GS- Tomcat Tomcat version upgrade (8.5.86 -> 8.5.96) 7.5
8355
New Features and Improvements
Revi- Key Compo- Description Affects Ver-
sion nents sions
37168 | GS- Agent oM E L] "IP" ol ¥l FAEE P = A
7797
37165 GS- Agent Application Shimming & & & 7] A1
8201
37040 | GS- Agent DLL A #& A= AA
8097
36882 GS- Frontend GMODULEY| A 'LIVEZAM A3} A g 7|5 A& 2.0.102
8081
36832 | GS- Agent AALF B A A Fot7 =2 A7 V)5S A== 7Y
7956 Al
36882 GS- Agent obA Il dl A3 HE A3 EFR|
7948
36882 | GS- Backend AFE-2FA 2] TOCol| B L (Tag) 2 A F7}
7494
36882 | GS- Frontend o| A3 EAl 3l B Eof "2 ID" AE F7}
7404
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https://ims.genians.com/jira/browse/GS-7801
https://ims.genians.com/jira/browse/GS-7801
https://ims.genians.com/jira/browse/GS-8385
https://ims.genians.com/jira/browse/GS-8385
https://ims.genians.com/jira/browse/GS-8394
https://ims.genians.com/jira/browse/GS-8394
https://ims.genians.com/jira/browse/GS-8230
https://ims.genians.com/jira/browse/GS-8230
https://ims.genians.com/jira/browse/GS-8078
https://ims.genians.com/jira/browse/GS-8078
https://ims.genians.com/jira/browse/GS-8355
https://ims.genians.com/jira/browse/GS-8355
https://ims.genians.com/jira/browse/GS-7797
https://ims.genians.com/jira/browse/GS-7797
https://ims.genians.com/jira/browse/GS-8201
https://ims.genians.com/jira/browse/GS-8201
https://ims.genians.com/jira/browse/GS-8097
https://ims.genians.com/jira/browse/GS-8097
https://ims.genians.com/jira/browse/GS-8081
https://ims.genians.com/jira/browse/GS-8081
https://ims.genians.com/jira/browse/GS-7956
https://ims.genians.com/jira/browse/GS-7956
https://ims.genians.com/jira/browse/GS-7948
https://ims.genians.com/jira/browse/GS-7948
https://ims.genians.com/jira/browse/GS-7494
https://ims.genians.com/jira/browse/GS-7494
https://ims.genians.com/jira/browse/GS-7404
https://ims.genians.com/jira/browse/GS-7404
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Issues Fixed

Revi- Key Compo- Description Affects Ver-

sion nents sions

37455 | GS- Frontend endpoint A YA E AFS-3l= A YR Y7 A|GC 52 E | 2.0.109
8340 _id AFg-FFo] olA F&3HA] ke A

37293 | GS- python send2mssql =2 2ol oA EX LS date B} Y o2 M3} | 2.0.20
8249 2] 8t A

37287 GS- Backend T E Y7 7F 52 61A] k= BA) 2.0.118
8269

37278 GS- Backend, Syslog A5 Al, Al ad AW F= 7} th A Ex}<¥ (NULL) | 2.0.6
8260 Logstash 2 WA A e A

37252 GS- Agent ool AE JH|o|E 8|1 I ZAANE L A 2.0.11
8208

37179 | GS- Backend Indexpattern H| ©] £ DB migration A] A}-&2}7} 7131 o &
7638 o] AR = A

37164 | GS- Agent 23 YE A3 ZZ AN 2 (ScriptingParentProcess) 7} 2 | 2.0.104
8221 A== 2A

37151 | GS- Agent FtEjA] S A Al A 2.0.107
8214

37127 GS- Frontend OZ AW AMFFHANA A ZA AL HEo FAF} | 2.0.120
8262 =2 = d@A

37102 | GS- Frontend Aol & AM e EF A o|HIE ~E | g}2lo] g]lAlo]A | 2.0.13
8207 = 2] e A

37073 | GS- Frontend It A FA 3P L] F o] AHAE A gk A 2.0.15
8226

37069 | GS- Frontend 14 7|5 AHE& A PDF 31 Y& o] A= A4 2.0.100,
8141 2.0.15

37066 | GS- Backend A RE 71A 2. 7] T3A EAH YA === 2 | 2.0.14
8220 7 Aot A

37065 | GS- Database mysql of] access listo]] =] 2] F=ipE H< 753 FA | 2.0.115
8186

37042 | GS- Agent J=319 o19d AN F AE A = 24 2.0.106
8176

36882 GS- 10C DB Suspicious IP of] T} 3k IOC A 2.5 2.0.120
8012

36882 | GS- Frontend JglE A8 I3, dXNEHAINE=E A 1A Z o] % | 2.05
7663 o= A AF

Genian Insights 2.0.119 Release Notes (2023-10-10)

Last Updated: 2023-11-01

23.2. Release Notes
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https://ims.genians.com/jira/browse/GS-8340
https://ims.genians.com/jira/browse/GS-8340
https://ims.genians.com/jira/browse/GS-8249
https://ims.genians.com/jira/browse/GS-8249
https://ims.genians.com/jira/browse/GS-8269
https://ims.genians.com/jira/browse/GS-8269
https://ims.genians.com/jira/browse/GS-8260
https://ims.genians.com/jira/browse/GS-8260
https://ims.genians.com/jira/browse/GS-8208
https://ims.genians.com/jira/browse/GS-8208
https://ims.genians.com/jira/browse/GS-7638
https://ims.genians.com/jira/browse/GS-7638
https://ims.genians.com/jira/browse/GS-8221
https://ims.genians.com/jira/browse/GS-8221
https://ims.genians.com/jira/browse/GS-8214
https://ims.genians.com/jira/browse/GS-8214
https://ims.genians.com/jira/browse/GS-8262
https://ims.genians.com/jira/browse/GS-8262
https://ims.genians.com/jira/browse/GS-8207
https://ims.genians.com/jira/browse/GS-8207
https://ims.genians.com/jira/browse/GS-8226
https://ims.genians.com/jira/browse/GS-8226
https://ims.genians.com/jira/browse/GS-8141
https://ims.genians.com/jira/browse/GS-8141
https://ims.genians.com/jira/browse/GS-8220
https://ims.genians.com/jira/browse/GS-8220
https://ims.genians.com/jira/browse/GS-8186
https://ims.genians.com/jira/browse/GS-8186
https://ims.genians.com/jira/browse/GS-8176
https://ims.genians.com/jira/browse/GS-8176
https://ims.genians.com/jira/browse/GS-8012
https://ims.genians.com/jira/browse/GS-8012
https://ims.genians.com/jira/browse/GS-7663
https://ims.genians.com/jira/browse/GS-7663
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New Features and Improvements

Revi- Key Compo- Description Affects Ver-
sion nents sions
36825 | GS- Backend A SA G o] DY AFEIQAA Fl T ' HH S A
8154 AL 223t == API 7| A1
36817 | GS- Agent ote] @A) =2 191 3 A1 NAR SDK (23.10.24.1) A &
8150
36585 | GS- Agent A= A c I H=R &7
7970
36585 | GS- Backend Threat Event API ($] g o|HIE APD) o] A H9 S43]
7963
36585 | GS- Agent GsProtect A 0|2~ G A AE 8 HS A} 27}
7949
36585 | GS- Agent AR AL Z 2o o 3k O] 4 (Agent, Antiransom) 2 7|
7927 235 = QA
36585 | GS- Agent wuaucltcore.exe Z Z M| 2 9] file o] Wl E & bypass 5} = =
7922 EventBypass 3] & 37}
36585 | GS- Agent AA H S A API =7}
7828
36585 GS- Agent ool AE A A= ZHAF A A A o] 7= 7
7776
36585 | GS- Agent GE=3H A3 HE A &4
7725
36585 | GS- Agent WatchDog 4] 8] 2~ (GsProtect) 7} 214 2 W AT A ==
7610 A3HDACL) 2 A
Issues Fixed
Revi- Key Compo- Description Affects Ver-
sion nents sions
36819 GS- Agent XBA Built-in & JU| o] E7} AAA © 7 T] %] k= FA| 2.0.11
8059
36720 | GS- Agent event.db FZ2 A 2 F A A] GsAgent.exe ZZ A2 7}CPU | 2.0.13
8094 AR5 gdo] mei A A
36628 | GS- Backend EA A2 A A v =] = dlolH7F gl v A A s | 2.0.11
8090 + A
36585 | GS- Agent AAES 27 AR 45 A odo]AES HAXEF 7] | 2.06
8036 ALE Adsts A
36585 GS- Backend 2ol A bt 2 36FA] 9Fok=d I0C JH|olE 43} | 2.0.105
7990 BFA] 9k A
36585 | GS- Frontend S A JSON =8 shdo v g Jefo] AH7E =3 | 2.0.106
7920 = A ke A
36585 GS- Backend ECO Z8 YA HE > o E BA AAASL =71 A A1 | 2.0.113
7809 L F7F A B A
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https://ims.genians.com/jira/browse/GS-8154
https://ims.genians.com/jira/browse/GS-8154
https://ims.genians.com/jira/browse/GS-8150
https://ims.genians.com/jira/browse/GS-8150
https://ims.genians.com/jira/browse/GS-7970
https://ims.genians.com/jira/browse/GS-7970
https://ims.genians.com/jira/browse/GS-7963
https://ims.genians.com/jira/browse/GS-7963
https://ims.genians.com/jira/browse/GS-7949
https://ims.genians.com/jira/browse/GS-7949
https://ims.genians.com/jira/browse/GS-7927
https://ims.genians.com/jira/browse/GS-7927
https://ims.genians.com/jira/browse/GS-7922
https://ims.genians.com/jira/browse/GS-7922
https://ims.genians.com/jira/browse/GS-7828
https://ims.genians.com/jira/browse/GS-7828
https://ims.genians.com/jira/browse/GS-7776
https://ims.genians.com/jira/browse/GS-7776
https://ims.genians.com/jira/browse/GS-7725
https://ims.genians.com/jira/browse/GS-7725
https://ims.genians.com/jira/browse/GS-7610
https://ims.genians.com/jira/browse/GS-7610
https://ims.genians.com/jira/browse/GS-8059
https://ims.genians.com/jira/browse/GS-8059
https://ims.genians.com/jira/browse/GS-8094
https://ims.genians.com/jira/browse/GS-8094
https://ims.genians.com/jira/browse/GS-8090
https://ims.genians.com/jira/browse/GS-8090
https://ims.genians.com/jira/browse/GS-8036
https://ims.genians.com/jira/browse/GS-8036
https://ims.genians.com/jira/browse/GS-7990
https://ims.genians.com/jira/browse/GS-7990
https://ims.genians.com/jira/browse/GS-7920
https://ims.genians.com/jira/browse/GS-7920
https://ims.genians.com/jira/browse/GS-7809
https://ims.genians.com/jira/browse/GS-7809

Genian EDR, Release 2.0.148

Genian Insights 2.0.118 Release Notes (2023-09-05)

Last Updated: 2023-10-10

Security Vulnerability

Revi- Key Compo- Description Affects Ver- | CVSS
sion nents sions Score
36450 | GS- Backend A S| AR S To =10 glo] AZAPIS 3.9
7945 A5 Qe AR
New Features and Improvements
Revi- Key Compo- Description Affects Ver-
sion nents sions
36539 | GS- Backend HAE T2 API A Aof| ubxo] T2 AH AA HA | 2.0.0
8085
36462 | GS- Backend ul o151 <] FTP/SFTP A5 A ZEA A 75 =7}
8034
36440 | GS- Agent log collect oA} EAA A 8] & F715F0] Als A
8028
36416 | GS- Frontend WA A GG H 2 CIFS AA oA A|E \IPZ 2] A] [//IP/ | 2.0.108
8021 AR]Z A7
36329 | GS- Agent Z <] 7] 5 o] Y 23] o] AF A W = = 7 -2 Windows Temp
8040 Z T 7} AA = = A
36207 | GS- Agent SuspiciousLNK X tHE o] 9] 2] =7}
7918
36207 GS- Backend OpenSSH W A 9.3p2 g o]=
7871
36207 | GS- Agent NAC A5A e 27F A = A b= 24
7850
36207 | GS- Frontend IP 4o et et B A1 7|5 A A
7830
36207 | GS- Agent LNK 3F Y &#d 7R @ Ao 75 A
7790
36207 | GS- Backend HoF A A 7]% (LiveResponse) AF-& A| 20HA] Q1 =3l =
7720 7§ A

23.2. Release Notes
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https://ims.genians.com/jira/browse/GS-7945
https://ims.genians.com/jira/browse/GS-7945
https://ims.genians.com/jira/browse/GS-8085
https://ims.genians.com/jira/browse/GS-8085
https://ims.genians.com/jira/browse/GS-8034
https://ims.genians.com/jira/browse/GS-8034
https://ims.genians.com/jira/browse/GS-8028
https://ims.genians.com/jira/browse/GS-8028
https://ims.genians.com/jira/browse/GS-8021
https://ims.genians.com/jira/browse/GS-8021
https://ims.genians.com/jira/browse/GS-8040
https://ims.genians.com/jira/browse/GS-8040
https://ims.genians.com/jira/browse/GS-7918
https://ims.genians.com/jira/browse/GS-7918
https://ims.genians.com/jira/browse/GS-7871
https://ims.genians.com/jira/browse/GS-7871
https://ims.genians.com/jira/browse/GS-7850
https://ims.genians.com/jira/browse/GS-7850
https://ims.genians.com/jira/browse/GS-7830
https://ims.genians.com/jira/browse/GS-7830
https://ims.genians.com/jira/browse/GS-7790
https://ims.genians.com/jira/browse/GS-7790
https://ims.genians.com/jira/browse/GS-7720
https://ims.genians.com/jira/browse/GS-7720
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Issues Fixed
Revi- Key Compo- Description Affects Ver-
sion nents sions
36555 | GS- Frontend A 24 shdell A oY el Al B slaE 2] 3h o] | 2.0.0
8073 7N A &= ‘\'_‘Zﬂ
36454 GS- Agent StE| A 2] 2 AV 2vlE A 2 E R &35 | 2.0.111
8052 = A
36437 | GS- Agent HEE A TP W A o] ALY B Ao dA = AL o[o]AE | 2.0.115
8014 e A] LAY
36337 GS- Frontend 37 3 dHe a2 ZnR H7]E A4 | 208
8015 sh= 4% EﬂOlEi7}n7HL£7lﬂ% k)
36207 | GS- XBA ©HA] Al o H|HE £ 2 =7t 73 A H F 8
7952 =34
36207 | GS- Backend ] ¥ https port H i o ol AE A A ZE 5t o] = | 2.0.118
7942 7| RZE (443) 7} AEEH = FA
36207 | GS- Agent AMSI 64325 3F 2 & 2 32bito]] A] A 2] ¢F 5 = 24 2.0.114
7833
36207 GS- Backend AR E T3 AR YAl A ta3 §5F7ko] 2TB | 2.0.106
7351 ol FA| H A o= #A
Genian Insights 2.0.117 Release Notes (2023-08-01)
Last Updated: 2023-09-06
Security Vulnerability
Revi- Key Compo- Description Affects Ver- | CVSS
sion nents sions Score
35635 GS- Frontend 2| 2Fe] API 7171 o2 #FE[ APl A &2 = 5.3
7530 # oA
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https://ims.genians.com/jira/browse/GS-8073
https://ims.genians.com/jira/browse/GS-8073
https://ims.genians.com/jira/browse/GS-8052
https://ims.genians.com/jira/browse/GS-8052
https://ims.genians.com/jira/browse/GS-8014
https://ims.genians.com/jira/browse/GS-8014
https://ims.genians.com/jira/browse/GS-8015
https://ims.genians.com/jira/browse/GS-8015
https://ims.genians.com/jira/browse/GS-7952
https://ims.genians.com/jira/browse/GS-7952
https://ims.genians.com/jira/browse/GS-7942
https://ims.genians.com/jira/browse/GS-7942
https://ims.genians.com/jira/browse/GS-7833
https://ims.genians.com/jira/browse/GS-7833
https://ims.genians.com/jira/browse/GS-7351
https://ims.genians.com/jira/browse/GS-7351
https://ims.genians.com/jira/browse/GS-7530
https://ims.genians.com/jira/browse/GS-7530
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New Features and Improvements

Revi- Key Compo- Description Affects Ver-

sion nents sions

35635 GS- Database Y A Al BAE = 2B 8 3 B = o A] malwares.com
7703 A A

35635 | GS- Agent ool AE A A A] A g] WA 7fA
7637

35635 | GS- Backend, o o] A E wfj 2 Fe] AN 5 A Ul A
7614 Frontend

35635 | GS- Agent AR E T A 8] 2 AHA] 9HA] 7] =7
7600

35635 | GS- Backend REST AP1E 53t AR AR 573} 7|5 =7}
7579

35635 GS- GenianOS EDR A= o] u] %] (CT64) 2] t)-&2F A}o] ZE thu] sk YA
7578 2 AZ=A AN

35635 | GS- Agent AR B S Ak 271 57}
7326

35635 | GS- IOC Updater | iocupdater v1 A}A]|
7281

Issues Fixed

Revi- Key Compo- Description Affects Ver-

sion nents sions

36162 GS- Frontend AdH Y ELQ T o|HE ARV ZE ZAE = EA 2.0.108
7968

36002 | GS- Frontend A9 B A 22 258 2l std W o] AT A k= | 2.0.116
7958 A

35890 GS- Frontend olHE ~AE ] oA tha] Z2 M A7 2R AeiE = | 2.0.100
7938 A

35814 | GS- Agent A v g gt As] & xfilter BSoD WHAY 1.5.100
7897

35635 | GS- Frontend Bz dojd Aol Fo] duf A A AAH A = AA | 2.0.17
7674 T BT YRR Ho|= dA

35635 GS- Backend CSV A X Z=7|3 A HTTPS A2 & 7|3} 5 %] &= FA] | 2.0.11
7665

35635 | GS- Frontend ¢] 3 Tz] 3} ol A 'EventType' ©] 'winevt' 91 XBA ¢ d| | 2.0.106
7641 o] E] 7} 2 ¥ 5 A ‘E%% ks

35635 GS- Backend AFY 27 A dEXZQQE AH AHE Q&aE sk 4% 2HA| | 2.0.102
7625 T e A éii A 873 A Ol e = A

35635 | GS- Frontend oldl A g8 271 A 48 & o 9] X 2] 7} 52514 = | 1.0.0
7545 A

35635 GS- Frontend Hgle A 7l2 37]|E &9 0 A4 CONF AZUEZ} | 1.0.0
6195 AR JAL ok Ay
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https://ims.genians.com/jira/browse/GS-7703
https://ims.genians.com/jira/browse/GS-7703
https://ims.genians.com/jira/browse/GS-7637
https://ims.genians.com/jira/browse/GS-7637
https://ims.genians.com/jira/browse/GS-7614
https://ims.genians.com/jira/browse/GS-7614
https://ims.genians.com/jira/browse/GS-7600
https://ims.genians.com/jira/browse/GS-7600
https://ims.genians.com/jira/browse/GS-7579
https://ims.genians.com/jira/browse/GS-7579
https://ims.genians.com/jira/browse/GS-7578
https://ims.genians.com/jira/browse/GS-7578
https://ims.genians.com/jira/browse/GS-7326
https://ims.genians.com/jira/browse/GS-7326
https://ims.genians.com/jira/browse/GS-7281
https://ims.genians.com/jira/browse/GS-7281
https://ims.genians.com/jira/browse/GS-7968
https://ims.genians.com/jira/browse/GS-7968
https://ims.genians.com/jira/browse/GS-7958
https://ims.genians.com/jira/browse/GS-7958
https://ims.genians.com/jira/browse/GS-7938
https://ims.genians.com/jira/browse/GS-7938
https://ims.genians.com/jira/browse/GS-7897
https://ims.genians.com/jira/browse/GS-7897
https://ims.genians.com/jira/browse/GS-7674
https://ims.genians.com/jira/browse/GS-7674
https://ims.genians.com/jira/browse/GS-7665
https://ims.genians.com/jira/browse/GS-7665
https://ims.genians.com/jira/browse/GS-7641
https://ims.genians.com/jira/browse/GS-7641
https://ims.genians.com/jira/browse/GS-7625
https://ims.genians.com/jira/browse/GS-7625
https://ims.genians.com/jira/browse/GS-7545
https://ims.genians.com/jira/browse/GS-7545
https://ims.genians.com/jira/browse/GS-6195
https://ims.genians.com/jira/browse/GS-6195

Genian EDR, Release 2.0.148

Genian Insights 2.0.116 Release Notes (2023-07-05)

Last Updated: 2023-07-31

New Features and Improvements

Revi- Key Compo- Description Affects Ver-
sion nents sions
35599 | GS- Agent MagicLine4NX 3 <F ¥ A of 2] o} lateral movement &}
7775
35465 | GS- Frontend g olHES gYdHS HETIdH o g FAFEE 7Y
7848 A
35146 | GS- Agent FElMA 3t WY 71 E LA 2" B 75 F A
7692 =7}
35146 | GS- Agent ZZ A A ol gh=o] 3 79 BSoD A oh= F A
7646 (IRQL_NOT LESS OR_EQUAL )
35146 GS- Agent o o] HE UH 2 AHof| o]HIE =7 D AE2=7] A
7623 2 MA
35146 | GS- Database dbmigration A dbname o] <=8 A} (hyphen 5) A ¥
7620
35146 | GS- Frontend AR, Axd, BepeA dof Ao g 2220 31H ¢
7565 2E A
35146 | GS- Agent ote] A S8 19 & Delay S4 7 A 2.0.107
7535
35146 | GS- Agent A3 gtdo]l A AHEXBA AL X AT AHR S
7386 o] = i 7H /q
35146 | GS- Agent, oﬂ CIXQEN HAH AZEYO] B2 Folg 9=
7333 Backend, Ul —7—7]—
Frontend
35146 | GS- Agent SHE A &4 Al A el 24 FA4
7087
34478 | GS- Agent xfilter = 2to] W o] W2 g] f- a4 AAF =3 73}
7511
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https://ims.genians.com/jira/browse/GS-7775
https://ims.genians.com/jira/browse/GS-7775
https://ims.genians.com/jira/browse/GS-7848
https://ims.genians.com/jira/browse/GS-7848
https://ims.genians.com/jira/browse/GS-7692
https://ims.genians.com/jira/browse/GS-7692
https://ims.genians.com/jira/browse/GS-7646
https://ims.genians.com/jira/browse/GS-7646
https://ims.genians.com/jira/browse/GS-7623
https://ims.genians.com/jira/browse/GS-7623
https://ims.genians.com/jira/browse/GS-7620
https://ims.genians.com/jira/browse/GS-7620
https://ims.genians.com/jira/browse/GS-7565
https://ims.genians.com/jira/browse/GS-7565
https://ims.genians.com/jira/browse/GS-7535
https://ims.genians.com/jira/browse/GS-7535
https://ims.genians.com/jira/browse/GS-7386
https://ims.genians.com/jira/browse/GS-7386
https://ims.genians.com/jira/browse/GS-7333
https://ims.genians.com/jira/browse/GS-7333
https://ims.genians.com/jira/browse/GS-7087
https://ims.genians.com/jira/browse/GS-7087
https://ims.genians.com/jira/browse/GS-7511
https://ims.genians.com/jira/browse/GS-7511

Genian EDR, Release 2.0.148

Issues Fixed

Revi- Key Compo- Description Affects Ver-

sion nents sions

35597 GS- Backend A" o] A S 'FJo]'Z AP Lo = AR 129 | 2.0.105,
7766 23y 9 2 IID' Zto] F2o] 2 TAE 2.0.104

(GOV)

35581 | GS- Agent file o] M Eof "Ext" =/} F&HE = EA| 2.0.114
7864

35556 | GS- Backend gho] A 52 3 threat ©FA| 7} Qe = £ A 2.0.104
7221

35472 | GS- Backend AAS"AAE" HA A, dEFZQE BEo"AHAH" A | 2.0.107
7760 ARk Qe = 4

35380 | GS- Backend Elasticsearch ¥ ] o] 55 o] 4} A g+ 74 FAsl= EA| | 2.0.108
7770 =3

35314 GS- Agent Syswow64 2] cmd 7} A 3 3}+= vl X] 5} Y 2] RunScripto] ¥l | 2.0.114
7799 E w25 = 74

35311 | GS- Agent AR AZEA BELHFZI M2 AL HZ 54 | 20116
7810 o= &= A

35304 | GS- Frontend HA s AZUE AFZ A], A AH zFo] 1o ul gro] | 2.0.104
7821 HS 3} o] AAE = A (GOV),

2.0.106

35299 | GS- Frontend Ar"E E P A AT AR IAH = A 2.0.100
7792

35296 | GS- Backend Syslog =2FE X3t S Ao Al 2 (") X 3A 2 7F 257 | 2.0.11
7767 =3

35293 | GS- Backend Custom = ©¢] 2A3t= o] AP EANS EALSE A, B | 2.0.106
7773 AHE EA4 UF Custom & ©] I = 2] k= F A

35146 | GS- Agent AXNH AZEYo] EZoA I AOE o]Zo] 2 E X | 2.0.116
7655 A& = A

35146 | GS- Agent o] HE HE A A| AXH AZEY o] AR} 2=
7642 = A

35146 | GS- Frontend JE dlo]E] Y& CONF AEZUE (type 66) &l o] o} B | 1.5.2
7486 o= A4

35146 | GS- Backend ZA Ao WA M A IDE AN E7153 FA) 2.0.102
7126

Genian Insights 2.0.115 Release Notes (2023-06-08)

Last Updated: 2023-07-03
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https://ims.genians.com/jira/browse/GS-7766
https://ims.genians.com/jira/browse/GS-7766
https://ims.genians.com/jira/browse/GS-7864
https://ims.genians.com/jira/browse/GS-7864
https://ims.genians.com/jira/browse/GS-7221
https://ims.genians.com/jira/browse/GS-7221
https://ims.genians.com/jira/browse/GS-7760
https://ims.genians.com/jira/browse/GS-7760
https://ims.genians.com/jira/browse/GS-7770
https://ims.genians.com/jira/browse/GS-7770
https://ims.genians.com/jira/browse/GS-7799
https://ims.genians.com/jira/browse/GS-7799
https://ims.genians.com/jira/browse/GS-7810
https://ims.genians.com/jira/browse/GS-7810
https://ims.genians.com/jira/browse/GS-7821
https://ims.genians.com/jira/browse/GS-7821
https://ims.genians.com/jira/browse/GS-7792
https://ims.genians.com/jira/browse/GS-7792
https://ims.genians.com/jira/browse/GS-7767
https://ims.genians.com/jira/browse/GS-7767
https://ims.genians.com/jira/browse/GS-7773
https://ims.genians.com/jira/browse/GS-7773
https://ims.genians.com/jira/browse/GS-7655
https://ims.genians.com/jira/browse/GS-7655
https://ims.genians.com/jira/browse/GS-7642
https://ims.genians.com/jira/browse/GS-7642
https://ims.genians.com/jira/browse/GS-7486
https://ims.genians.com/jira/browse/GS-7486
https://ims.genians.com/jira/browse/GS-7126
https://ims.genians.com/jira/browse/GS-7126

Genian EDR, Release 2.0.148

New Features and Improvements

Revi- Key Compo- Description Affects Ver-
sion nents sions
35740 | GS- Database, Endpoint o|HEo| X HAEZ AR, I AR =7}
7456 Frontend
35114 | GS- Agent AMSI AHE-= A] oF = oW E I H ¥ 2.0.114
7477
35018 GS- Backend, MySQL 8.0.33 2 d|o| =
7688 Database
34806 GS- Backend, MySQL 8.0.32 4 E A=
7365 Database
34733 | GS- Backend EDR Event REST API of] Aggregation (3] 7)) 2= F7}
7567
34733 GS- Agent A EAZ Q3] OS HA ¥H2 Bexo] Jd AY = | 2.0.106
7551 glol ¥ A& vt 53
34733 GS- Agent o o] A E 7} Proxy A E E5Fo] A2t £ Al (RestAPI) &
7547 T A= 75
34733 | GS- Agent = etol B 2] (zlib) # ek 7R ol whE WA ¢ 1| o]
7479 =S
34733 | GS- Agent OJHIE A2 A A Al e 24 S vEe d=ZE A4
7459 A== ANA
34733 | GS- Backend PARE FFA 374/ d 271325 A
7455
34733 | GS- Agent GsAgent.exe A3 3} F=3] A&
7444
34733 | GS- Agent "API Hooking AF&-" ]2 E A& 'on' 02 W T
7443
34733 | GS- Agent AR o] Al o] HE A A LA ZA REE AA
7433 Rl AR
34733 GS- Frontend TZE T EE B8 - 2R3 API E3] 2 %] | 1.5.103
7430 = = JfA
34733 | GS- Backend AexAE aFHe TH 5ol =vQd, 22-2ID 7}
7427
34733 GS- Agent HEL T Ag A YA A A A 7] Al sk 7| =
7405
34733 | GS- Agent o o] AE A A 7] %
7397
34733 | GS- Agent XBA A&k &9 7|5 7HA (offline S| A A], 8 &5
7388 H A A])
34733 | GS- Agent XBA Xtk A Network o|HIESJ [P A& F=E A RAH S
6923 23RS IS fA
34733 | GS- [ Agent A4 2 o ¥ A8 2 #d AH 4
6838
34733 | GS- Frontend A 2E AFE] A K o] Event Pipeline A El] 57}
5988
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https://ims.genians.com/jira/browse/GS-7456
https://ims.genians.com/jira/browse/GS-7456
https://ims.genians.com/jira/browse/GS-7477
https://ims.genians.com/jira/browse/GS-7477
https://ims.genians.com/jira/browse/GS-7688
https://ims.genians.com/jira/browse/GS-7688
https://ims.genians.com/jira/browse/GS-7365
https://ims.genians.com/jira/browse/GS-7365
https://ims.genians.com/jira/browse/GS-7567
https://ims.genians.com/jira/browse/GS-7567
https://ims.genians.com/jira/browse/GS-7551
https://ims.genians.com/jira/browse/GS-7551
https://ims.genians.com/jira/browse/GS-7547
https://ims.genians.com/jira/browse/GS-7547
https://ims.genians.com/jira/browse/GS-7479
https://ims.genians.com/jira/browse/GS-7479
https://ims.genians.com/jira/browse/GS-7459
https://ims.genians.com/jira/browse/GS-7459
https://ims.genians.com/jira/browse/GS-7455
https://ims.genians.com/jira/browse/GS-7455
https://ims.genians.com/jira/browse/GS-7444
https://ims.genians.com/jira/browse/GS-7444
https://ims.genians.com/jira/browse/GS-7443
https://ims.genians.com/jira/browse/GS-7443
https://ims.genians.com/jira/browse/GS-7433
https://ims.genians.com/jira/browse/GS-7433
https://ims.genians.com/jira/browse/GS-7430
https://ims.genians.com/jira/browse/GS-7430
https://ims.genians.com/jira/browse/GS-7427
https://ims.genians.com/jira/browse/GS-7427
https://ims.genians.com/jira/browse/GS-7405
https://ims.genians.com/jira/browse/GS-7405
https://ims.genians.com/jira/browse/GS-7397
https://ims.genians.com/jira/browse/GS-7397
https://ims.genians.com/jira/browse/GS-7388
https://ims.genians.com/jira/browse/GS-7388
https://ims.genians.com/jira/browse/GS-6923
https://ims.genians.com/jira/browse/GS-6923
https://ims.genians.com/jira/browse/GS-6838
https://ims.genians.com/jira/browse/GS-6838
https://ims.genians.com/jira/browse/GS-5988
https://ims.genians.com/jira/browse/GS-5988

Genian EDR, Release 2.0.148

Issues Fixed

Revi- Key Compo- Description Affects Ver-

sion nents sions

34917 | GS- Backend SNMP 2] E A% Al PG glo] AF&3t= F v | 2.0.113
7670 5 7} Default 3fo. 2 A== 24

34908 GS- Frontend "ANTIRANSOM" g}o] A ~2] A =19l 3 A3k A] | 2.0.106
7629 Hl sl o] S EE = 24

34760 GS- Agent "ol HE $= S RA "HYAAEG" o HETSF | 2.0.114
7604 A oS

34733 GS- Agent nfilter.sys =& A] ZA] & 21 BSoD 7}54 +73 1.5.100
7512

34733 | GS- Agent 2.0.108
e | SFe157 Pl obd 12 2 H A BALE

IR o= A

34733 | GS- Agent 2N~ A A utols~ & J& A8 R 2.0.113
7447

34733 | GS- Frontend YZE HHA FZTE JL HA T BEAS= A8 & [ 200
7319 A ] ok A

Genian Insights 2.0.114 Release Notes (2023-05-11)

Last Updated: 2023-06-08
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https://ims.genians.com/jira/browse/GS-7670
https://ims.genians.com/jira/browse/GS-7670
https://ims.genians.com/jira/browse/GS-7629
https://ims.genians.com/jira/browse/GS-7629
https://ims.genians.com/jira/browse/GS-7604
https://ims.genians.com/jira/browse/GS-7604
https://ims.genians.com/jira/browse/GS-7512
https://ims.genians.com/jira/browse/GS-7512
https://ims.genians.com/jira/browse/GS-7462
https://ims.genians.com/jira/browse/GS-7462
https://ims.genians.com/jira/browse/GS-7447
https://ims.genians.com/jira/browse/GS-7447
https://ims.genians.com/jira/browse/GS-7319
https://ims.genians.com/jira/browse/GS-7319

Genian EDR, Release 2.0.148

New Features and Improvements

Revi- Key Compo- Description Affects Ver-
sion nents sions
34552 | GS- Etc A B A AE o] A5 = snmp A A ] password
7574 ixl—/\-l 7L§_
34336 | GS- Agent ohqaﬂ S ZH 2 A AU D A/ ~" EA 715 A A
7403
34336 | GS- Agent ZZA 2 A F8 3 AR o] HAE 21
7392 B0l "ol 8" = 7|25 £A
34336 | GS- Agent AntiRansom AFg9Fsho] 11 AR Q1 A9 &2 8 3+ AEl A
7390 HE g ¥sl= 24
34336 | GS- Agent NAC 2} Agent Icon 53+ oA AAST £ 9=
7387 E ol
34336 | GS- Agent Live Response 2 &3] | T2 E A =
7384 E=E EYHIEE A
34336 | GS- Agent o] 0] 7<4 E EWA SE AN =7 A8 22 1A
7353
34336 | GS- ML Custom ML | A 12 A A}] 2} 7 2 o5& A A 5f
7329 =2 A
34336 | GS- Agent ool HE AH| A B 2 E JfA#2
7313
34336 | GS- Agent SFE] M ZFAFE 1 ("TooManyFiles") 3= 7} 2.0.107
7226
34336 | GS- Agent E]AMA] AAIA Y o2 A =7} 2.0.107
7199
34336 | GS- Agent A7 vl 235 (mstsc.exe) N A 3L AE3 - FileU- | 2.0.3
7098 pload 7} 2] ¢k= B A 7| A
34336 | GS- Agent AMSI(Antimalware Scan Interface) ©| I E 4= %]
6811
34336 GS- Agent A2TIYE $ R 7S
6691
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https://ims.genians.com/jira/browse/GS-7574
https://ims.genians.com/jira/browse/GS-7574
https://ims.genians.com/jira/browse/GS-7403
https://ims.genians.com/jira/browse/GS-7403
https://ims.genians.com/jira/browse/GS-7392
https://ims.genians.com/jira/browse/GS-7392
https://ims.genians.com/jira/browse/GS-7390
https://ims.genians.com/jira/browse/GS-7390
https://ims.genians.com/jira/browse/GS-7387
https://ims.genians.com/jira/browse/GS-7387
https://ims.genians.com/jira/browse/GS-7384
https://ims.genians.com/jira/browse/GS-7384
https://ims.genians.com/jira/browse/GS-7353
https://ims.genians.com/jira/browse/GS-7353
https://ims.genians.com/jira/browse/GS-7329
https://ims.genians.com/jira/browse/GS-7329
https://ims.genians.com/jira/browse/GS-7313
https://ims.genians.com/jira/browse/GS-7313
https://ims.genians.com/jira/browse/GS-7226
https://ims.genians.com/jira/browse/GS-7226
https://ims.genians.com/jira/browse/GS-7199
https://ims.genians.com/jira/browse/GS-7199
https://ims.genians.com/jira/browse/GS-7098
https://ims.genians.com/jira/browse/GS-7098
https://ims.genians.com/jira/browse/GS-6811
https://ims.genians.com/jira/browse/GS-6811
https://ims.genians.com/jira/browse/GS-6691
https://ims.genians.com/jira/browse/GS-6691

Genian EDR, Release 2.0.148

Issues Fixed

Revi- Key Compo- Description Affects Ver-

sion nents sions

34676 GS- Agent B A O 2 £ 5 H GsAgent AR A7 B (A ZHE | 2.0.113
7593 2 o= A

34569 | GS- Backend kg o] "of e o of 2He] 55" At ol 9] -2 | 2.0.110
7587 #7121 99 Fol T L B4

34564 | GS- Agent AntiRansom =& 191 A x| 7} Adfj al= ZA)| 2.0.116
7602

34548 GS- Agent EFZ] 9] & Ul A J AN A E 7T A A &= EA 2.0.113
7592

34546 GS- Agent FileAttach / FileUpload oI E7} AAFA o 2 7| == %] 9k | 2.0.114
7599 <

34488 GS- Agent xfilter.sys 5 7|3} EA| 2 213 BSoD 4] 1.5.100
7563

34431 GS- Agent A ZE L E3I o o] A E 2HA| 7} A ) 5F= E A 2.0.114,
7568 2.0.115,

2.0.116

34422 GS- Agent AN ZE M0 FotS HAS] AAA ez =2 | 2.0.107
7549 3HA] o= A

34387 GS- Agent A7) AFAI S vEE Al El= = 2 | AF Q13 BSoD #A4] | 1.5.100
7548 A

34381 GS- Agent -d‘: Lo AutE A3 9 7|53 52 Q5te] oo]A | 1.5.100
7550 E A X7} A= A

34336 | GS- Agent AMSI XBA BH#] A| EventSequence 7} SFA] 9ol 342 E | 2.0.114
7491 2] 22l ol iAlHZl o= A

34336 | GS- Agent XBA 48] - F AR =7 2.0.114
7467

34336 | GS- Agent AIYE T2 A2~ F8 T AMSI Notify 7} A5 5 o] | 2.0.114
7385 AMSIO|HI E 7} w25 = & ﬂ

34336 | GS- Frontend ZTE Y E = AL ofo]Zo] o) F EXE | 1.5.103
7381 Zeﬂﬂ——.—xﬂ

34336 GS- Agent ool AE Zg A 7t Ao AL A7 7 v AA = | 2.0.114
7380 EFE=EA

34336 | GS- Database EStAMo| A Live AN AR A7 JAAA o 2 FAE | 2.0.100
7352 A %%t %Zﬂ

34336 | GS- Elasticsearch | o] ¥l E Z A} 3} 9] AuthDeptName &H-=-of] tf sl A4 25 | 2.0.100
7341 A4 7% 0] FABA e AN

34336 | GS- Agent xfilter 25 2 Q13}o] GsAgent.exe & 7} A A% = EA| 2.0.111
7340

34336 | GS- Agent IMON 2§ & 9l3}o] GsAgentexe =& 7F A/ A= £A | 1.5.100
7337

34336 GS- Frontend o|HIE AN A X Q—‘iﬂ Hro}h'Eds golg 7 g5 Yok | 1.0.0
7309 H A X 7} el =55 = ﬁd*o

34336 GS- Frontend oMl E Z A} §‘rfﬂ .4 e FE oA 0] HE EEE 2% | 2.0.100
7303 Hl%“*ﬁhf} A% A% E‘ﬂ ﬁ}fﬂ o] 2Ex =AY

34336 GS- Backend o|HIE XA} "“ﬂ@rtﬂ ol ZEAN A ZAZE B3 53] | 2.0.108
7301 Al ZAR a7 HIZre 2 7| 25 = 24

34336 | GS- Backend A2 FE 4 oA A JF Al AAH A | 2.0.15
7292 A= A

34336 | GS- Agent A E 3 2 o o] A E o] EV} B 7153 B A 2.0.112
7215
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https://ims.genians.com/jira/browse/GS-7593
https://ims.genians.com/jira/browse/GS-7593
https://ims.genians.com/jira/browse/GS-7587
https://ims.genians.com/jira/browse/GS-7587
https://ims.genians.com/jira/browse/GS-7602
https://ims.genians.com/jira/browse/GS-7602
https://ims.genians.com/jira/browse/GS-7592
https://ims.genians.com/jira/browse/GS-7592
https://ims.genians.com/jira/browse/GS-7599
https://ims.genians.com/jira/browse/GS-7599
https://ims.genians.com/jira/browse/GS-7563
https://ims.genians.com/jira/browse/GS-7563
https://ims.genians.com/jira/browse/GS-7568
https://ims.genians.com/jira/browse/GS-7568
https://ims.genians.com/jira/browse/GS-7549
https://ims.genians.com/jira/browse/GS-7549
https://ims.genians.com/jira/browse/GS-7548
https://ims.genians.com/jira/browse/GS-7548
https://ims.genians.com/jira/browse/GS-7550
https://ims.genians.com/jira/browse/GS-7550
https://ims.genians.com/jira/browse/GS-7491
https://ims.genians.com/jira/browse/GS-7491
https://ims.genians.com/jira/browse/GS-7467
https://ims.genians.com/jira/browse/GS-7467
https://ims.genians.com/jira/browse/GS-7385
https://ims.genians.com/jira/browse/GS-7385
https://ims.genians.com/jira/browse/GS-7381
https://ims.genians.com/jira/browse/GS-7381
https://ims.genians.com/jira/browse/GS-7380
https://ims.genians.com/jira/browse/GS-7380
https://ims.genians.com/jira/browse/GS-7352
https://ims.genians.com/jira/browse/GS-7352
https://ims.genians.com/jira/browse/GS-7341
https://ims.genians.com/jira/browse/GS-7341
https://ims.genians.com/jira/browse/GS-7340
https://ims.genians.com/jira/browse/GS-7340
https://ims.genians.com/jira/browse/GS-7337
https://ims.genians.com/jira/browse/GS-7337
https://ims.genians.com/jira/browse/GS-7309
https://ims.genians.com/jira/browse/GS-7309
https://ims.genians.com/jira/browse/GS-7303
https://ims.genians.com/jira/browse/GS-7303
https://ims.genians.com/jira/browse/GS-7301
https://ims.genians.com/jira/browse/GS-7301
https://ims.genians.com/jira/browse/GS-7292
https://ims.genians.com/jira/browse/GS-7292
https://ims.genians.com/jira/browse/GS-7215
https://ims.genians.com/jira/browse/GS-7215

Genian EDR, Release 2.0.148

Genian Insights 2.0.113 Release Notes (2023-04-06)

Last Updated: 2023-05-08

Security Vulnerability

Revi- Key Compo- Description Affects Ver- | CVSS
sion nents sions Score
34259 | GS- Agent GsView= &3l #e|AFdsto g A5 4= = | 2.0.111 4.6
7501 HFd AR
33915 | GS- Backend - 2 2 3} httpd FollowSymLink -4 A A
7266
33915 | GS- Backend, XSS F oFd & A (HTML Injection) 5.6
7156 Frontend
New Features and Improvements
Revi- Key Compo- Description Affects Ver-
sion nents sions
34021 | GS- Agent EventBypass A] "Action" & = 7} "bypass" €1 1+ -2 "nohash"
7425 A FAET M AL = A
33974 GS- Backend Process Tree API 7} 2+
7371
33974 | GS- Backend (SOAR 95 ) Event 742 API A 8] 2~ 7)1t
7054
33952 | GS- Elasticsearch | Elasticsearch v22] ] ©] ]S v7 & migration A] 257} &4
7424 A= U2 HlolEE A% AN A4
33915 | GS- Backend OpenSSH W A 9.2p1 & 1 o=
7224
33915 | GS- | Agent MS B S S8 Sefola AIZ 2 A% o] Asfol= 2A
7217 (xfilter, nfilter)
33915 | GS- Agent ModuleLoad & EventBypass 7l A1
7214
33915 | GS- Agent oI E A58 93 Allegro & 7| A
7179
33915 | GS- Agent "H B2 AMSF A Vs HAES S A EY] A
7148
33915 | GS- Agent XBAOI A ZEZ A A A A BA 75
7120
33915 GS- Backend QoS EFE &l AAH of|o]AE v = A v & MElst 4
6947 JEE A
33915 | GS- Agent o] HAE Au)|A AA A7} AFEHEE A ES A
6768
33915 | GS- Backend, AYATF AR > A~ AA A SH F7F 2.0.113
6503 Frontend
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https://ims.genians.com/jira/browse/GS-7501
https://ims.genians.com/jira/browse/GS-7501
https://ims.genians.com/jira/browse/GS-7266
https://ims.genians.com/jira/browse/GS-7266
https://ims.genians.com/jira/browse/GS-7156
https://ims.genians.com/jira/browse/GS-7156
https://ims.genians.com/jira/browse/GS-7425
https://ims.genians.com/jira/browse/GS-7425
https://ims.genians.com/jira/browse/GS-7371
https://ims.genians.com/jira/browse/GS-7371
https://ims.genians.com/jira/browse/GS-7054
https://ims.genians.com/jira/browse/GS-7054
https://ims.genians.com/jira/browse/GS-7424
https://ims.genians.com/jira/browse/GS-7424
https://ims.genians.com/jira/browse/GS-7224
https://ims.genians.com/jira/browse/GS-7224
https://ims.genians.com/jira/browse/GS-7217
https://ims.genians.com/jira/browse/GS-7217
https://ims.genians.com/jira/browse/GS-7214
https://ims.genians.com/jira/browse/GS-7214
https://ims.genians.com/jira/browse/GS-7179
https://ims.genians.com/jira/browse/GS-7179
https://ims.genians.com/jira/browse/GS-7148
https://ims.genians.com/jira/browse/GS-7148
https://ims.genians.com/jira/browse/GS-7120
https://ims.genians.com/jira/browse/GS-7120
https://ims.genians.com/jira/browse/GS-6947
https://ims.genians.com/jira/browse/GS-6947
https://ims.genians.com/jira/browse/GS-6768
https://ims.genians.com/jira/browse/GS-6768
https://ims.genians.com/jira/browse/GS-6503
https://ims.genians.com/jira/browse/GS-6503

Genian EDR, Release 2.0.148

Issues Fixed

Revi- Key Compo- Description Affects Ver-

sion nents sions

34286 GS- Agent DLL Q1A A tAfo] o}d ZZ A A 0f QAT = B4 2.0.107
7522

34274 GS- Frontend OJHIE AN AHO "EE H7|"3lHoA] o]l E = A] | 2.0.100
7495 M AR 23] 1A Eﬁh A

34273 GS- Frontend o|HIE AN AHO 93 ojHlE AH 7} ZE =35 E= | 2.0.101
7503 = A

34272 | GS- Frontend XBA A ¢k 57 21 2] "FileType" D= | M| X 7} 7] A| = A | 2.0.106
7500

34222 | GS- Agent advoll Al o o] AE YEAAS A g o ot | 2.0.112
7521 dE o] FAE = A

34086 | GS- Frontend o3 xF gt the 2 & A& A] A= EA) 1.0.1
7028

34072 | GS- Backend OJHIEZ AL ->'AZ43 A 5td =] FHEE= | 2.0.108
7461 A

33915 GS- Agent XBA Z Z A2 AA 2t =735} EA| 2.0.113
7354

33915 GS- Backend AMud A2 Z AR XA IOC S=A] Hlo]g] &2 | 2.0.102
7225 4 A5 A EA

Genian Insights 2.0.112 Release

Last Updated: 2023-04-05

Security Vulnerability

Notes (2023-03-02)

Revi- Key Compo- Description Affects Ver- | CVSS
sion nents sions Score
33403 GS- Tomcat Tomcat version upgrade (8.5.78 -> 8.5.86) 2.0.105
7295
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https://ims.genians.com/jira/browse/GS-7522
https://ims.genians.com/jira/browse/GS-7522
https://ims.genians.com/jira/browse/GS-7495
https://ims.genians.com/jira/browse/GS-7495
https://ims.genians.com/jira/browse/GS-7503
https://ims.genians.com/jira/browse/GS-7503
https://ims.genians.com/jira/browse/GS-7500
https://ims.genians.com/jira/browse/GS-7500
https://ims.genians.com/jira/browse/GS-7521
https://ims.genians.com/jira/browse/GS-7521
https://ims.genians.com/jira/browse/GS-7028
https://ims.genians.com/jira/browse/GS-7028
https://ims.genians.com/jira/browse/GS-7461
https://ims.genians.com/jira/browse/GS-7461
https://ims.genians.com/jira/browse/GS-7354
https://ims.genians.com/jira/browse/GS-7354
https://ims.genians.com/jira/browse/GS-7225
https://ims.genians.com/jira/browse/GS-7225
https://ims.genians.com/jira/browse/GS-7295
https://ims.genians.com/jira/browse/GS-7295

Genian EDR, Release 2.0.148

New Features and Improvements

Revi- Key Compo- Description Affects Ver-

sion nents sions

33780 | GS- Document docs A|Z=AEN 27l v A/ R Ao ARIEEE
7394 AR

33761 | GS- python Z A A] 2Factor 215 © 2 iSIGN+ MOTP(MobileOTP) 2}
7084 As AF

33508 | GS- Agent StElAM A & Delay =4 o8& HAEZ ALY
7327 (DoNotCheck ARIntegrity)

33433 | GS- Agent NTAE A= EL me QA
7305

33422 | GS- Kafka Kafka o] 8] 234 A4 =7}
7236

33398 | GS- Agent ool HE ZE A AAHZZE A3 A3t = 7| A
7302

33396 | GS- Agent ool AE FE A t=et FA| A4S st A e T =
7310 =7}

33387 | GS- Agent A5 ot s atel| sheto] sk AAFE B &gl o] o] | 2.0.107
7243 =R 5= AA

33344 GS- glo]l A REAA Qo] EDR H 47|50 82 Z271=3)
7175 == A

33344 | GS- Agent PE «4—01-4 FileRead o]l E 7} A JE=zlo| oA & T
7142 Hr2 A

33344 | GS- Backend AR =715} =3 A3} Log Y22 messages log ol 4] &g
7139

33344 | GS- python Flask 2.2.2 9] 18 o] &
7114

33344 | GS- Agent oJHlE Y 74 & W K M7 (Node 2] 10 WA
7111 > o o] A E v H)

33344 | GS- Frontend Process |l E AHA| AR o] 271 AH A& 2.0.112
7074

33344 | GS- Agent H] E 2 A (BitLocker) & ©] &3t 4 =% = 2lo] B = (Bit-
7065 LockerDriveLock) & 2] &7}

33344 GS- Backend STATIC £41 23} SEQUOIA - Java A& 20 28
7043

33344 | GS- Agent oMl E £~ A WIH I DB /OO WE o o] FE A5 U
7036 B3l A

33344 | GS- Agent FileAttach A =2 th A} = & | 2~ o] o] 8} FileUpload & #] &
6994 A

33344 | GS- Frontend A oJHES ofg|HE W AE 3 Al A 875
5607 SIEE 7|5 &7

3334 [ G5 | Backend | BElRE 2 50 0F AW I Gad0E A5
5469
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https://ims.genians.com/jira/browse/GS-7394
https://ims.genians.com/jira/browse/GS-7394
https://ims.genians.com/jira/browse/GS-7084
https://ims.genians.com/jira/browse/GS-7084
https://ims.genians.com/jira/browse/GS-7327
https://ims.genians.com/jira/browse/GS-7327
https://ims.genians.com/jira/browse/GS-7305
https://ims.genians.com/jira/browse/GS-7305
https://ims.genians.com/jira/browse/GS-7236
https://ims.genians.com/jira/browse/GS-7236
https://ims.genians.com/jira/browse/GS-7302
https://ims.genians.com/jira/browse/GS-7302
https://ims.genians.com/jira/browse/GS-7310
https://ims.genians.com/jira/browse/GS-7310
https://ims.genians.com/jira/browse/GS-7243
https://ims.genians.com/jira/browse/GS-7243
https://ims.genians.com/jira/browse/GS-7175
https://ims.genians.com/jira/browse/GS-7175
https://ims.genians.com/jira/browse/GS-7142
https://ims.genians.com/jira/browse/GS-7142
https://ims.genians.com/jira/browse/GS-7139
https://ims.genians.com/jira/browse/GS-7139
https://ims.genians.com/jira/browse/GS-7114
https://ims.genians.com/jira/browse/GS-7114
https://ims.genians.com/jira/browse/GS-7111
https://ims.genians.com/jira/browse/GS-7111
https://ims.genians.com/jira/browse/GS-7074
https://ims.genians.com/jira/browse/GS-7074
https://ims.genians.com/jira/browse/GS-7065
https://ims.genians.com/jira/browse/GS-7065
https://ims.genians.com/jira/browse/GS-7043
https://ims.genians.com/jira/browse/GS-7043
https://ims.genians.com/jira/browse/GS-7036
https://ims.genians.com/jira/browse/GS-7036
https://ims.genians.com/jira/browse/GS-6994
https://ims.genians.com/jira/browse/GS-6994
https://ims.genians.com/jira/browse/GS-5607
https://ims.genians.com/jira/browse/GS-5607
https://ims.genians.com/jira/browse/GS-5469
https://ims.genians.com/jira/browse/GS-5469

Genian EDR, Release 2.0.148

Issues Fixed
Revi- Key Compo- Description Affects Ver-
sion nents sions
33899 | GS- Backend superAdmmO] old & A7) Aol Q2o x A2 | 2.0.111
7374 (403) A = = &A)
33852 | GS- Backend Live Response o] A} A ¥]o]] Y2 d 7S Th2E X A] | 2.0.107
7398 A of &= FA
33847 | GS- Agent ok ZF o] 5= AT AA|E = ¢ GsAgent.exe 2| A] | 2.0.110
7360 BI—AW ‘[.: l,l;(ﬂ
33766 GS- Backend EX Ao LH W 2HA] Asf & AA] A3 | 2.0.108
7361 71—/\]-§17]- A L&A o7 YASl= A
33765 | GS- Frontend 98 EA e Ay FeollA A o] 2ol 71 | 2.0.111
7393 = A L%t A
33760 | GS- Frontend 9 | AE T BEA > oHlE AN AHA 3Fd T2 | 2.0.13
7307 E 5454 o= A
33671 | GS- Backend mysql binary log 7} X2 0 2 &o]= & A 2.0.111
7330
33454 | GS- python curator_cli 7} = 2} 8} 2] 9F= EA| & ¢13}F Flask ¥ A T | 2.0.112
7300 o=
33406 | GS- Frontend "AF2-2F Ao I0C #H2]'9 IP oF&= A JH Y 7] & AHA] | 1.0.5
7277 Al Al sk 4
33390 GS- Agent HlE A o 2 o o] HE FZAA &4 72 W 2 A X7} o] F | 2.0.111
7298 o2& A
33344 GS- CTI 2 7FSSDEEP o} AJA] 23 o = 2.0.112
7133
33344 GS- Agent o] AE YESZ A 2F 7|A 1.5.102
7122
33344 GS- AnalyzeSer- | AH Z2]22 Z7|3A] WHH S22 A7 &85 | 2.0.17
7116 vice A k= A
33156 GS- Frontend FEAA 273 =2 A3 5= A 2.0.112
7245
Genian Insights 2.0.111 Release Notes (2023-02-09)
Last Updated: 2023-03-02
Security Vulnerability
Revi- Key Compo- Description Affects Ver- | CVSS
sion nents sions Score
33153 GS- Backend 18 OpenSSL 1.1.1q -> OpenSSL 1.1.1t 429 | 2.0.111
7227 olx
33003 | GS- Agent [H] 282 E]] GsView A 335 3 kA A
7042
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https://ims.genians.com/jira/browse/GS-7374
https://ims.genians.com/jira/browse/GS-7374
https://ims.genians.com/jira/browse/GS-7398
https://ims.genians.com/jira/browse/GS-7398
https://ims.genians.com/jira/browse/GS-7360
https://ims.genians.com/jira/browse/GS-7360
https://ims.genians.com/jira/browse/GS-7361
https://ims.genians.com/jira/browse/GS-7361
https://ims.genians.com/jira/browse/GS-7393
https://ims.genians.com/jira/browse/GS-7393
https://ims.genians.com/jira/browse/GS-7307
https://ims.genians.com/jira/browse/GS-7307
https://ims.genians.com/jira/browse/GS-7330
https://ims.genians.com/jira/browse/GS-7330
https://ims.genians.com/jira/browse/GS-7300
https://ims.genians.com/jira/browse/GS-7300
https://ims.genians.com/jira/browse/GS-7277
https://ims.genians.com/jira/browse/GS-7277
https://ims.genians.com/jira/browse/GS-7298
https://ims.genians.com/jira/browse/GS-7298
https://ims.genians.com/jira/browse/GS-7133
https://ims.genians.com/jira/browse/GS-7133
https://ims.genians.com/jira/browse/GS-7122
https://ims.genians.com/jira/browse/GS-7122
https://ims.genians.com/jira/browse/GS-7116
https://ims.genians.com/jira/browse/GS-7116
https://ims.genians.com/jira/browse/GS-7245
https://ims.genians.com/jira/browse/GS-7245
https://ims.genians.com/jira/browse/GS-7227
https://ims.genians.com/jira/browse/GS-7227
https://ims.genians.com/jira/browse/GS-7042
https://ims.genians.com/jira/browse/GS-7042

Genian EDR, Release 2.0.148

New Features and Improvements

Revi- Key Compo- Description Affects Ver-

sion nents sions

33433 GS- Agent o o] AE Au|A B 2 7fA
7305

33398 | GS- Agent o] AE £E A AAEZTE $A G A== 7| A
7302

33396 | GS- Agent fo]AE Fe A d=g Al EAS fe e A =
7310 =7}

33343 | GS- Agent MsMpEng.exe(Y =% T3 T]) Z2 M2~ F&H G A2E
7255 OJHMEE A ES (A)TH

33186 | GS- Agent DNSQuery o|HIE #d Z2 |2~ 4= AE 3= 54 7]
7110 A

33172 | GS- Backend AF8-31A] 9= inetd.conf Y AHA|
7253

33003 GS- python s}o] A Wl ol = REST APl £ A3} &£ flask-restx & 1 A
7083

33003 GS- Agent YAAEG 7| E 43 A=z 7}
7079

33003 | GS- Agent o o] HE 21 A St =21 3 7hA 2.0.107
7045

33003 | GS- Agent o] o] A E #&&] & (Configexe) H oHA FAF - F=3) W o
7033 Bl A8

33003 | GS- Frontend 9] H 2] 3 P 3}& of| Criminal IP &7}
7027

33003 | GS- Agent W EL = 33 XBA &4 Al 91 ¥ A H o] RemotelP, Re-
7012 motePort = 7}

33003 GS- Agent S REZ Q%] T2 A|ATVFH|AAA o7 ZAEHR
6972 o= = 7 A (AMon, CMon)

33003 GS- 10C DB IOCO| MISPIP t o] E] 7} =% & vl &
6966

33003 GS- Analyze- analyzeservice, iocupdater, gnsysd ZFAFZ 1 B2 7] A
6964 Service,

Backend,
I0C Updater

33003 | GS- Backend LiveResponse &1 24 ©wibo]] ot A2 1 27}
6958

33003 | G5 | Backend | 9= I et Bq 00 2AE 3T A4
6957 A4 Y 2L A7 eRE WEE AM

33003 GS- Agent DllInject | E A 3+5 A}
6922

33003 GS- Agent A|2d"l Z 2 M2 (PID4) o] P A A~E g o HE 7 4 F T
6808 == 7fA

33003 | GS- Agent oo]AE AA] AR BT
6754

33003 GS- Backend WebUI REST API H| /75 A3 A A 715 7|A
6144

33003 | GS- Backend mysql 8.0.18 18] o] =
6109

33003 GS- Frontend OJHIE 4 7] of| 2] F7IA] o] HIE B} ol "HAA" 34 =7} | 2.0.105
6011
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https://ims.genians.com/jira/browse/GS-7305
https://ims.genians.com/jira/browse/GS-7305
https://ims.genians.com/jira/browse/GS-7302
https://ims.genians.com/jira/browse/GS-7302
https://ims.genians.com/jira/browse/GS-7310
https://ims.genians.com/jira/browse/GS-7310
https://ims.genians.com/jira/browse/GS-7255
https://ims.genians.com/jira/browse/GS-7255
https://ims.genians.com/jira/browse/GS-7110
https://ims.genians.com/jira/browse/GS-7110
https://ims.genians.com/jira/browse/GS-7253
https://ims.genians.com/jira/browse/GS-7253
https://ims.genians.com/jira/browse/GS-7083
https://ims.genians.com/jira/browse/GS-7083
https://ims.genians.com/jira/browse/GS-7079
https://ims.genians.com/jira/browse/GS-7079
https://ims.genians.com/jira/browse/GS-7045
https://ims.genians.com/jira/browse/GS-7045
https://ims.genians.com/jira/browse/GS-7033
https://ims.genians.com/jira/browse/GS-7033
https://ims.genians.com/jira/browse/GS-7027
https://ims.genians.com/jira/browse/GS-7027
https://ims.genians.com/jira/browse/GS-7012
https://ims.genians.com/jira/browse/GS-7012
https://ims.genians.com/jira/browse/GS-6972
https://ims.genians.com/jira/browse/GS-6972
https://ims.genians.com/jira/browse/GS-6966
https://ims.genians.com/jira/browse/GS-6966
https://ims.genians.com/jira/browse/GS-6964
https://ims.genians.com/jira/browse/GS-6964
https://ims.genians.com/jira/browse/GS-6958
https://ims.genians.com/jira/browse/GS-6958
https://ims.genians.com/jira/browse/GS-6957
https://ims.genians.com/jira/browse/GS-6957
https://ims.genians.com/jira/browse/GS-6922
https://ims.genians.com/jira/browse/GS-6922
https://ims.genians.com/jira/browse/GS-6808
https://ims.genians.com/jira/browse/GS-6808
https://ims.genians.com/jira/browse/GS-6754
https://ims.genians.com/jira/browse/GS-6754
https://ims.genians.com/jira/browse/GS-6144
https://ims.genians.com/jira/browse/GS-6144
https://ims.genians.com/jira/browse/GS-6109
https://ims.genians.com/jira/browse/GS-6109
https://ims.genians.com/jira/browse/GS-6011
https://ims.genians.com/jira/browse/GS-6011

Genian EDR, Release 2.0.148

Issues Fixed

Revi- Key Compo- Description Affects Ver-

sion nents sions

33390 | GS- Agent HEEA O 2 of o] dE T2/ &4 A W A A X 7} o] = | 2.0.111
7298 o A= &A

33292 | GS- Frontend Zo] A 52 3 glojlAdA AHI LYo E H A &= | 2.0.102
7272 = A

332890 | GS- Backend Live 44 & A St A &5 Y Fo] yehd= a4 | 2.0.111
7275

33287 | GS- Agent IS oME =1 A /5 2= 54 2.0.106
7256

33281 GS- Frontend AdHS ALt w2 AN S 93 Fe sHe A | 2.0.100
7279 SHbA & F7F A sk F A

33151 | GS- Frontend Adv AAolA "Hlol8 7274 A5 A A 7F Hel#] | 2.0.102
7238 k= 23

33147 | GS- Agent DNS # 2] ##& FAlo] o] Fojd wf Hd A o2 EF A3 | 2.0.110
7206 do| HA 3= A4 4

33081 GS- Backend superAdmin ©] o} d #He| A7} St AN EAM 2= 3] | 2.0.111
7234 Al 2.5 ukAy

33053 | GS- Frontend AEE7|3 AT HESHAE A3PA] 7 T4 2.0.111
7230

33049 | GS- Frontend o) A 3lHo YE go|g 7} 2E ZAEH = A 2.0.105
7209

33003 | GS- ThreatDe- XBA I A] RemotelP ko] §l= AL JFARIFSEZ | 2.0.111
7202 tector = 2] = EA

33003 | GS- Agent file o]l E 7} XBA A heE 79 GsAgentexe ZZ A7} | 2.0.111
7198 A3 5 E A

33003 | GS- Backend MEZ A O] HENA 3L 24 JFE AT API LA | 2.0.111
7136 Al null exception Ay

33003 GS- AnalyzeSer- | TreandMicro DDA B 1A S 9A|7F o] & of] @ H 3= &EA| | 1.5.3
7024 vice

33003 GS- Agent oLE] H E "Message" E = 2 0] 7} 32k E @ o] Al GeniRe- | 2.0.106
7020 portoll EA| | 2] o= FAl

33003 | GS- Agent REST A H]2 OTP Q15 o] A A+ E2AH ASZ | 2.0.102
7003 FAHE AD A 3= FA

33003 | GS- Agent o o] AE AHA| Al ZHE A 0 2 o] HE & HAA~EF] | 1.5.100
6988 7} AAA| = 2] o= A

33003 | GS- Agent A5 oM EV ZE FTE5 S u] TagE Merge a Al
6970 7232 A
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https://ims.genians.com/jira/browse/GS-7298
https://ims.genians.com/jira/browse/GS-7298
https://ims.genians.com/jira/browse/GS-7272
https://ims.genians.com/jira/browse/GS-7272
https://ims.genians.com/jira/browse/GS-7275
https://ims.genians.com/jira/browse/GS-7275
https://ims.genians.com/jira/browse/GS-7256
https://ims.genians.com/jira/browse/GS-7256
https://ims.genians.com/jira/browse/GS-7279
https://ims.genians.com/jira/browse/GS-7279
https://ims.genians.com/jira/browse/GS-7238
https://ims.genians.com/jira/browse/GS-7238
https://ims.genians.com/jira/browse/GS-7206
https://ims.genians.com/jira/browse/GS-7206
https://ims.genians.com/jira/browse/GS-7234
https://ims.genians.com/jira/browse/GS-7234
https://ims.genians.com/jira/browse/GS-7230
https://ims.genians.com/jira/browse/GS-7230
https://ims.genians.com/jira/browse/GS-7209
https://ims.genians.com/jira/browse/GS-7209
https://ims.genians.com/jira/browse/GS-7202
https://ims.genians.com/jira/browse/GS-7202
https://ims.genians.com/jira/browse/GS-7198
https://ims.genians.com/jira/browse/GS-7198
https://ims.genians.com/jira/browse/GS-7136
https://ims.genians.com/jira/browse/GS-7136
https://ims.genians.com/jira/browse/GS-7024
https://ims.genians.com/jira/browse/GS-7024
https://ims.genians.com/jira/browse/GS-7020
https://ims.genians.com/jira/browse/GS-7020
https://ims.genians.com/jira/browse/GS-7003
https://ims.genians.com/jira/browse/GS-7003
https://ims.genians.com/jira/browse/GS-6988
https://ims.genians.com/jira/browse/GS-6988
https://ims.genians.com/jira/browse/GS-6970
https://ims.genians.com/jira/browse/GS-6970
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Genian Insights 2.0.110 Release Notes (2023-01-12)

Last Updated: 2023-02-03

Security Vulnerability

Revi- Key Compo- Description Affects Ver- | CVSS

sion nents sions Score

32882 | GS- Backend Local File Inclusion & 2F4 2.0.101 7
7157
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https://ims.genians.com/jira/browse/GS-7157
https://ims.genians.com/jira/browse/GS-7157
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New Features and Improvements

Revi- Key Compo- Description Affects Ver-
sion nents sions
32953 | GS- Backend, S 3A 24 A3 5 FAE A E 9 hexdump 3HY T
6779 Frontend SET VS F7}
32876 | GS- Agent o] AE A5 MALS 9 EZ3EDBI/O 2] A 7
7174
32719 | Gs | Agent (e 919 J2E GA 5o e A% 27 A4
6945
32719 GS- Backend 5 e G2 STAEHE AR T+ A== /A
6899
32719 | GS- Agent System Proxy Execution ¥& € 1 7}
6893
32719 | GS- Agent Masquerading &2 XBA A& 73}
6892
32719 | GS- Agent XBA A~E ATE J Ao &= RuleDE Tagell 7] =3}
6891 A A== JRA
32719 | GS- Agent python.exe o] 2t 3l ¢ & A= 73}
6890
32719 GS- Agent "I A AB L AR =2 A & =7} 2.0.110
6887
32719 GS- Agent EZEAE E3 I AL oHIE 7HA
6867
32719 GS- Agent Z717F n| A4 o] E AHA| 7] 2.0.109
6848
32719 | GS- Agent Encoding & Powershell 2 Z A 2~ 2] 7 2 = 2} 212 Decode
6843 e 7= QA
32719 | GS- CTI 10Co|| MISP Hash Hj o] E] & £7} 4% & v =
6825
32719 | GS- Elasticsearch | AFE 7N 47F A A 2F2 % 3} 6} Index Close #] 2
6742
32719 GS- Agent ool AE JH| o] E FAH A Au]A A A 2] H A3
6670
32719 | GS- Agent DNS # & 2YUHE 7]% 71 (Domain Name =2 =4
6651 W)
32719 | GS- Agent oM E #& AAEo] thate] 3 HF o] ¥l E (FileAt-
6650 tach) =7}
32719 | GS- Agent TerminateProcess o] ¥l E 47 of| 2] *] 2]
6494
32719 | GS- Agent o] ME F5 I Kb WA
6465
32719 | GS- Frontend Endpoint €12 2 2] RemotelP E =2} o] X 3] 3 o] A
6191 ojH Foj= JArzt Aol gt EA
32719 | GS- Frontend I A B 9] A shE o] ARSAFF 9] 10C 55 V]S
6003 =7}
32719 GS- Backend M oo]AE v|E 15 A A dEZQE Iy g
5925 e e M i A
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https://ims.genians.com/jira/browse/GS-6779
https://ims.genians.com/jira/browse/GS-6779
https://ims.genians.com/jira/browse/GS-7174
https://ims.genians.com/jira/browse/GS-7174
https://ims.genians.com/jira/browse/GS-6945
https://ims.genians.com/jira/browse/GS-6945
https://ims.genians.com/jira/browse/GS-6899
https://ims.genians.com/jira/browse/GS-6899
https://ims.genians.com/jira/browse/GS-6893
https://ims.genians.com/jira/browse/GS-6893
https://ims.genians.com/jira/browse/GS-6892
https://ims.genians.com/jira/browse/GS-6892
https://ims.genians.com/jira/browse/GS-6891
https://ims.genians.com/jira/browse/GS-6891
https://ims.genians.com/jira/browse/GS-6890
https://ims.genians.com/jira/browse/GS-6890
https://ims.genians.com/jira/browse/GS-6887
https://ims.genians.com/jira/browse/GS-6887
https://ims.genians.com/jira/browse/GS-6867
https://ims.genians.com/jira/browse/GS-6867
https://ims.genians.com/jira/browse/GS-6848
https://ims.genians.com/jira/browse/GS-6848
https://ims.genians.com/jira/browse/GS-6843
https://ims.genians.com/jira/browse/GS-6843
https://ims.genians.com/jira/browse/GS-6825
https://ims.genians.com/jira/browse/GS-6825
https://ims.genians.com/jira/browse/GS-6742
https://ims.genians.com/jira/browse/GS-6742
https://ims.genians.com/jira/browse/GS-6670
https://ims.genians.com/jira/browse/GS-6670
https://ims.genians.com/jira/browse/GS-6651
https://ims.genians.com/jira/browse/GS-6651
https://ims.genians.com/jira/browse/GS-6650
https://ims.genians.com/jira/browse/GS-6650
https://ims.genians.com/jira/browse/GS-6494
https://ims.genians.com/jira/browse/GS-6494
https://ims.genians.com/jira/browse/GS-6465
https://ims.genians.com/jira/browse/GS-6465
https://ims.genians.com/jira/browse/GS-6191
https://ims.genians.com/jira/browse/GS-6191
https://ims.genians.com/jira/browse/GS-6003
https://ims.genians.com/jira/browse/GS-6003
https://ims.genians.com/jira/browse/GS-5925
https://ims.genians.com/jira/browse/GS-5925
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Issues Fixed

Revi- Key Compo- Description Affects Ver-

sion nents sions

32901 | GS- Agent tel A S 1A AR A A 2.0.107
7158

32886 | GS- Kafka kafka Q124 JA AT HENA GFE7[7HErd o] Qb= | 2.0.104
7161 L= A

32765 | GS- Frontend AEFZOE > o|HIE ZAL> o|HIE AN AR Fo| A v | 1.5.1
7134 g7l dPF A NIstH o R S = A

32719 | GS- Agent TCP Listening ©] ¥l E (TcpPortBind) o] thto] "5 =7} | 2.0.11
6862 A7 o] 4857 = A

32719 | GS- Tomcat XBA A5 S S VEYIT 282 AAHFJ= A EFS | 2.0.11
6856 stutd A e FAo] A

23.2.3 Security Advisories

Genian Insights Security Advisories

Last Updated: 2020-09-25

Security Vulnerability

Fixed Key Compo- Description Affects Ver- | CVSS

Ver- nents sions Score

sions

2.0.21 GS- Backend Tomcat version upgrade (8.5.57 -> 8.5.78)

(R) 6160

2.0.21 GS- Backend httpd 2 oF 3 k4 )| %]

(R) 6061

2.0.20, | GS- Backend Apache Logdj X 2Fu X] 2.17.1 2.0.100,

2.0.100 | 5551 2.0.20

2.0.20, | GS- Backend Apache 3| FH Z A& 9512452 HA 29

2.0.100 | 5543 ol

2.0.18, | GS- Backend SQL Injection 2] 2] ¥ 7l A1

2.0.100 | 5107

2.0.16, | GS- Backend openssl 1.1.11 3| %]

2.0.100 | 5143

2.0.13 | GS- Kafka Kafka JMX remote port 7} X QH Q1= Qlo] €& | 1.5.107
4652 A= A

2.0.122 | GS- Backend Uy AR HG A DI EE A= ¢ 24
8408 HATIDE FABEZHAE = FA

2.0.120 | GS- Tomcat Tomcat version upgrade (8.5.86 -> 8.5.96) 7.5
8355

2.0.118 | GS- Backend A A sto] A7 S B3l 21200 QAIZAPIE 3.9
7945 AET S O F

2.0.117 | GS- Frontend 2] 2He] APIL 717} th2 #ef Aol Al &5 = 53
7530 Z oFd

continues on next page
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https://ims.genians.com/jira/browse/GS-7158
https://ims.genians.com/jira/browse/GS-7158
https://ims.genians.com/jira/browse/GS-7161
https://ims.genians.com/jira/browse/GS-7161
https://ims.genians.com/jira/browse/GS-7134
https://ims.genians.com/jira/browse/GS-7134
https://ims.genians.com/jira/browse/GS-6862
https://ims.genians.com/jira/browse/GS-6862
https://ims.genians.com/jira/browse/GS-6856
https://ims.genians.com/jira/browse/GS-6856
https://ims.genians.com/jira/browse/GS-6160
https://ims.genians.com/jira/browse/GS-6160
https://ims.genians.com/jira/browse/GS-6061
https://ims.genians.com/jira/browse/GS-6061
https://ims.genians.com/jira/browse/GS-5551
https://ims.genians.com/jira/browse/GS-5551
https://ims.genians.com/jira/browse/GS-5543
https://ims.genians.com/jira/browse/GS-5543
https://ims.genians.com/jira/browse/GS-5107
https://ims.genians.com/jira/browse/GS-5107
https://ims.genians.com/jira/browse/GS-5143
https://ims.genians.com/jira/browse/GS-5143
https://ims.genians.com/jira/browse/GS-4652
https://ims.genians.com/jira/browse/GS-4652
https://ims.genians.com/jira/browse/GS-8408
https://ims.genians.com/jira/browse/GS-8408
https://ims.genians.com/jira/browse/GS-8355
https://ims.genians.com/jira/browse/GS-8355
https://ims.genians.com/jira/browse/GS-7945
https://ims.genians.com/jira/browse/GS-7945
https://ims.genians.com/jira/browse/GS-7530
https://ims.genians.com/jira/browse/GS-7530
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Table 1 - continued from previous page

Fixed Key Compo- Description Affects Ver- | CVSS
Ver- nents sions Score
sions
2.0.113,] GS- Agent GsView= 53] #ejat dato 2 A5+ gl= | 2.0.111 4.6
2.0.104 | 7501 Z kA A
(GOV)
2.0.113 | GS- Backend £ 2 3} httpd FollowSymLink -4 A 7
7266
2.0.113 | GS- Backend, XSS 7] oFd <A (HTML Injection) 5.6
7156 Frontend
2.0.112 | GS- Tomcat Tomcat version upgrade (8.5.78 -> 8.5.86) 2.0.105
7295
2.0.111 | GS- Backend A1 ¥] OpenSSL 1.1.1q -> OpenSSL 1.1.1t 4 29| | 2.0.111
7227 ol
2.0.111 | GS- Agent [¥] 282 E]] GsView @ 3tAr< F 24 7 A
7042
2.0.110 | GS- Backend Local File Inclusion & 2FA 2.0.101 7
7157
2.0.108 | GS- Agent reddb.dll(SQLite) =& )| %] (3.39.2)
6878
2.0.107, | GS- Backend 39 FAAE FLE g ﬂx"x}i H 7 5o
2.0.104 | 6593 Az A gtdo] R THE= B3
(GOV)
2.0.107 | GS- Backend, Tomcat Context.xml JNDI A A G- 7] A1
5638 Threat-
Detector,
Tomcat
2.0.106, | GS- Backend, AW kafka 2.13-3.1.0 ->2.13-3.2.3 13 o] =
2.0.104 | 6772 Kafka
(GOV)
2.0.106, | GS- Backend HOTFH A A Z Q3 filelist.html 5+ AHA]
2.0.104 | 6745
(GOV)
2.0.104 | GS- Agent Agent OpenSSL & 2F7 3 ] (1.1.1n -> 1.1.10) 2.0.104
6165
2.0.104 | GS- Backend A1 Openssl 1.1.10 -> Openssl 1.1.1q § 18] 9]
(GOV), | 6475 k=S
2.0.104,
2.0.21
(R)
2.0.104 | GS- Backend OpenSSL version upgrade (1.1.1n -> 1.1.10)
(GOV), | 6163
2.0.104,
2.0.21
(R)
2.0.104 | GS- Agent o] o] A E Openssl 1.1.10 -> Openssl 1.1.1g ¥ | 2.0.104
(GOV), | 6474 ol (GOV),
2.0.104 2.0.106
2.0.102, | GS- Backend OpenSSL A B] A~ AR 2 ok 9)] %]
2.0.20 | 5881

continues on next page
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https://ims.genians.com/jira/browse/GS-7501
https://ims.genians.com/jira/browse/GS-7501
https://ims.genians.com/jira/browse/GS-7266
https://ims.genians.com/jira/browse/GS-7266
https://ims.genians.com/jira/browse/GS-7156
https://ims.genians.com/jira/browse/GS-7156
https://ims.genians.com/jira/browse/GS-7295
https://ims.genians.com/jira/browse/GS-7295
https://ims.genians.com/jira/browse/GS-7227
https://ims.genians.com/jira/browse/GS-7227
https://ims.genians.com/jira/browse/GS-7042
https://ims.genians.com/jira/browse/GS-7042
https://ims.genians.com/jira/browse/GS-7157
https://ims.genians.com/jira/browse/GS-7157
https://ims.genians.com/jira/browse/GS-6878
https://ims.genians.com/jira/browse/GS-6878
https://ims.genians.com/jira/browse/GS-6593
https://ims.genians.com/jira/browse/GS-6593
https://ims.genians.com/jira/browse/GS-5638
https://ims.genians.com/jira/browse/GS-5638
https://ims.genians.com/jira/browse/GS-6772
https://ims.genians.com/jira/browse/GS-6772
https://ims.genians.com/jira/browse/GS-6745
https://ims.genians.com/jira/browse/GS-6745
https://ims.genians.com/jira/browse/GS-6165
https://ims.genians.com/jira/browse/GS-6165
https://ims.genians.com/jira/browse/GS-6475
https://ims.genians.com/jira/browse/GS-6475
https://ims.genians.com/jira/browse/GS-6163
https://ims.genians.com/jira/browse/GS-6163
https://ims.genians.com/jira/browse/GS-6474
https://ims.genians.com/jira/browse/GS-6474
https://ims.genians.com/jira/browse/GS-5881
https://ims.genians.com/jira/browse/GS-5881
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Table 1 - continued from previous page

Fixed Key Compo- Description Affects Ver- | CVSS
Ver- nents sions Score
sions
2.0.102 | GS- Agent OpenSSL A B2~ A K ] <4 3] 2] (Endpoint) 2.0.102

5896
2.0.101 | GS- Elastic- elasticsearch, logstash ¥} A 28 o] = (7.14.1 ->

5511 search, 7.16.3)

Logstash

2.0.100 | GS- Backend LD_LIBRARY_PATH 373 s A A

5108
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https://ims.genians.com/jira/browse/GS-5896
https://ims.genians.com/jira/browse/GS-5896
https://ims.genians.com/jira/browse/GS-5511
https://ims.genians.com/jira/browse/GS-5511
https://ims.genians.com/jira/browse/GS-5108
https://ims.genians.com/jira/browse/GS-5108
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