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Simple Neural Network Deep Learning Neural Network

Input Layer Hidden Layer Output Layer

Fig. 5: [©+ < (Simple) 41 3 43} 41 & (Deep) A1 4 ]

o1F BE ABE SUN olwl @ e A AAE B 5 A FUTh o] AL uhA N ARE
(Decision Tree) S} #1351 59110k 2211} o 8 9AOIA g @A =l Y W72 o142 % sl.o)
o] AL T g &7kl Al A W (Neural Network) 2] &3 Utk
g3 de ?l%/,\l 73 % (ANN, Artificial Neural Network) o] 7] W5s}od <] é,ﬂ%(lnput Layer) ¥} < 2 < (Output Layer)
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ol 29 WAl o g AR B A Y 3 E O]: 0,;14 o} AA Jed e 572 A3yt (Linear Fitting) JJr
1] A1 & ¥ 3} (Nonlinear Transformation) 2] 315 ozt & 4 &Ytk & 73 &< LR E ol 28 7hy
eAR oz Reals A P2l S ol &5 dE
Heldel 718 2 54e A A3k 292 919 ol 9 57 (feawre) 8] 3% 3} 550 A o] 2o Wk A
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Deep learning

)
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o ,
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a
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Amount of data

Fig. 6: [Why Deep Learning? _ Andrew Ng]
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o] 282 HolE e F719 Y2l &3} (Performance) 28] BAE Ho] FUth o] Ao Yol 2
Vg FEE e ol et & 4 Qg yth

A2 BAR S ol 7k 1 Ytk AR A5 AAANE ol 3ol A EL A o5
S A543 51 o A 2] (Symantee) ©] 91E] 5] 598 74 (ISTR) o 0221 2015 2412k obg 1= o)
S ok 4013 A m ]2k o g ok 20009 o 5 WS ok T e o] A2t oF 236 ¥H) 2k Bk 20154 of =
Spstoll o 118 %0718] ST AL AT AL Uk v 30002 24T ek B 5 %y o

FAT S RES) /1A Fol W0l UGtk Aol AT ARATL NAL A57] A3 AT
SEE WS REHTL YHUTh 5 U] Hoks| A A ¢ o] B (G-Data) o B2 W 3 18] AR AF, WF
I =L 18R of ol FY ok 2ol 1] B2 A2 ¢ S TESL et 908 of et 60% o142
A goletn FUTh AL S HA Y5 WES BE 5+ Y3 AR Y SHOR 24wy
i E2 W 5 glol whe A 525 1 AU ol 23 249 Wi SolA] viAleldol b4 nme] B %
BANN FEL W o 45 The T 2o] AT 4 AL UTh

oHE] o] 2 2 (Anti-Virus) A1 F9] 714 7] 2.4 Q1 94 W8 & ) T A (Signature) 9] W] 9]tk 2016 &
S, TN oF 1wk Ag] P IEA AR WA QST o] 5 el e s AE A8 5 U S
#u A AR JUTh A% RE YRS E ATUAR B s A e 2745 srhs A ol =24 Pyt
162 5229 3

A9 NIUAE FA57] AL A GElol 2 MEA BE Gtk W EADE o] §F Julo)=
Lol AT o8 e Bl th o\ A AR o B B A Aols o Au el BT
vl A BAG FYE A AAAL o e e AAE 2R YAz §Fstel s AET duht 2
492 2o EAE Bl 2 U EAA AUn T 4 A5y

4885 Judnt
@ ol 5 S/13h hg el BAE e e dol 4AAL B ALE FoL 9 AL v
/\]:/_b] #] (Signature) 7} obd &4 (Feature) & 7| W0 2 St I =& EA) 8= 7| YU th wetr] A=
9F(Quantity) 7} B+ %] & (Detecti nRate)./] AT 9L U:] AR W E Y gA o f8 Pt 28 o
%% uﬂ;q] ol—/& CEEI- ‘ﬂa]g-lﬂ%ﬁ]?ﬂ

o} AP 5 YL7H2? BolA AR T TP S A e Fel
7 AU SoE BB L AXs] QA AN, AB4, 2 ek 37 5
1 747) 7% 4 (Weigh) & ©]ob] itk S =9] &7 oA f4F FUth 58
7 3 o

TN _:Lr.ﬂr[m &"_V&Er]0$ &, {1 o

10y foitlo & T O > (ol O of [N 12

5171 Y18l o 3t 5 A (Feature) = AHS & 219171} sh52 &) oW 3t )&

st 57 (feature) o] APZZ IS FAHHIHIZE) AF AFA (R ZIE) A2 ZF 722 & 5+

S2AET F =2 54 o] JFUTE FYY o] HARFH (83 A= 5 UTth) AR,

34, A~ E 8 7], DLL & °] olof A Ut 2T Y B3] = T ES ofd AS H Zep RS
J=ddst EAL =X '3}?<] okt of| & So] Az Z 7139 3§t (Header) o] = SizeOflni- tializedData
£ ZE (Field) 7} AU T o] A2 Z2 WA AFSEH &= A4S0l 2713 Ho Y& 999 & T
vl =, ] YT FAAIEE YR NG 5 F2E FA5 KA ool & Aqr/]’

>
=
r>
)
ol
i
1<
oX,
R
(rt
o
R

11



Genian EDR, & ] 2.0.124

800 80.00%

700 70.00%
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1.7 EDR3} w2y

AY A @ 9] Genian EDR-S ‘T 7] 4} 2] 53
Detection & Response) &4 ¢ U th. APT &} S gl o] 5 A 2ol o gk 7FA] 4 (Visibility)
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Fig. 8: [Genian EDR 2] 9§ ©%] T4
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1.7.1 10C(A 3l A} 2 %] &, Indicators of Compromise)
olu] &e]F ot g A =9 &4 (hash), B, AP, IP 5 A FRE 7|wto 7 oPJF =5 &2 ). e
Hhol g 2 Al F o] AU A oF fAFStE A A thao] oY A =T} o] DA o A ALA %X] H4
1.7.2 ML(™ X124, Machine Learning)
10Ce] o 3ff &2 = 2] ok AP st d o] -9 maleld el o] 71 &A o] o] Fof Ut 1,0007] o] 2] 54
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Set © % S A7) B o 107 9] Test Set2 A 3t0] w23 A7} Auich)

DETECTION RATE FALSE POSITIVE
3 3 s o 3 s s g g § S 5
S 3
Fig. 9: [Test Set-& ©]§3to] S A& (FH, &8) 23
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save

optimizer

loss 3 evaluation

Model

427) Genian EDR o] 2 §-5]+= M A12] ' £ o veh U4 %335431 4 52517 2 5 8} (Optimized) ¥ 84 % o]
B9 9he) ol X9k ol A1 e} TAABG B e dddaE g A et
S Be o) A8, oleld o}

Aa B TS AAS L G9 STRE B Ao w o A el

ATl
i)
£

~

Fig. 10: [4] 73 7 (Neural Network) &] St — = B2 &£ A (Feature) & ¢ 8 Zk (Input) 3} 715 X] (Weight) & ¥FHE
QUol = A PTG} AGTEE TET 4 e H A2 w o] A

1.8 oAy, 7hel vl

Be gAEo] MAH YL olob] Gtk GAIES F71 53] Aol MBe FA A hotow
wh2 A 2] £ el B kAl Uitk Al ol & Aol S 100% AT 4 Qlrka A4 BAE A4
2 AYE BSE 245 k. Tejuh v 4e o) A7 28] glolAl & ofel e} 22 87k £ 4] g v,
o2 3 54 S o] 5t LUk A ALg sk Aol WAl Yo Agel Qo] me 2 g e

S5 (P E x7] Ut & EAX AT foo.exe Bh=
e A A2 A o Eel A Sl
AEAE Bl (A AT 5 LU o 22 o148 9 sho] o 4274 =2 (Decision Tree), 4% % 7] (Lincar
Regression) 5] 714 B3 L o] &3 glor) o] A E FAH 7pgtha & 5 g5yt
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1.8.2 2 &} (False Positive)
‘o PYAS B S F 2 AL 3L ouke gtk 55 A4 AL v 7 Bekshs @ F (False
Positive, Type I Error) o] ZHe] 7} m) - F 2 3o @88 5% A2 & vhob WUtk v} 1,0007) 9]
& AAHE W) 50(5%) 71 9] T AHA B 5 gk o uls} Btk o @ @ i A HEol o]
CRLELEEE EES
1.8.3 &2 239} 03 (Response) o] 47
‘abe.dll’ o] 2h= Yol 55% 9 FEE AN ITERE FAH U oW & 2 A& H A AF U7 2F Folof
B7k22 oW abA|slof B7hR? WY AbA] ¥ A awlo] A 02 HEakA] EaA o Zel A o] Ho
Zof 7 At E 2 A P& ol Al Y&7kR? ob e Hold vl ojgty 1 ARE ZA4AA Y Eo
AAs 7o) #E 7t s Utk B L v doz vt o] Rol A £ S| AAA et & 5T
1.8.4 ¢ d|o] E (Update)

o} 1 F7) o] o}

wAle)d oK QeelEs) e 3
7t =doHA H9E gA B dgo] . ot
Do g web A2 e St REg ASH0R 4, BASTL Qulo)= & 4 g o
22 o
MLBESFY 3Y xo
HH| okxdo| Al

122,694 1,516

MR YR o | 2EAH AT %o | +uREMER xo | | omaues zo

MLER S5 oY) vxo
@timestamp malware  ml_score mds filepath

00 BOFI77678DB20394EEECTICABGT12022
00 CBS48E4SBA070C2088530A99953EE26A
00 3CBBDFOAGICOBBDGOFSTACC2719D23A1
00 85CBSES722C8FC3930372FTCBBDB1FE4
60 ESEQ4BDBA4FE3EG16D6E3ADATB132D41

100 991BEBSE6C14CE3D161991CI61CHECA

00 4B2DBE19B92924A0E8300BAD230D35CC

Fig. 11: [HA] &3} S 5h-&o 3 252 Q1 &2 7 28 3
1.9 Conclusion
H2]d (Deep Learning) & &) WFE A5 of Ssury. 20 7|2 RIS AFsdA S FE2 A7}
ALH @A dare)Fo] A5 M gl e v, st=sofo] i T2 a W ol B bz BhE el A & 419
Ao 7 mAE e e Frh Rt glom, JRE S Fokg 2ot nje A As e

M= g

l

3] SHYTE A ool 4 el el WAL Aol E 7] 7 FTh Lejuh A
b4 e g LAY olehe o BW A Frh F8 o] L A RHUTH o 1HE8? whE A2
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7% g A 2 ola s A 5ol Y/ R AUTh Bd] $2 HAS LS HFH T HHA A2
A 714 B w2 ol ek A 2hgh o,

Mzg Aol 23 it AEe] AR & w7kl Beel 4714 AAQA AR E A i L
AN § G A gel sIay e oA AWt A8 A 898 M as dEseles 2o gt
#7o] Eehshy Utk AREG N HAEY S A2 7EE A3 Feo] sk H 3 ATk
2eg A4 e DL St A% RS 95 7o wab o Aok S Aol A& ek
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CHAPTER 2

2.1 Introduction

A5 7k A Arol ] ] 9 (Cyber Threat) o] th g =8 o) &2 o] (Prevention) S5 U th. %2 o = 99 0]
AP S o] & 917 (Threat) & 24 & 4~ gl len o] & e]dt7] 913t &34 (Solutlon) S WS A1 A A (Process)
£ FEAFYh 141 A (PC 0)01Q$Lﬂ =29} Lﬁﬂx}*ﬁifﬁ 3 o] WAL o] 5 ol st
<1l b (Firewall) & st A5 Ut o ZE7F Al2 "ol 918 E Z e 812k QbE]ubo] 2] 2 (Anti-Virus) £
7Hask el Yt

Ty ol d g 54 APt aRA I U A5 X1*%“1’3(Advanced Persistent Threat) 5 52} ¢
A o] DA A5 AA E gl 7t dEHte]# 2= 51 719ke] &4e] X (Known) oH4 T =9
B AFUTh AT EE HT # == t$ °l 2rhseh, E’:?ﬂﬂr"‘ flo] & she FPg I
(Fileless Malware) of] thafj A &= &F2] 7} o] 5 Ut s & 9 fo A i =2, &= 141T°ﬂ N 9 R e g
Ef e AL FAE 5 9 l“&‘ﬂﬂl LH‘T‘E o2 F Aol AL o} e T3-S & % YUt
SKQI3EA2] 2019 H el A & 1/\1 of = 2019d H etk 99 o] AL, i 3 4o 23d
Fe = LA Aot o st st Aol F40 the T/ T AFH o] APT 34
Felz Hyd 2or Holn, AHEAE Y 7] 7] (1T Device) 7} th ol  of] whet Y 1= 37 =35 2o
Aoz Agstal Ut

olgldt F Ao thgoteld RE Y TAES EAL hST 5 v WS Frofok st depgA = £
T e EEAF 2AES v ST R oy FAARES MER R T4 PHS A5
S Qlg Yt
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Hacker Li=at MY

A — sl
U 1. L& pC R || 2. 2HE| M Hot [T

- (O

— _— > .

‘ . 4’ e ® =2 O

LHE AL X Agent

ZQNu 3= he At 22| A

6. 701 H= ol 4. Agent |2 0|2
JEEHE R= ofdac Hot

a2
[O=E=00 O

EE EE [O=EE0 o=
. - IO, Cluu T
Q@

5. Agent East, West 34
okd3CE x—lﬂf

(221, 00| ME F/oFH 7|4t O|AE-YAE 22, EQST 2019 E1A]

2.2 2t 7 & (Malware) &} ¢ & 2] =7}

SfATES S 57h2 B ok Bel A Y Bk QA 42e EA] AW T 1AL A7 -
SRble] FIES A BrAL H B A% HAREA B0 vk AT | o4
PHIEES Sl BAFT Ao] ZRA AL A AYE o EE RE om0 T3 4 gl
) 915Ut QElubol el A 2L Bl AE ST 9 AV-testorgo] T2 W 212018 2, v 2 3572 7
by 2= 7k 4215 Sleka Fch,

EThE Al PR ES] A5k W97 S 4H T Arhs AU Th Bk g A vhe (Symantec) o A
8ol w2 APT 27 o] A8 b4 T E o] 75% 71 50T o] 5-) 7 FE ol A A E g Tk T, o] 27
tTE e Az WA Ao A T Ee] 240] o ¢ X B o] ereupo] el el Ao W 7]
o)tk AT 2L o2 #4E 5 YUt

13 542 Aol = FA3HA et QEUTh FA FAAEL BE thiol A AN &
FESE PAL AFAGEUT 1} H 2ot BEQ BpHT 54 792 B0 R e B4 Y
2] Al 9] o] 7} HH]—EH] Z718ka 5yt 2019d & A A 2 1 =223 3Fo] EF (Norsk

| 2o &FrlE A=A
Hydro) & T4 o2 3 A gl o] 57 o] thaz & Ut 7]1:\‘2

Qe Fe AN B D AL FAE A9 trhe
HngS AR A L} o)™ S A E3t= A7t Hon FARE=EAAZE D+ 0] H7] w &

glo] B2k
et P02 T2 Felrh kA 1 gl

18 Chapter 2. o]/43) 9] g2 <13l XBA



Genian EDR, & x] 2.0.124

2010 2011 2012 2013 2014 2015 2016 2017 2018 2019

(12 2. 9HAE 27 20]]

2.

w

A F Q= g e £7}(Fileless,Non-Malware)

o}
2
19 0%

b 729} B o] 2B of i A2 A Fol YUtk vk el 2 Fildess) AT o] AL
Y FAHFETPCO T2 ( A7) H oL A E o] ot P9 E 35t o whal v 2 2o viE g
(2=) Fo] oF4 A E FATTE Bebd ADH o] Ik HAE S DAL B4 Al ol Az
A FAe 27 - o] H5 U o] E -]~ E (WhiteList) 7] 9Fe] H b &R HE 938 4 Q5 YT o]y
Sold of 227 o] g o] 8h7] Wl EJLITh 1 ek9 A1 2] 2 oFA4 2 o] 837 L} Microsoft Word T 1 & 5 &
3} 9] A (Powershell) 2 2] E] & o] &3 FZ o] thEA Yt} 20183 F ¢ & A E 8Fo] = (CrowdStrike) =
HuAMeax ZFst1070Y 54 5 870 &4 o] 5t gl g4 of 9 3 A o] 2} ¥hd] AL ofefj &} o] AA| 5t
PSR EREEPS EED Y

Kl W3] R 22 <5t} Carbon Black-2 20174 A3l AF22] 52% 7}
g g EUTh 7tELY Bk B4 7 ofnju} 2lEk2 “uld gl AT =
o g

AF Ut

2.4 A F 9= 93] =7} (Fileless,Non-Malware)

o] & 3} o] fr B B AE7ISL A A (Battlefield) ©] Y] E 9] = of| A] ©+Z(Endpoint) & o] 58 of 3ttt A Fatar
AUtk FATE=C 93 9 S B o] BE 39 (Behavior) & £33t B4 5to] I =
P AP NS IA SA o 2ot £3F AEES BA sl YAE 9@ ZHobl A U (Threat Hunting)
PR E GFA sl o] FF Y gL A S FAAY 2 YA E 54 (Root Cause Analysis) T 5 Q| of oF
FUth upx] E8F Bl A CCTVRE B E AMGS RUE 3, o4 B A sl Aoz 28 &93k=
A3 A2 G AUt o] A S Ex s E WA o] A B EE RE 9] ARE S5 oF Ptk
UG (EH AN FAE AT 5= dojoF o] FA N FA 7 7HsF Ut #RE = AR E S ohSgh
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€A 1. 8 AW

N

o

> bl
ojo o2 T, ok & N

>

& rH ol
of

ofX
of,
o
o[)l

yoll ti st FEREE 11, £, cfZ e Al o] ARk ol 2t USB, M EY 3 B4 5 EE A
3391 (Action) g & 18] 31 %A (Dependency) o thst AE7MA = £=d B8V AF YT ©]
S EUHH = Yol F 7HAZ s th AR = AFS-AFaE (User Level) 9] 9 &
12 5= A g g8 (Kernel Level) ol A] _1;1_1,]15{316‘]- A dUth 3 =& 22 AT
A AHE A I A H S g A o 2 = uUS A g U th uhebA] System Call-& 2 3t
I R 5 Eﬂﬁiaoﬁokﬂtﬂﬂ AEE IS 5 A FYh

_]

[¢]
a8
12 o3

Lz
o ﬁ
el

S

12 ofy Ok
Moy rlr
m&gﬁ

Q‘ (o]

N i ol
&,

>~
A

rot
4
(m
N

>

(Rootkit) 9] 3 AHSAHH Mo M= AL 4571 7152 747 3 Sl AS7hglo] Addue
A FBHE A B RAS TG AR AN D AT A AT AHE T
Ve A9l Al D] A o] W 2 8 gt AR A el Ael muE Ee A2
azeslo] 5 A el 752 913 Aol A 483 ol AT, Hek 23 e 9] oo A
o G o)l W ge] BA EATU L ek AL AN B P e =
£ AETY FEHPCY Aol 1AL Gl that S EAFUT whebA ThE Hot
Aasete A=T A WA E 08 B9 oM S8 waAen

o T
ﬂ\ndm[mF[F_VrL
2 oy oL
oX o o K
of
% Jo

3
2, of
r‘

>

>ty O e o b A
o ok ffo

o2 T 24

ok 2,
Ay it >

yo 1 o

N

5 o o] A3l 9] EF 2], XBA(X Behavior Analysis)

XBA = Genian EDR | 268 #9] 714 919 9 2129/ Th. XBA L o] 48]
= gl 91 ol g3/ 91 EEE ) 0 AUTh XBAE o] §3he] ofel 9} 2

:ﬂ: et

4 2AHLS 9L BA £ o8] FAA} e RE
S8 ol A Ao At mage, G4 5ol ne Akl g
ABA B o) 4ol 2= 5 A e R s B o] Aus
B892 MEq2ns By 429 A 45 29
WS 5
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User Application
Application P =
Appll System Libraries @ lil @ Eﬁ
¥ S

i Logon Wireless Process File

Kernel

Level System Call Interface pas —
E— 1 oo
h 4
File System use Application System Info Shared Folder
- Process Management
v (Memary Manager
Buffer Task Manager ! @
+ Network Manager)
v Network Web
Character Block
Device Driver | Device Driver
A Process ---'PE :'"“‘E :’"""' Application Level
f f . P .
Machine Interface(Interrupt) : ...... p.! : ------ ,,i Kernel Level
IR I I | |
Hardware * + +
Device Memory CPU HDD Memory Sound Card

Level

(D3] 3. AFXfRE 3tz gl 2]

oo 1YL up AL o] &3 9l #] A (Fileless) 322 tEAQ A E HolEZ Uk gY AL ufo]lma 2 4
-—i57}7ﬁ%§}CLI’%§l A~IHE A “33301 ?l‘ﬂi':'f]‘ﬂ‘ﬂqq SEZ2IY HYE
ﬁﬂlﬁﬂ—ﬁ‘— 2IHPE Adoj= %E_—?— g %) 5] o] Q<) 99 AlS o] &5l o]
o] FrEH e A HFH e

a7

L AREA7} 3 ek A & AE-5t0] 54 Aol ol W
2 ARG Heke A 3 ok 52 o] B5fo] There] AL A

3. FZ A}F] C&C(Control and Command) A ¥} of] <5, oFA] 519 A A =3 7] E (Powershell Script) S & A)
(EE)FAY

(ol 2T HEE 433 H AHE AFH o] Edf T F4 2 E &2 7} o] 2191, Reflective DLL injection,
Memory exploits, WMI persistence 5 2] ¥ o] 5 A] 3))

4. 2P EE=AL Y EH AHE Zlol AR} Anjo AL

5. Ao 2T A A-AANRZEZ TN, YA 2EQ Fo BE FF
AL T E AGS 9]¢ o2 2 ¢ (Downloader) =& =2 3 (Dropper).J Aotz F7 AFgEH Yk =3
A Ae] FAZ A BE o2 A Kk o e el A 51514 L AW A9 BEU
Zhuk2 2 7 E (JavaScript, JS) £} @ 3] 2 3} (doc, pptx 5) 9 MZ 2 E o AW H = A7 Hoy o]9
A= 23 P E 5+ (Windows Script File, WSF) o] L} B} 2 7}7] (Shortcut) 5 ¢] AFEE 4 g5t 2= F R
$290 AL LAY R B o o) A% 5 7o) A TE TAL 2L 5 girke Aol FA U
[ZH 5] XBAQ] o] 3 &4 7]g o] o] # e AFRolA o DA &&E + A=A E Hogs Uk spH AL
et ET ok AdA A A% FddUrh Ty A A AN S BYUE Pk ZF2 el © 94

Y

ErASYE SO 9 d0] AR L A9, @ UEAZA % HAAL FEL AEHE 49, @ £A
sl A2ehe 39, @ B E HEATE B3l 2R E DS A9 5o AA B9 T B9
o) o A9 % BATH T, 27k oh ]2k XBAL Te) 9] A% e Bk 0 B4, 02 98] 314 4u g
AZ3km o) 2 A28} sho] WA o] s ekA ASg e,

XBA L 5H9] 4 o] 9]0 = obe 9} o] Tmol A MASHE ST A I o JYAE BAT 5 ASUTh 97 o]
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3. C&C At £ &
AJEE HS

o

o

ZHAOIE

|

4. gH? =
1. 8% 5. Mud S5

[D12] 4, YUHIXIOl 2| A(Fileless) 22 B 2]
= kL

Process name

Process path

Process ID
Command line

powershell exe
Object

gl ge
File name
File type
MDS
SHA256

Create time
Modify time
Drive type
Y HMEE

Internal name

Product name
Description
File version

a3

5. ItY2|A(Fileless)

I A o]

2019-08-25 18:04:22 ~ 2019-08-25 18:04:30
PracessStart

powershell.exe

C. O\powe
rshellexe

2004 @ 6612

~ExecutionPolicy ByPass -noprofile ~command (New-

System.Net.WebClient). DownlaadFile('
Sentinel-5.8.21-Operations-Guide.pdf, C:\Temp\hELLOWORLD.PDF);

powershell exe
PE

dba3e6449ea7d4e3di64527ef7012a10

Tleddiy

d5d0f0be08169b6e
2018-04-12 08:35:27
2018-04-12 08:35:27
FIXED

POWERSHELL
Microsoft® Windows® Operating System
‘Windows PowerShell

10.0.17134.1 (WinBuild 160101.0800)
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(F) 3% okl 2t 3282 4 A~ 54 A 8 BA S HRHL Yo ol AL B 8
QPBA $AL B ok A3t ol 4 A ABE ATT + ATk

A 9 o A

FEIE RS NZG AR A AARY 4] 24 5

Jaxee Z2AA | v A0, ZEA X EE BEE ST ZEA2 AP 5

9]

A AN 08 | S Povershel), WNI S el 524 2= ol o] 43 1%

T 9 oA Mol 5 £4 2 A0 A ata THA 7Y, 22 AL, AASE 2], % (Valuo),

qA c: 33‘!4 =

dstgHa E= 28 /\]'“‘17(} A 3H(UAC: User Account Control) $3| & 3t 29 A3 IE 5

A7) AHA ol FAH Y, ZEAE F) B EZ(LOg)%Q} WA EE A S

A A A A=F NAEHEE AA2ELNS O F I 55 AT

G A F ¥ (Laenl | EESNYSS 5T ALTo=e] 49 FHAE 5

Movement)

JH=H T 0525 P | Word 5 99] 2= ofE el Ao Ao S| @A, 25 9E 59 A 5

_?4

,,
Ll‘
= g of
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o
‘Zé
:=4
’*NZ:
NP
R
@L
LED
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)
o
3
=
Ho
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Perimeter

(Inbound) =§\

Reconnaissance and
Network Traversal

Infiltration and Backdoor
establishment

@
o E

L 4
A~ L
o=l
— /!
Hacker C2 Server ; i \J
=0 /H]

ﬁ |4 Ao =
=\ == ® Exploitation and
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7722 =
= = -
L7 72
222,

==
@
B E 00
S e
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o]
O
|
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e —
Perimeter
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Staging and Persistence
(Repeat 2,3,4)
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XBA+= @] A9 E A o]y st A A= E ©HA T 5 A5 th UAC(User Account Control) &
©3]510] ARFSS A% 5He B9 2 o) 2o SMB(Server Message Block) 91 & 2 Al 7] = 29, €12
& A-S QA 3= WMI(Windows Management Instrumentation) &3 W E9] 3 9] 7] o] &2 %] A 1} Wmic.exe
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SFAlYE Selshel o 9] 2 AT ek ol E 613 A Sutel gl o)

AUAze U d $72 2 o3 3ha YU th XBAL B Bol HAE R0 A% Heke] 9IS
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B9z Bkt Ao e 4B S FAH ATHT A5

Genian

‘5 BAAE E T WEk Today d 34w 3w M nﬂ

® xBA

SfyAc Ul

Yyac %

|

ojatus Y ) T T =] = T T = T I =) T T T T
0r-1 07-8 07-15 07-22 07-29 08-5 08-12 08-19 08-26 09-2 09-9 09-16 09-23 09-30 10-7

ofaus|
i LRl HHAH ugw ux Hels  ZRMAY iz AETHIP AdnE  asEy L=

A olaEE 2019-10-0110:31:54 XBA  oigiam

B2 wmiprvse.exe B0%  wmiprvse exe CAWINDO- 172295034 olel4 DESKTOP--  WORKGROUP

oS MY 2018-10-0110:1%:21 XBA SYAHE Y AW wmiprvse ee B0%  wmiprvse exe CAWINDO-~ 172795834 olely DESKTOP--  WORKGROUP

— 2019-10-01 09:38:40 XBA oAzl el AW wiiprvse exe BO0%  wmiprvseexe CAWINDD-~  172.29.59.34 olely DESKTOP--  WORKGROUP

2019-08-25 195813 ¥BA oAzl TRl 4Y emd.exe 80% cmdexe CA\Window--  169.754167.34 Super A~ WIN-GAIL-  WORKGROUP
D HEZNS

2019-08-25 18:04:22 CAWINDO- 192168242134

METOIE KR

ECE RN P R——— eliCo WORKGROUP

oE A} "
2019082518027 gl B ol ZIEHCR AL 7180| HE#| 2] Sy 2Cof oisf O sl Hoh Bk T WA SHCO] o B ABsl= BH0| §IXHE FOIN B HUR EAPHER, | WORKGROUP

nhsinl oix7 el SUE T AR

S1: 3rd Party 4 ZEH47} D
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VAR BAL e 0 S ol ABHA FHA YL Lol T DAY AL FAL S Y= o
el ol Al &= B4 715 YU th WHE o] 8 2 ALGShE Bk el e JRE S E RAGol wyT
+ g th U IT 8732 o)1 813 olo] 2 A58 84 7% & AT o2 4FE A48 47 7
SHES so] A2 REe Haner s AFel I5AoR 2Pk T o 4L Ju e
oAk Ah @ A4S BRAT FFL AND 5 UAEE A5-S AZ el b AYE 2 G0l b5

2.8 Conclusion

IT 979 W39} 0P ol el BASE A=TAE B2 B9 D U] ol ATk FA
Tjeo] ] Heh 54 9o me Bl 9 Q1% Heol 7181 Tk 2Rl By e T
] 2o 7 278l Qo & W}% 714 o] X] =4 x4 99 (APT Advanced Persistent Threats), 2/ 9] ¢1,
1Wﬂﬁ:4ﬁ§ﬂ =B850l AU o 8 EALWE 1950 322 FBLE 1 A4 2
I k= syt 7129 W3 (Firewall) 3 22 U E9] 3 Kt Q%/‘Uﬂhﬂ Hlo] 2] 2 (Anti-virus)
“}OE“ o o] Ao HA Yol 3T 5 “AHD} o] Al &= 7% (Battlefield) o] A=3xQ1E = uld uf
PUoh St FE A R ot S AP S THA LR AL SZ 27 AT A9 BEE
ANZEe 7 BUEgate] E8]A Bl A CCTVE B &hx] 813 o] 3t 0] AH H oA & A 739
AHE TR S AGel AA A2D AAAE FHS T, ol FAE FAHT ST 5 ol oF

.

2.8. Conclusion 25
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CHAPTER 3

Genian EDR o] 3}

3.1 EDRo|2 212l 7}

7}E U (Gartner) ©f| t} 2 ¥ EDR(Endpoint Detection & Response) <54 -2
A=z oE Auel E2L /1% 0 AReT o A2 e A2 ERS SATT Aol

El

T
A, P BE L AThel T A FL e A 2HS Belalr] 918 A AL AFeE
cheret glolE] B4 7148 ARt 54 o7 Holsia e

=3RE

3.2 EDRo] | Z3lF= EAAHE

Fjol A Mok el Rtk A5 % AW 2 (APT) 0.2 3] WA S D) AAS X8 A E L 2L A 8
AL 2 o] Y3 AH 7} o RE 929 o FLUT

APT, BAF0] 5 G2 A53E - B A HLe 7|20 S48 AFH Bob SR ATRO T L 27]of
Y233 t-3H7] vl $ of el @ Zlo] AT
FHE el £ Wshsh 870l ojs] A48l 48T 4 21 A8 Y 5 o] 8 (Adapive Security Archi-

tecture) & A 71 % 311}

fu
e
=]
52
hit)3
L
v

oF o} 7] Hl ] of| A A A] 5= 0=l]x (Predict)-<J| ¥} (Prevention)-
]’O]%%E}OFOE‘_ﬂO] o] /A o] A T,

EDR &7/ 258 H <t o}7] 8l A 2] &A] (Detect) 2} 5 (Response) F 2 FFHA12 5 3l

Genian EDR-& Genian NACS} A A 3slo] & F 02 Yo <& 4 95Ut

>

et

27
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Predict Block & Prevent
K

IPS

B Al

Response xS Detection

L PEBH A S

ArE et L5 HELQ3 2L|E2
oEMA EX| otajen2| mpot

SPYTC / T MK
HEY= et
CBC At T fct

ol B

A}A o ¥ (Prevention)

Genian NACE 53l ©'Z @ A& Apol] gt A5/A S A gt B4 S/W A 2 Bt 48 Fej &
AEH 072 RUE Pt 271 A-8H A b2 s Y ES ZolA Z2 gt

R A}H B A (Detection)

Genian NAC2}9] 21 A% 4 ojo]HAE
A% % BT

il
>

47 5ol Bel A BAFE T2 Y

Ho
e
ol
v
)
ol
ok
Kl
>
>
=

10CCES A1), 141 21, YARAS o] S5fo] A2 91 B L WA ohu] 3 520 FeE (AL +

Ao ©A) S A H .

XBA(?’“H 71 Wk 7T % ‘53l File less & X33 o} 3t el o] 3B S FAGUTE AF Y &A1 FA
]_4 tAFo] L=F ol A ‘AFL AL BA ID 58 AZ A & ’\ ¢l © 1 Reversing Labs, VirusTotal 5 2]

3 QEE A ACT) 251 € B4 BT A7) 4448 Felel ek

32}/ 2] 4 v} 2] (Response)

o A o] GAE = A AFY ALY, Y, AT 5 25t DT U EY T A FA
-5yt

A 7 (Policy) 7] 9k0. 2 T2 7
Genian NAC S} 91 5&

T, Z2EMAZFE AYHE T S dF5UTH

Agolom 447 5 2% g ol 75k
2 Aol sA Sl A 918 5 42,918 9

3.3 Genian EDR 9] £7#

U2t e]t] & (Genian EDR)-2 thatol| A WA 81= v} ofst el o] AT = U o] P9 E "]i%]'ﬂ] @A, o
, B AE 5 9l ot 7 uk X153 9]3 g1 @ -2 (EDR: Endpoint Detectlon & Response) &4 9Jut}.

Al

o

o

U =91 29} whrol gk o 9] shol 9l o) 4} A ¥ A5 A4 9l wol 7} B 7h53 APT, Wl Al9] o]
5o Hot 37 A3 thA oA Al A3 *] & JIO0C : Indicators of Compromise) & 53 4143 g2 9 v 30
7F
=

—

| ®ghet 24 10C 24
. 27149110C Aulol =2 A4 97 3 AT 03
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C A Aol AR, AR E D 5 AR AT
. U $4S T I10CDB B2l (28 9 Fek H 25
o Custom Malware Hash/IP, Good Hash/IP 57} ¥ &2 7|5
e A BE AlE
* I0C (Indicator Of Compromise) & &f #| 3%
e ML (Machine Learning) 7] Al 8+<5 : &2 A A| -2 Similar A0 off 3+ o] -&
» UEBA (User & Entity Behavior Analytics) AF-& A} 389 £ 4]
* YARA Rule
Ecosystem 1%
e 2 H HA I FE B A A (F A ¥ ) E Ecosystem= 53l &

« FAE AF A AL A 2E H ol E g ste] Ajuj =

(¢}

2451 713
s HABElA AR A /RN 9 vl E] ARSI ST FAT 1659 A AF (@A F71 7S

e N/ Zr A/ g-ol At/ 2 N/ &5 KR/ ’u‘l%/‘g A 3td 2RUHEY 75
o Al2~®l ALE] / NAC Al A AFE] /Genian Al A3 5 t} st A B = A3 715 (Import, Export ] )

YRS QY BAHY AT

3.3. Genian EDR¢] &3 29
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cHAPTER 4

Genian EDR +=

Genian EDR o] 52312 @ th st 24 @47 D3t} o] FoA = 7t 24 949 o

ol A gy ok

ek
g

% AA] A Al

41 2 o] 3

Genian EDR o] 52312 t}Fsl A 247 a3t} o] FoA= 2 A4 849 o
ARyt

]
i)

51 % o o s

411 F AW

%3 AW Genian EDR 2] 2= o] 8] @ 44 & A 4ol 5 2e) A~ Ut dubd o A2 Aus

%4 9] t]o] B AE|o] A2 Btk

A Aqu o] & ThE g2 Fe Al A Fe 22L& AlFste AdUrh § 719 A 242 B8 ohE 74
248 AL A T IFUTE SR B AEERT 2 HA AL 9 T 5 gFYh

Genian NAC A/ # 7} Q)&= -9, 2] 22 712 2HASHA oo HES 28 5 dF Tt

o] AE #e] M J&x &%) ¢k Genian NAC A ¥ ol &= QI = 3 91 E o] M| 244 H (IP, H/W, S/W, OS, Patch

0)7],_/,:;QQ010101: , Genian EDR} 91 58 Z3)
AEAJA WE BUE P o] 7yt

Genian EDR ©%5 WA Y 3¢, A2 AHo| A o o] M E 5} Yg th2 2= ol v = A ¥ & T3l vl 23 A
Aestd S A AYste] o] HEE AXT 4 dF YT

31



Genian EDR, £ 4] 2.0.124

4.1.2 Jo]HE

o o] AE = ALg 1] PCof] A X H AZE o] Ut PCAlA FA 3= BE O|HEE £33} o] & & A
A E DS
ANolAEL F5 A % A4 A9k 2 AR 1ok 75 AFFhch
A L= = 29 A A (Windows OS)
Windows 7 (32/64bit)
Windows 10 (32/64bit)
4.2 U E 3 &)
v = 9] o] Genian EDR 3 A2 @ ) 2 /b4 18] AFgo] iUt
- 291K ol oA A A Fbe?
- 2o Fulst DR @er
 Genian EDR©] EA15le] ™ ojH L EE Fojof 3L} 82
421 4 A7
EDR A ¥ & Core Switch ZE o] M~ TE T A7 A Z ¥ o]okgt )
422 P35 97 AF
Genian EDR o] At} & 52312 W ot e & ZE o] W3}H © 2 B E] 7§ =] of of g T
[On-Premises]
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SRC IP DST IP Service Note
) . P/7100 I0OC Database 5 7] 3}
A A X 1P WWW.C v1sta.com(52.78.17.15T N ©
- ™ eco ger?ians net TCP/443 A%
(13.124 21 .19 HATE AT
et o u A
13.124.15.244) (B&A M%)
UDP/3880 Heartbeat 2 % (Keep
TCP/3879 Alive)
i A 20 X
Client IP 4 2 A ¥ IP/FQDN TCP/3876 Plugin 3 A H A%
TCP/443 (Plaintext)
Plugin =3 4 X A%
(SSL)
o5 AH A,
SRS A%,
B8 (el ol ) 541
TCP/3910 SSH
2] ZA}+PC IP J A A 1P
el A TCP/9200 LOG &2 WebH <&
TCP/8443 WebZ& J &
A BA B e A2 AES A G A 7L R FAlo] 7bs3 o Fch

42. Y ESL T 1]

33
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CHAPTER D

Genian EDR A #]

o] %ol A= Genian EDR& Al dlof] A A star &e] 27§ £ B CLI 2& 2t 42 Ao

5.1 =) A A

511 A2 3 A9

lo
fru
it
o
o2
i)
A
v

A MW= EF L} o] A2 Al~H"lof] A A I JOC Database, & 1A

A8 AW A

AL A AW BEO R BAG S gUth T hFE ENT BRNAE A5 2 4L A3
B AWML 2T AHE LelF 5 AUk AW Rl 2L Bwe] et B FU T

5.1.2 3tz ¢o] =n

CEERPCEE EREEREL

st o] Ao}
BAEE 98] B Aok Auk AuE AL 5 Yo}, QiAo g =g o] AFE oz gt

2
A4 =gl 27 A

al
39
)%
L
T

ES30_R1 ES50_R1

Intel 2.1G (8C16T) * 1 | Intel 2.1G (8C16T) * 2
Mem: 64G Mem: 128G

HDD /SDD: 10T /2T | HDD/SDD : 10T /4T
2U 2U

Single Power Dual Power
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51.3 27| 74

Genian EDR-2 CLIE &3l 27} A 2| R =& A58}, Interactive Wizard & ©]-§3F A 2] WS A oh

Interactive Wizard & o]-& 3} A x]

1. CLI Initial Configuration Tool 3} ¥ o} 4] installation type ] 1-& ¢ & gt}

Genian Insights Initial Configuration Tool

1. Interactive Wizard
2. Manual Configuration

Select installation type

2. server type °l] 1S 83}

1. Single Server -Stand Alone

Select Server Type:

3. System Language °l] 25 ¢ &g th

1. English
2. Korean

Select System Language

4. CLIZ2IAd AALS AT Y

Enter Console Username (31 characters max) [admin]

5. CLIZ229 S| AYEE YAk

Password must contain at least one uppercase letter, lowercase letter, number, .
—and special character
Enter Console Password (9 to 30 Characters)

6. SolA AT AN =S A o J=H YTt

Try Again:

7. Database Al 4 < 4§44 FTh.

Enter database Username (4-31 characters)

8. Database 3| A~ L =& A A g},

Password must contain at least one uppercase letter, lowercase letter, number,.
—and special character
Enter DB Password (9 to 30 Characters)

9. 8o A AT A2 =S TH o dHFUT

Try Again:

10. #2]| 24 (WEB) 223 A<= A4 d U
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11.

12.

13.

Enter Superadmin ID (4-31 characters)

e £ (WEB) 219 SlAaYg =2 YA T

Password must contain at least one uppercase letter, lowercase letter, number, .
—and special character
Enter Superadmin Password (9 to 30 Characters)

oA A A== 3 o JHshc)

Try Again:

System timezone A A& A &gt}

1. Africa 2. America 3. Antarctica
4. Asia 5. Arcic 6. Australia
7. Europe 8. Indian 9. Pacific

[Timezone] Select Continental

14. System timezone 24 & A B g},
[Timezone] Select City (press enter for re-display):
15. NTP A ¥} 7} 24 8t 73 - AW Domain X & ¢} = ot
Enter NTP server:
16. AW P2 AL EIP HHE AT )
Enter IP Address:
17. A8 IP & Netmask S A A gF]t}.
Enter Netmask:
18. A1 ¥ ] Gateway & A&7 ot
Enter Default Gateway:
19. DNS AW IP AR E 45t
Enter DNS Server IP Address:
20. 9ol AT Y ARE FHF 3 T yE YY) Database Server Password ¥H 7 ¥4 &
F7bE AR o,
Configuration Summary
Server Type: Single Server -Stand Alone
System Language: Korean
Console Username: [ID]
Timezone: Asia/Seoul
NTP Server: pool.ntp.org
Network Interface: ethO
IP Address: [Server IP]
Netmask: [Netmask]
(continues on next page)
5.1. 42 An 4] 37
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(continued from previous page)

Default Gateway: [Gateway IP]
DNS Server IP Address: [DNS IP]
Database Server Username: [ID]

Database Server Password: FRK KA KK
Webconsole superadmin ID: [ID]
Webconsole superadmin Password:  X**&#kdkkx

Are you sure to continue (y/n) ? y

21. Genian EDR-L 2}o] A 2 o] whe} v % 74 o] 2} Ut} % 7] 4% A GMODULE & 4 X% v, EMOD-
ULES] 73 #2] Z< o4 EMODULE gto] A& WA 55513 IOCDBE FA st 2ol 712
de9yth
EMODULE-& AM&-31A] 9= A% 212 A =Fstar 222 P gt} joc-updater enable B & A4 Al o] F
AW &L FAlete] 1917 o] 449 IOC DBE Yol E g th
o8 dulo]Eo= 4 & o] g2 Aol £8HEBR +F HH
% joc-updater enable 4 754& 3} o] oF f,g}l/}u} = was o] g3 27 A
# o] A& Faduth

22. show config H ol & F3 A4 & & Fu) & A Foh

23. Web Browser ol 4] "https://7d 2 A ¥ IP:8443/mc" & FH <o)

jiEo) ﬂl[O

5'311 z7] dlolHE A3t
2] ¥} -2 JOC Database A X]

5.2 10C Database A %]

IOC DB+ HlolE A A Al 2] H AW A dlo|HE W tol A3 =E = of Ql5Uth

Ot H 2 A4 Al dlolH Aol B2 A Zto] 285 B2, 9% H IOCDBE th 2 & QholA] A Feh= 4 &
& 3t A S EET = JdF YT

EDR A] #] o] A] eco.genians.net, eco-sip.genians.net = 9| ¢13} £ Al o] 7}353f of g T}

AW 7L Q) F = A3 FAlo] B sl A A= el > AA" > g0 E #e2] > 10C Yol E
e I0C vl S A 2= 5 A5 Uth

CLI 2o} Al EW Aol mhet b8 5 Lo m 2, obe) Wejojzh gl A9 MR 2 R 814 7] et

5.2.1 10C DB % 7]3}

AW HE AX E A 24 (WEB)o] 2291
2. #E] > ALF > A28 #E] > glo] A A w7 & o] F 5t EMODULE gho] dAE == ghth

3. CLLA% ¥ obel o) o] Qielol= ol Sagch Feo] §4e upet H25d dlol8g
Qe o] 3h full B ol 9} 1719 Tl o] B & qu] o] 2k omh1yuﬂeﬂ017}o¢qq

2% A A full 3ol E 3 AA volEE WA dulo)= Fuick. of u], W kA ure] &
A AR Y vhA GRS G FU T (2 A st e 918 v T IAE dolE st o]
4RIk

ubd o2 EDR A2 A 948 71 F 0% o4 99 TIL 4.

AR ofl) o] ¥ ©o] 20227 10 o] 2hd T ¥ o] & 20220930, 9 o] 2 20220831 ¥

I

)

38 Chapter 5. Genian EDR %3]



Genian EDR, & x] 2.0.124

genian (config) #ioc—updater full 20220930

% IOC DB initialization may take a long time.
genian (config) #

o|EZF EUH #E > A A" > dulo]E #E > I0C o] E wlwol A EA I0C WA AR E
& 4~ %\Q‘JD}
1 7} 8ol = ® CLI Mode ©f| A] ioc-updater enable *§ 22 43 g o},
A

ANA THIF AIHES F3 20221d 94 304 Ho]E7HA] HA L= HuolE L, 108 14T H
L& GR7EA o A HIO]EJL

ioc-updater enble ™ %2 4 3] 5} *H Ecosystem i} 541S 3 <=4 A 0 2 o] EE 3P},

genian (config) # ioc-updater enable
Starting Service...done
genian (config) #

53 B2l £&

Genian EDR & = 714 :92] &2l 24 A3 ek 71 A 2 9 M=R2 243} 2e Nag 8¢
Al # 38t CLI(Command Line Interface) 23 T2 2 & A @ AW AAS A2t Y 20 dS5 YT

5.3.1 Web Console

W zEe AW IPE G ste] B2 T 4 AUk
I QHeeA S 93 ke JA2 ol F ok

2. ot FAE B At BepA o FAa% e 9 Eg3ch
3. A AW B IP F4 S AA P 42 HAT )

https://" A A &&] IP $£4":8443/mc/ (e.g. https://192.168.50.10:8443/mc/)

5.3.2 CLI Console

CLI(Command Line Interface) 242 SSHE 53 &2

ok
>

A=y

# ssh "AA AW B 1P F4"

Genian EDR-2 7| 2 & ¢ 2 #2217} A2 7}53HIP A4S F71617]) A7EA A A8 o) thek SSH 322 3%
oA s Th

HZ 382 93N /system/default-settings-appliance 2] "SSHE 53 94 2 38" &

pal

=

e
o

Al 2.

o
©w
r
AC)
ri
fufx
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5.4 ojo]HE A=)

AoJHE £ A=ZAE A BAYsE B E oPMEE S A E DA A Aol & FPF o] dEE
Genian EDR AW o] A /4 %] 3} 7] A & t}2 = & Wb }Wlndows 0So A x4~ Y&k
5.5 Windows Agent A %]
Genian EDR @5 WA o o] HE HA] BA S 7|22 A9 durth NACHLE(Z2 Q) ollo]HE HA &
Genian NAC dZof| A &g 4= 95 th
5.5.1 oo]HE t} 2= 9 A3

L 2] > A28 > ool AE 7] %) Be] oA o] AE 71 A E J2= Pk

2. Windows ¥ 7 (x64, x84) o] A A %] 3} (.exe) & th+ZE & Yt} (X9 0S: Windows 7 T=+= Windows
10) o] wf, hx2 = -2 45 fﬂrolg ol E2 WA A E .

)
o
g

55.2 o] E o=

#el > AR > ALY o o] HE A Ul E A oNeE A 3 A% AT iﬂiﬂi%%gaé}oq
A7k AU T B > A > A A% > A28 el > oo AE WE Belol A Aol = & ool A=
WA W o e 498 5 Ao

ool = vl Bl

Genian EDR-& PMS 5 53 ol o] A 27] A , A4 Wi Z3he] A A0S 5ol (4549l w2 8] 752
A5 5y,
Pe] > A28 > A28 #e] > ool e vlZ Belol A W E Bel B AR S T4 A5
L olo]AE WET 25 AEgh) A
ALIF S5 ok 54 o mi
E5 A uE 22 QAT T
2. 2 0|82 2Ys] AA HHOE o5 7, 9
E A7 Ba ol E A7He 44 F A

Al

EEEE
o of | AH|e]= F ool AE WAS AL, o] AE WAL ¥l > AT > 2L e ¥ >
A E | ooldE s7]A Belol A== AR EAH UL,

A % | dOJHE AE PUOE AFS o5 E AATAUT AE AR A AZ A o] THE Aujof 3%
A b | e delHdEY AE AUl ol EE AP YTh

o|E

Ak | ol E 24 fHl o] E ARG o R E AT UL (T AIZE o] 9] ef] fIH o] EVF E 28t A L, 57
A ol | AZolRE Ul EE £ E S & 9lom B4 T8 AATF AV AR vl o] E A7
o | 4glol B Aulo|EE STk
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L2497 F A28 AL ool dEe] S v stelw dulol= 34 54 A4 =L 2P
2. A EE Qo= A8 AT AAR AF ke 54 AEZAEY o] AES YHlo] = FHa AL
A9, A > (21 AA) ol o] HE ulo] = F4) £8 HES 53} A W=7} A5 Fich

v g A, S E we] Ao v A7 Yeh o

] >z
2. A 28 o) W EH Agente] AA B JelolE 215 Bl B 5 ST

1. 24> 98 U >QeXQE Ao up, powN H ThEke] 471 WA E Ytk
2. A >AEZRIE BF Z2E F A28 o e of] AHA] ofo] Zo] AP Yth.
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CHAPTER O

A=A e

e FA, syt

Genian EDR-E ¢]¢ o] &

Flle ZI9te) 91 2 A JPYIE 2 2R, AT EE I F LA A G2 9 o= A2
34 Aok

File-less 7]9ke] 9] & & o]A}3) 9] =

Cyber Threat Intelligence(CTI) KHA| 49 718t A S22\ E= CTI
XBA(O| & 2| EFX[) YARA(Of2t)

IOC(&E sl At ML(H A3 Y)

EFE T, B 71Nk o] AR A Kol o3 A E Y

MaII(\;vgre Z| X5t 819| 7|Ht EfX|
(Optimized) & b e
send e YARA
Goodware g
o ot E AR
Feature File-less

C2 1P

ot XX e 9 e .
= = = AP X7 ®o3t 2 S
(Unknown Threat) ALEAF7E ol 2 thS

SRR
(Known Threat)

of el A e 919 BA 7o) sl A g o

43




Genian EDR, £ 4] 2.0.124

6.1 AT = gx

I0C(Indicator Of Compromise, Z 3] 2] &) & A Al Ao A ¥ L 7| =25 &= A e EHES 53
°] R ES HE9 DBE & 3lal 9lom,

EDR % 3 A & 9] H2] IOC DB A H o} 7] & 0 2 FAl3te] H 4l Y)Y FEE dulo|E 3tal hH5Uth
AL BAH A= FAAA ) 4 G99 IOCDBE F A ddlolE & 4 K UTh

HE

?‘JEEL_ o) E o A 5}, =g A Ao 3k o] Ml E 7} kAl s A M A 1] o] 9] & BFA] (Threat Detector) <l 71 0] 10C
DBol| &% 3} 9] Hashgko] 525 o} 9l A A .

24 éﬁﬂci:ﬂoi 9= A YAl oled oF o7 REgn [0CH S22 AFE, 3

Y= FF ARE SFAD 5 dH

I0C DBl 314 A E 7 555 o] A gdohd, w Al AE S &gy

6.1.1 10Co| 555 2] ¢4 ©lol¥ 22| Y

Genian EDR -2 I0C(Indicators of Compromise) Database & ©]-&35}o] & Y ol sl &4 & tf-3o] 7153

U,
IOC Database ] A A 71 d o2 Auo]EF A vk G&] A A 9= oA =2 T8 o]L} ¢to] A ol IPE #e| X7}
ﬂﬁEiﬂd%ﬂd%aﬁﬂ@Amcuaﬂbgﬂ%4zmng

s obd == 71382 MD5 Hash 31-& 553t 9A & 4= A5 th

Genian EDR A A& £33 o] o] A E A x| A| =73 A Ko A =7 720 tf 3 MD5 HASH 7S 3ol 7153
Y},

I. $%% 4 > Endpoint 37 2 o5, o) A £ 0 G L2 A2 FHA AT M, 5537} S
s 252 HE2Y g
2. 49 b5 BE g ,rwmm%EEQﬂﬂ¢%§qq

Malware Hash

1. A3 > 28247 & I0C 2] > Malware Hash ¥ 2 0|5 & Adhe] F7FHES FY Tt
U

2. AIGE B4 dEstal 7 2o A 4y S AF HES FHIUL
T A
o-S-oJ 5~ | Malware Hash ©2] A] #e] 2} sl o] 2] o] £4] | o -& A ol && F & ef L3k A o], AFE-A}
A PCol 5183 Actiong 3 317 5 th.
of-3-of §-- | Malware Hash §F2] A] 2|2} sl o] 2] o] 24 & o} g Ao ¥ ZH, B 7 2 Genian NAC
AL | oA A e Action (B2 A ALH B T) & T T T s A 42 Threat Detector <2 ¢
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Live Response 3}H o] A Tab7| & o] &5l T E 8] HL &g 4= 5Tt
AR = Bl A Tab7] 45 Al help 2 8¢l 7153 W& of 7F A1 3, 57 bl et 9 98131 Tab 7]
e A g gahaloz A s Welol st EAH U
17.3.2 XA A=} A M
L 2R A2 8 A s 3> 25 B2 92 o A2 A ARl A4 9 55 AEye Agos

AR, AR Ao A B} A o5 o] 9o]of T,
01] o] AE o] A A o] ALE = AHRE HAAT o] ot ﬂ%x}oﬂ EH‘SHHDJ 24 0] 7}%?%14]:}.

A X} 8} o] HFAY & 2]
Zqoﬂ/q B9 3E28S }\}
ok
sd 283 S

quicksearch 3 o] A

oz dAstu A3 std

cz/ﬂ/cg__ﬁ__gro] ;qxq -,}01 A47(4°On0§_1ﬂf|7ﬂ—ﬂo]:

&%ﬂ%%%v@ﬂﬂ%%%%#@

¢135}E DBof| A A8l 5} &=

A Yo 3t I§2}>§J'Z]-: .docl.docxl.x1sl.xIsxI.pptl.pptxl.docml.xIsml. pptml. hwpl.hwpx|.dwgl
.pdfl.txtl.csvl.zipl.arjl.7zl.alzl.cabl.rarl.tarl.exel.dlll.ocxl.scrl.sysl.coml.msil.batl. jsl.vbsl.vbel.ps1l.cmdl

ENEAL HY =242 E3lo] AT 4 951 th(quicksearch /?)

5] o ] ARS ol
uicksearc A2 A 3Bd B=2 AN | quicksearch doc_test.docx A A 73 oc_test.docx
quick h § A2 uld B2 AAs k. h d d AR A=A d d
. shel 2 44 g,
quicksearch I} | EA AR EA Y BELS 7 | quicksearch c:\Temp\doc_test.docx c:\Temp\ 7 Z ol A
A7z odw | Ay doc_test.docx 7 ¥ A A gt}
quicksearch ERAZ YD O3 AR2ANN E | quicksearch /s doc_test.docx AR B 25 E 35t 519
/s 3L PR AL ESS ANIUTH 73 & ol A] doc_test.docx A2 A A g}
g
quicksearch /a | AR A2ANAN EA 9D EE2 | guicksearch /a doc_testdocx A A 7 ZE o A
SR AAa o) doc_test.docx ¥+ 9 A A3t
quicksearch ER AR EA 5td B= A4 | quicksearch v c:\Temp\doc_test.docx
/e QA7 | =AM c:\Temp\doc_test.docx ¥} ¥ S A A o] AN A
g BE xdgch
quicksearch EH FAZo EA gd AAH E= | quicksearch /v /s c:\Temp\ c:\Temp\E 3£ 3+3}= 319 T
N oAz | & AagI, o 2jo] 349 A BE2 ATt
ISR
quicksearch /p | AA| AZANA EAH ZZ MR | quicksearch /p winword.exe AR 7 Z ol A winword.exe
zeAan | A4 Y BSE gAY G | =220 9 ste] 44N Y 522 A4
17.3.3 T2 A~ &9l
tasklist Jgol: AR APF A (ARl 2 23 BE 2P FAZY T
271 HE Wel oS o] BT 4 94 chi(tasklist /)
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gl A
tasklist TEAA B2 B AT UTR(o] 1] A] o], PID, Al A o] =, A A, v 2 2] AFL)
tasklist /v | AR A9 ALE EAGUCE (o]0 A o] PID, A4 o[ %, A4, el A, Je, A5

°]Z, CPU A7} 3 A 2)
tasklist/m | 3l & exe/dll o] =2

REY | REAQS UIGUTE G1E o] mE A o]n] X ©|§,PID, BE FH FA))
wsklist | 2} Z2 A0 Z2EH A AE EAGUCE (o]0 A o], PID, A H[2)
/svc
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18.1.1 CLI(Command Line Interface) & £3t 4 ¢ A o]

B 7): CLI(Command Line Interface)
1. CLI (Command Line Interface) S E3l A3 A wjo A2t}
2. Global Congifuration mode 2 ©|& gt}
3. .
o A5 E : o] Y restart system == reboot
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18.2 CLI(Command Line Interface)
Genian EDR A] 2~ ®l o]] o] 3F CLI(Command Line Interface) -22] 7-$ SSH & 2}o] H EE A}2-3) o3t}

o o AAT SYE A Y2Eo] 2aAse] a6 W2 AP £2E AR s of FuTh
/system/default-settings-appliance 2] "SSHE &3t 917 HZ 38" S AR3IAAA L

18.2.1 CLI(Command Line Interface) & Z s} 7|

F9]: SSH 22 s A IPIANFHEH UL HZ 7153 IPE 37158 ¥ /system/default-settings-
514

LS.
appliance & FFZ 3} Al 2.

>,

AN E A SSH Zeo]dE T SSH & AW R PelE e 53 A2 4+ dueh
L A @ 42 e 25 AAZ A&kl FAXH IP 40 )@ SSH A2 2R Tt
2. Genian EDR &gz} o] 2 @ ¢} 7 2 79 3t}

18.2.2 CLI 7 o]

CLI(Command Line Interface) <5 A| 2€ R oA = 7|2 A|2H A 9
Uth o] EAoA = 25 REA W 3301 EAHE et e AWy Th

Y
(o
ok
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712 g o]
EikcE EE
enable Global Congifuration mode 24 3}
exit CLIMH 2~ 8
help gy =T
history & o] ARE o] E FEA|
quit console mode 12 £ &
configure terminal | Global mode | A] A3t = o] SA] 2 &
configure batch Global modeol| 4] A st o] & A F & & A&

clear arp A 2~E ] arp table B & = 7] 3}
clear screen 2Z£ T A 3d 273}

clock set A2EH AT EEHLA

do backup A28 wl o _/,:fsg

do cdbackup 717 A W H[o[ 6= CDRE W g

do cdrestore

CDofl A= W tlo|H = E

do initdisk

JF YL 2751 3

do restore WSt dlo|H 2 2
geniup Genians Update Server 7} A A = o] Q1= A2, Aol = A sld 2 Jad o= 3
halt A"l AY g 2=
kill pid pdE 7|F0 2 Z 2N FF
kill pname O 2L V|FOoE ZENAZE
ping A4 device & IP ] T SHICMP 873 HIAE
reboot N
restart system A28 Au 2 A F =
shutdown service | A|2~H AH]|A Z£E
traceroute IPo| T3t 2}-8 F = £A
show show & o] 2 23] 71531 32 Z A
R o]
e a7
show arp ARPH|o| B A H FE A
show backup wWolE do|H W o] A BE T A
show configuration | A|2~E1S] & 2] A4 EA|
Show cpu cpu FH FA|
show filesystem filesystem 7 X 3% A
show hosts hosts o} 2= T A
show interface A] 2~ "=l 9] network interface 7 H A
show logging ZIID7}FGENIANAH| 2 S 25 = 277 oA 71 H A 21 FA
show memory HEg AHE FA
show processes —T’-E =0l TEZAM A AR FA
show route 2-E Eﬂ o] E AKX FA]
show time SR A 2" A ZE FA
show uptime A 2E" L= A ZF A H FA
show version A2"H AZEY o] oA AKX FA
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183 V=92 74

CLI(Command Line Interface) S E3f] QlE{#H o] A 1P 45 HAA T = 55U}
18.3.1 QlE]Ho|AIP F4L W¥HA

CLI Console S £3] 2= 0lE]g| o] 29 IP =4S WA 4 94 h

Step 1. AJE|Fo] 2 IP F2 W7

1. CLI Consoleo] & 191 %, Config mode & o] %3¢},
2. o}l &} o] "interface ethO address [IP 4] [A B upAF]"E 9 & o).

genian (config) # interface eth(0 address X.X.X.X X.X.X.X
Stopping Service...done
genian (confiqg) # exit

Step 2. E|F o]~ IP F 2 {7 Eel

1. o} 2} Zo] "show configuration | grep interface eth0" & ¢ = g th

genian# show configuration | grep interface ethO
interface eth0 address X.X.X.X X.X.X.X

interface eth0 gateway X.X.X.X

interface eth0 management-server enable

genian# exit

18.4 Wq] 9l 5 9]

o

Z]

of Skl A Zbel W3k = A8, Al ol A A

JHU
S

18.4.1 W] A

a7
A

off e A Zhell ¥ sk

B
>

47 sk, A7 o M) std S HAstE S A+ A5 Uth

A1 8 A 7boll W of o}

1o Agsdel gel>A4 o o5 3T

2. A% 87 A4 Aol A g o= o] T

3. 99 o oF H1 € §)a] M5l R E On 27 AU},

A EERE R LR RECEE LR

5. Qo] Wed e g BT 99 o $BHRE A g S AR,
6. +3MES 298U

104 Chapter 18. X2 ¥l <]



Genian EDR, & x] 2.0.124

AZZA 79 T4
1. A aide Ael>HA 27 o] 53y
2. 9 34 A4 S do A ] o= o] 5Ttk
3. A & FolA] EF tholl A A A AR 2] ey & A= o
4. S HES ZYFYH
A Ay g Ak
73
Y x| A 2T NGE AT YT(EE 244 28905
=
8 A | AYAHA USBTypeL 2 AZH ] tyaFof WS 34}
74
CIFS A% | 9=% &7 7] 5= ©]§3}o] CIFS AFS B A S 34 )
A
NFS A % | Unix 4} Linux file system 2] T] 2l & 2] & mount 3}¢] ¥ ¢1-& 3 g th
=]
FTP FTP(File Transfer Protocol) & 3] Mot Yd S A3 UL (HAIA H|UHAS I/ R0 7
SERVER AgE o g AAG3A F2)
SFTP SFTP(Secure File transfer protocol)% ol WAL S S h (HSHSSSH 7[vte g
SERVER 3535 3oz 443
18.4.2 7|2 ¢ ol A 2
A2~ 7& of 7} iAI S A%, NG HlolHE 5L &+ JdFULh o] BY 22 A2E 58 W CLL 2
Ao glofokanh
¢ 5ol 3] 9 B4
1. FE2E 20U 3, dd g doA #g] & 9Tt
2. 9 g FHAHY>Y o= o] FHYTH
3wl skl e e MES 293y
4, BEEA B Wl sld S BASE S HES FEIYLH
5. CLIE &3l A3 A 2L 5Tt
6. enable 3 2] A} v U E & ¢ ¥ 5lo] Global Mode = ©]F 31T}
7. "restore <filename> all" £ ¢ Hsto] W HlolEHE B LTt}
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18.5 Q|8 A% o)WY Aw A

g5 gom Emile 98 EE 49 8 U23 HEE IS

o

o] 75 el A ol A $4 47
A Qg e

18.5.1 A WU A A A
1. A side) #a] 2 o) 53
2. Az BAAA > AN A U2 o], WA A AH o= o]}

LEEEREE
1

AW F42 0 AW F4 (9 smip.gmail.com)
EWS

2. AW ZE: Z S 2 A3t (o : SSL = 465, TLS / STARTTLS = 587)

3. FAA F & FAAEY T4 AHH (oA A S AR F4)

4. FAAL o) F: FAAF ol F A H (* *011/‘1 EA T o] F)

5. SSL A7 (* SSL £ E * & AR&-sh= A-¢ AR

6. AFAE A} ol A2} o] 5& JHEP

7. AFHUHE o A vdHSE JE3ta oAl 4HE U

8. HIAE & S5t B 494 v d A F, W& APt A v IS 2yt

A|&|l azEQ o] (MW B ool HE)E el & Ut 2zEd o] 7 A= o] F, FHld WHE,
AlsEwHd g end day F 2oz FEgU

o INSIGHTS-CT64 3 A At AZE o]
¢ NAC-ThreatDetector2 ¢l o] A E A = E ¢ o]
 Genianlnsights_ ] 8] IP.exe T= 1 A of o] A

"INSIGHTS-CT64-R-XXXX-X. X XXX XXXX.img"

/N

Revision Number Revision Date
Version Number
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18.6.1 A X1 o] =

Y2&e B3 A AWE Grllol= & 5 devith

o2 A AH ol
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AlZskE M Al gpf 9t e 2= FUTh
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18.7 #e2] Z&9 8H AH
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1 sidel #e> A o= o] gdth

2. AF g $H HAA > B 2L Ho=E o] FHUL
718 A e AL AIZL Hlol A Y S8 49 &, ) BHEpA BolE B4, 23 9, A7
RS ARZE S+ dHUTh

o Al EfYol2, Al Efd o2 A A Al FejzF Al Aol A A Al Zke] Ay A5 o8 2025

# o] A] 7k 015 Al EF Yok A7 AAH YT (H ™ 1048)

c HolAg &Y A5 H o E 550 28T 5= 712 30ME AAS ] 5 UTh

e Elo]E B, At A 2 o] ES DA T 4= 9o, 7] E 7k-2 Genian Insights Y U T}

o 23 ojulR], ARt 2R A AF Ao 211 oju| 2] W 2721 7 o] A &] Genian Insights & 31 0] 1] 7]

2504 Y

S WAIUY. B% sizee 7HE 328 A
7

c GRAT ER, Y2de] 2T 7]

239 F A4 AR 9 S AAHAY, 229 Hu BT, a9 o v A& WAL ofolt] A%
5ol B4 o5 g Ae gt
c 224H 39, L EX 4] 239 B B A0 AR F9 o RE AT
P RIAFHUET, B4 22 o)A TAT RTE AT 5 AT
» 2IQAFE ST A, 22 ol A W TS AT A o FE ASTh A4 Aol a7
oW A& WAL 4 Y51tk SIH o w A u AL 8 A9, 2l size & /b2 380 A2 270 B A Ik,
- RIARR A, A 2190 5 0] A SR A ofo]t] A A Tt Aol RE AT S A5 T
BARE AL A RES] e 3718 A4ss AY U8 e 142 448 5 A&t
cOARE A S, ARE A 2 EE T /1R A S8 A FTh 7Bk 24

c PARE QA A AR A T =S TAE AR 2AL AT

s EAN EA AR, DARE 9] EAA D Aol = W Al vk A A & A R ARG}

7] = ZF:0n
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Genian EDR & 7] 2.0 2 A 251 91 @A 1 0] 2]o] 23 Aol S FAR to 88 57, A=A of
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2011 AR AE AA A ole) S} 1AL 5oz Aol AAH M, A5 BRH 71 BAA Hu
2ol Btk
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. _plugin-manage:

19.1 A Za]29] gdyglo]E
19.1.1 Z2]a2l 37}
1. &) > A28 > 2z o] ] > Ay Z22Q A 2 o]F, FI/IHES 23] R dF5 29

A (E A gpp) LS YR E T

2. 9} BE Aol R BEAA AGANE WA AID T, W LEZ e SALY HES 2YY

Ut i

3. 34802 S5 3% A BEol e ofol o] TAHLh
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LAY EH 10 252 A9, 44 HES 2P
2. 719 A B T Fol AL, FAL FYsHE B0l AAH Uk

19.2 2Zd A2 A%

2axd s vt 2ER B AU AFHY AF7)5E AFFUTH
2azda i irEgs B e AlAEH o) Bl AE 3} &7/ & 24 Genian EDRO| A =5 T}t
FEE AdFste] 2AbEstd A d BAA HeS T3 AR A AT d o

fu

=3
|

e

19.2.1 Step1. Genian EDR 43

Genian EDRO|A X H 212 212942 AEes AL ok
1. WebZ& H&> He>A4A 29
2. 9RAEF 24
3. SYSLOG A AH > F7F W&
4. SYSLOG AW A4 433t

T A

A& ON/OFF 373

A TP 2oL AFIP LA

ZTEEEF SYSLOG AEA A 22 EF HE

AEXTE SYSLOG HEA AHE S X EWD A A

A A 1P GenianEDR SYSLOG & A A5 A w7} vt 244
olel A A e SYSLOGZE 7% & GenianEDR QI = 2 A1 €l

Bt = SYSLOG & A HAI A AlZh= A B

28 23 L =2 Key &} Valued] 2702 JE F 5] SYSLOGE 5ok 2%
SYSLOG WA A] A5 SYSLOGY Y&

ZAeA] b= FE A wAF | 2=V EA A o A AR EAE 27

[ez]

=

2= WS AE 2= ¥ 75 AR AR

5. o} A Z3t= SYSLOG M| A 2| 2 E A}ate] 47) 2] SYSLOG A AL 2713k T}

threat2 €1¢ 2~

THREAT: %{[AlertDecision]} %{[Assignee]} %${[AssigneeName]} %
—{ [AuthDeptCode] }  %{ [AuthDeptName] } %{[AuthID]} %{[AuthName]} %
—{[AutoResolve] } %{[AVName] } %{[Category]} %{[Catgryl} %

—{[Classification]} %{[CmdLine]} %{[CodeSign] [Issuer]} %
—{[CodeSign] [IssuerThumbPrint]} %{[CodeSign] [SignatureVerification]} %

—{[CodeSign] [Signed]} %{[CodeSign] [SigningDate]} %{[CodeSign] [Subject]} %
—{[CodeSign] [SubjectThumbPrint] } %{[CodeSign] [Type]} %${[CollectServerID]}

(continues on next page)
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(continued from previous page)

b

— %{[CollectTime] } %{[Confidence]} %{[CreateTime]} %{[DeptCodePath]
—{ [DeptNamePath] } " %{[Details}}‘%{[DetectID] "%{[DetectKeyString] } %
—{ [DetectMessage] } %{[DetectSubType] } %{[DetectTime]} %{ [DetectType]} %
g{[DeviceIDJ}‘%{[Dlrectlon}} %{ [DNSName] } " %{ [Domain] } %{[EventSeq]} %
—{ [
—1{ [
—{[

-
©

EventSubType]}\%{[EventTimeJ ‘%{[EventType}}‘%{[Feed]}\%{[FileName}

;
FileName2] } ${[FilePath]} %{[FilePath2]} %{[FileSize]} %{[FileTypel} %
FirstTime] } o{[FollowLinkJ}‘%{[HostNameJ ‘%{[Informatlon}[CategoryIDJ}
— %{[Information] [CategoryName] } %${[Information] [PathInfo]} %
—{[Information] [ProductName] } ${[Information] [SourceName]} %

s

[
—{[Information] [ThreatInfo]} %${[Information] [ThreatName]} %{[IP]
[IsKnown] } %${[Level]} %{[LocalIP]} %{[LocalPort]} %{[LogonID]} %{[MAC]}

<
— %{[MalwareKind] } %${[MD5]} %{[Memo]} %{[MLLevel]} %{[MLScore]} %
—{[ModifyTime] } %{[Occurred]} %{[PathInfo]} %${[PathInfo2]} %{[PathKey]} %

[
—{[PID]} %{[Platform]} %{[ProcGuid]} %{[ProcName]} %{[ProcPath]} %
[
[
[

—{[ProcPathKey]} %{[Protocol]} %{[RemoteIP]} %{[RemotePort]} %
—{[Response] } %${[ResponselInfo]} %{[ResponseRule]} %{[Result]} %{[Rule]} %
—{[RuleID]} %{[Score]} %{[SessionID]} %{[SHA256]} %${[SSDEEP]} %{[State]}

endpoint2 €18~

ENDPOINT: %{[Access]} %{[AuthDeptCode]} %{[AuthDeptName]} %{[AuthID]} %
—{[AuthName] } %{ [BusType] } %{[BytesRecved]} %${[BytesSent]} %{[Catgry]} %
—{ [CheckFlag]} %{[ChildPID]} %{[ChildProcGuid]} %{[CmdLine]} %{[ConnCnt]
— %{[CreateTime] } %{[CustomTag]} %{[DetectKey]} %{[DetectTypel} %
—{[DeviceID]} %{[Direction]} %{[DisconnCnt]} %{[DisconnectFlag]} %
—{ [DNSName] }  %${ [DNSRequest] } %{ [DNSResponse] } %{[Domain]} %{[DriveType] }"
—%{[DriveType2] } %${[EventSeq]} %{[EventSubType]} %{[EventTime]} %
—{[EventType] } %{[ExitFlag]} %{[ExitTime]} %${[Ext]} ${[Ext2]} %
—{[FileAttr]} %${[FileName]} %${[FileName2]} %${[FilePath]} %{[FilePath2]}
—{[FileSize]} %{[FileType]} %{[FinalName]} %{[HasDump]} %${[HostName]} %
[Important] } %{[InflowSeq]} %${[Info]} ${[InfoTitle]} %{[InjectionTypel]}

}

—{

%${[IntegrityLevel] } %${[InteractiveFlag]} %{[IP]} %{[IsSystem]} %

—

—{[JsonInfo] [DecodedCmdLine] } %{[JsonInfo] [WebTitle]} %
—{[JsonInfo] [WebURL]} %{[JsonInfo] [WindowText]} %${[LastDisconnTime]} %

[

[ ]
—{[LocalIP]} %{[LocalPort]} %{[LogonID]} %${[MD5]} %{[ModifyTime]} %
—{[offline]} %{[ParentProcEventSeq]} %{[ParentProcGuid]} %

[

[

[

[

[

< { [ParentProcName] } %${[PID]} %{[PPID]} %{[ProcGuid]} %{[ProcName]} %
—{[ProcPath]} %${[ProcUserID]} %{[Protocol]} %{[RegDataSize]} %

—{[RegDataType] } %{[RegKeyPath]} %{[RegNewKeyPath]} %{[RegValue]} %
—{[RegValueName] } %${[RelatedEventSeq]} %{[RelatedPID]} %
—{[RelatedProcGuid] } %{[RelatedProcName] } %{[RelatedProcPath]} %

—{[RemoteIP]} %{[RemotePort]} %{[RegEventSeq]} %{[ReqGuid]} %{[RegName] }"

—%{[ReqPID]} %{[Result]} %${[RuleID]} %{[SerialNumber]} %{[SessionID]} %

—{ [SHA256] } %{[Tactic]} %{[Tag]} %{[TargetPID]} %{[TargetProcGuid]} %

—{[TargetProcName] } %{ [TargetProcPath]} %{[Technique]} %{[TrunkID]}"

—{[Uncertain] } %${[VolumeGuid]} %{[VolumeType]} %{[WindowClassName] }"
[

—{ [WindowText] }

o°

o°

alert2 o1&l A~

ALERT: %{[AuthDeptCode] } %{[AuthDeptName] } %${[AuthID]} %{[AuthName]}"
—{[AVName] } %{[Catgry]} $%${[Classification]} %{[CmdLine]} %
—{[CodeSign] [Issuer]} %{[CodeSign] [IssuerThumbPrint]} %

[CodeSign] [SignatureVerification]} %{[CodeSign] [Signed]} %
—{[CodeSign] [SigningDate] } %${[CodeSign] [Subject]} %
—{[CodeSign] [SubjectThumbPrint] } %{[CodeSign] [Type]} %{[Confidence]} %
—{[CreateTime] } %{ [DeptCodePath]} %{[DeptNamePath]} %{[Details]} %
(continues on next page)

o°

—{
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(continued from previous page)

—{[DetectID]} %{[DetectKeyString]} %{[DetectMessage]} %{[DetectSubType]}"
—%{ [DetectTime] } " %{ [DetectType] } %{[DevicelD]} %{[Direction]} %
— { [DNSName] }  %{ [Domain] } %{[EventSeq]} %{[EventSubType]} %${[EventTime]} %
—{[EventType] } %${[Feed]} %${[FileName]} %{[FileName2]} %${[FilePath]} %
—{[FilePath2]} %${[FileSize]} %{[FileType]} %{[FollowLink]} %{[HostName] }"
—%{[Information]
—{[Information] [PathInfo]} %{][
—{[Information] [SourceName]} %{[Information] [ThreatInfo]} %
—{[Information] [ThreatName]} %{[IP]} %${[IsKnown]} %${[Level]} %{[LocallIP]}

1}

{[

{[

)

[CategoryID]} %{[Information] [CategoryName]} %

)

Information] [ProductName] } %

— %{[LocalPort]} %{[LogonID]} %{[MAC]} %{[MalwareKind]} %${[MD5]} %
A MLScore] } %{[ModifyTime] } %{[PathInfo]} %{[PathInfo2]} %
PathKey]} %${[PID]} %{[Platform]} %{[ProcGuid]} %{[ProcName]} %

[MLLevel]l} %
[

—{[ProcPath] } [ProcPathKey] } %{[Protocol]} %{[RemotelIP]} %
[
[

o

e
°

RemotePort]} %{[Response]} %{[ResponselInfo]} %{[ResponseRule]}
[SSDEEP] }

]
Result]} %${[RuleID]} %{[Score]} %${[SessionID]} %${[SHA256]} %{
}

o
o

— %{[SuspiciousInfo] [Confidence]} %{[SuspiciousInfo] [FileName]

o

—{[SuspiciousInfo] [FilePath]} %{[SuspiciousInfo] [FileSize]} %
—{[SuspiciousInfo] [FileType]} %{[SuspiciousInfo] [MD5]} %
—{[SuspiciousInfo] [MLLevel]} %{[SuspiciousInfo] [MLScore]} %
—{[SuspiciousInfo] [SHA256]} %{[SuspiciousInfo] [SSDEEP]} %
—{[SuspiciousInfo2] [Confidence] } %{[SuspiciousInfo?2] [FileName]} %
—{[SuspiciousInfo2] [FilePath]} %{[SuspiciousInfo2] [FileSize]} %
—{[SuspiciousInfo2] [FileType] } %{[SuspiciousInfo2] [MD5]} %
—{[SuspiciousInfo2] [MLLevel]} %{[SuspiciousInfo2] [MLScore]} %
—{[SuspiciousInfo2] [SHA256]} %{[SuspiciousInfo2] [SSDEEP]} %
—{[SuspiciousInfo3] [Confidence] } %{[SuspiciousInfo3] [FileName]} %
—{[SuspiciousInfo3] [FilePath]} %{[SuspiciousInfo3] [FileSize]} %
—{[SuspiciousInfo3] [FileTypel} %{[SuspiciousInfo3] [MD5]} %
—{[SuspiciousInfo3] [MLLevel]} %{[SuspiciousInfo3] [MLScore]} %
—{[SuspiciousInfo3] [SHA256] } %{[SuspiciousInfo3] [SSDEEP]} %{[ThreatID]} %
—{[YaraRuleID]} %{[YaraRuleName] }

sequoia Q1 & 2

AUDIT: %{[Q@timestamp]} %{[actionStatusCode]} %${[logAlertId]} %
—{[logDetail]} %${[logDevicelId]} %{[logId]} %{[logIdStr]} %{[loglIp]} %
—{[logLinkID] } %{[logLinkType]} %{[logMac]} %{[logMsg]} %${[logThreatId]}"
—%{[logType] } %${[logTypeStr]} %{[logUserId]} %{[logUserName] }

19.2.2 Step2. 221z #H A FA7 AA

2ase 40 A AU EDR 371§ #7kskw @4 shghoh

L 58> 528484 > 57718 24840

ki 2K
TR =l Z U oF EDR
Hlol= NGV EEE EERE BER PEEERE A EER)
A A 1P Genian EDR A 9] o] IP= <] & 3FU| T}
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19.2.3 Step3. 21z #H 4 YA RE R E g

AAE SEI}T 2aZH L WA RE W72 o] F3te] @ AF YA RES Sl T glow st FA
He0ded 4R e G85e] 97 BA WAL BAT S AFUh

@ sonar = @ HARE

Z|L|QHEDR &

X|LIQEDR 9/ SX| 2R E 84 = ZXIUAEDRLIE X =AE 42/10 = XIUSEDRYIE ©A 0| 5

Exploit count

X|L|2EDR 2|2 218 S| L4 =

AEE+ OE

< B2 3 4/5 6 7//8 9 10 > » 9307

19.3 KISA C-TAS o5

KISA ol A Al &-3t= At | A @ A K B4 -5 A2’ (C-TAS) I A5 75 Al-s Ut C-TAS| 7} 5 o
=S 93KEY & Al 22 314 33 AH-_ 715311, Genian EDR A] ¥ o] 4] = IOC DB Framework ¥ A v2
2 WAl o 3th

G Ek
Export KISA 2 FE] 17 A o] A] 253 Export Key(exp key) A H S 23t
Key
7] & 3 | KISAR R E &2 713 (21 2) 7 = (OrgKey) F H & Y=t
=
T 713F | CTASZEE 2 g oJgH = @& 74 0 2 [0C Database o] 5 =& A A A U Th(7] E2E:30
ad )
IPF 4 | d5 AFo2 FHATIPFALY HAV|HS AATUCE(I1EE:10Y)
X 7]
s
1. 2.0.11 AR E A7 DA Al C-TAS Z2] 1 o] T7 “ilﬂqv}. Aoz AA7 A A, B >

AA > AAHAA > & 2] U -2 v 7] KISA C-TAS 95 4AH S
2. A5AFREAE o2 AAHSIL, KISAZRRH A8 A5 AH D 7 JHE 83T
3. AR JY T AF A AT HES ZH ] AT HEE AT

!

4. S'Jr¥£]>/~]/’\“=“>/’\E‘L‘E 4101 Tl > AW S92 &
T, 2 EHqA SALY HES 2T A5 S 3
FAIR

5. 204 A A3 F7)ulc} C-TASE KB Hl ol B &
6. C-TAS ol 559 JH = 9 &A A Threat2 1=~
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19.4 ReversingLabs A1000 21 %

ReversinglLabs A10002 o] &3t 9 T = B A 715 & A& 3] th(ReversingLabs A1000 X -5 114 of] 3] )
Threat2 Q1 &l A of &)} 91Y A H S Reversinglabs A1000 2 A& 3lo] AT o] RE BA @ He1,

A3} Genian EDR A H of| A] & & 4= Q15U Th

o}= A

Al = | ReversinglLabs A1000 #|<= IP === URL A 2 £ A At}

URL

USER- ReversingLabs A1000 A= %2 $J3F USERNAME & H Ut}

NAME

PASS- | ReversingLabs A1000 Al| 3% <152 %] 3 PASSWORD 74 X Q] U T}

WORD

&% 7 | ReversingLabs ATO00 A EFe] A% AAE EATIL. AFASE EAHE AT AEE
= o2 FAFE YL

1. 2.0.11 HAFE A& A 2] A] ReversinglLabs A1000 &2 221 o] stA A X Yt

A X

=
“’]'B]>H;§>i]'ﬁ’g7b dNFE BX HFz ]%,ReversmgLabsAlOOOCﬂ NS ONOoF
AZFAI AZHES S5t AHA AR

¥ 75, URLE A8 41 48 & £ A3
2 AP U B> 91Y Bel vy 55 5 0 959 99 B4 WES ZYstA AP A4
gm0 o] Foto] A% Aol 97 £ A MEL FYFUTh
3. 9% S0 MR 99 B4 222 Y 5 g

19.5 Check Point SandBlast TE1000X 1%

Check Point SandBlast TE1000X & o] & 3F dA Z = B A 7] 5 & A& ¢ th.(Check Point SandBlast TE1000X
B 31 A ) Threat2 Qg Aof 240 61= 51Y A HE Check Point SandBlast TE1000X 2 A &3lo] et 7 =
o] RS BA ¢ A8, A2FE Genian EDR A B o] A &8 4= 915U Th

N

= Ay

Al = | Check Point SandBlast TE1000X A= IP == URLS g =3t}
URL

A= W | Check Point SandBlast TE1000X A= M A< AU ch(dE o :vl)
%l

API Key
1% 4 | Check Point SandBlast TE1000X A =37+] A% A S TAT U ZAH S
% A o® FAHEYTH

o] % | Check Point SandBlast TE1000X Aol Al A& 38F= APl key A 2 & A g th
=

1. 2.0.11 §AEE A= A 2] A] Check Point SandBlast TE1000X Z&] 191 0] &7 A X1 g Ut}
A >AA>IAALAA > I BA v FZ o] 5, Check Point SandBlast TE1000X <% A A
S ON oz WA

2. URLY A& WA, A5

3. 91 E Ao The 24> 919 ¥
Bwoz ol5 ] A% ATke] 99 24 A} WES
4. A% Ee1 W= Y 2 ) %

114 Chapter 19. AW E2|a2Y dF
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19.6 Seculayer eyeCloudXOAR A&

Genian EDR A| 3 3} Seculayer eyeCloudXOAR £ 15 3lo] 91 S Z 2 A A 2532 ¢33 & 5 95Ut

eyeCloudXOAR o] A} A8 4] & Malware Hash @ Malicious IPS Genian EDR 7 3 of] S Z/21A]/ %3] & A £ 5} o]
AHE3tE A s AT Y

19.6.1 Step1. eyeCloudXOAR A%

L. mQbgn] Q7w shmol A Al An Al
Genian EDR 9| A] A| & 31= Rest APLE 7} F 2 d Eof 553 th

2Ygu A X

* HEEHHA A GEMNIANS EDR TEST
*HHZER

“HEM

“HEAu

* Py ey [14] GENIANS EDR

HUIE Kt TAIP(E0R) [

222.121.135.24 ~ 222.121.135.24 23

AP ID/PW
APl URL https://222.121.135.243:8443

APl KEY 214e5aab-1Ti9-40ac-973d-2a3d4a 158084

HE 43 Hx

19.6.2 Step2. &+ 5 HIAE

GenianEDR AT UEE AR 0% & 450 2 g AE /X3 /3]A] H| A E 5 Genian EDR WebZ<0f] J A}
W £ A F gk

19.6. Seculayer eyeCloudXOAR d% 115
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ﬂ /indicators/custom/malwarehashes Custom MalwareHash &4

m /indicators/custom/malwarehashes Custom MalwareHash CHE %4 N
> Hash

/indicators/custom/malwarehashes Custom MalwareHash =%

Im Jindicators/custom/malwarehashes Custom MalwareHash CHS 454

|ﬂ /indicators/custom/malwarehashes/{hash} Custom MalwareHash Z=|

Im /indicators/custom/malwarehashes/{hash} Custom MalwareHash %%

ﬂ R e e e e G TR G AT 2]

m /indicators/custom/suspiciousips Custom SuspiciouslP CHE 84 a IP

/indicators/custom/suspiciousips Custom SuspiciouslP =%

Im /indicators/custom/suspiciousips Custom SuspiciouslP CHE 4%

|ﬂ /indicators/custom/suspiciousips/{ipStr} Custom SuspiciousiP ==

Im /indicators/custom/suspiciousips/{ipStr} Custom Suspiciousi® 4{H

Fig. 2: Genian EDR REST API

19.7 TrendMicro DDA <%

TrendMicro DDA S ] 83 S = 24 7] 55 A5 &Y th(TrendMicro DDA BLf- 312} o] 8l -5} ¢1-5-0]

7}53F ¥] A& Deep Discovery Analyzer 6.1 ¢

U
2 A9sho] YT o HE 24 8 953, 27E Genian EDR A M o] A 13 5 15U h

t}.) Threat2 Q1 &l A of &) 35}= 3t A B E TrendMicro DDA

FE EE
4 % | TRENDMICRO DDA A|Z oA A| &3t APl key B H = A A T} API key+= DDA A|Z 9]
APIKey | Help Hl¥2] About 3} o] A A& Ut
Al = | TRENDMICRO DDA A& IP &=+= URLS ¢ 3t}
URL
A% € | TRENDMICRO DDA Al &0 A AF&3t= Bl &S A Gt
ol X
=
A5 Z | TRENDMICRO DDA A|z3}9] AF el & ZAFUTE AFH &2 FAalol 5= 4 'dsg
= O &2 FAFH YT

1. 2.0.11 AXE A= A x| A] TrendMicro DDA =& 29 ] &7 A x 2 Uth

e > AA > FAHEAA > FAHF= BA v FE o]%, TrendMicro DDA g% A4S ON
W7ot A% APIKey, URLY B} S HAE 98 T AX A AT HES S st A

AR E A

2. 1920 2 24 > Y A vy 55 5 3t A5 Y B4 HES S Y A
SO R o] sste] A% ko) Y F4 A Es SHIY T
3. A AN ER AY A H2ES AT 5 AF Y
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Block Hashiver — ) | B
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Aoy Purto

- Search IP

Search Hash
Ganians — Genians
J
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w1

Unblodk IP
Unblock Hash Genians
Genians At

Block Hash
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Aurto
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Block Hash(ver — )

@ Genians Genians EDR Hash Agte a8,

TE-Hash-hash

Hu|He GEMNIANS EDR TEST

dddd

Hy HAE Hash

EDR OfI0]HE
HAIX]

EDR §H 2

Oloj]EE HAE

EDR HEx=

EDR OI2 7€
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ns APl TEST

Genians APl TEST

Genlans
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Genian 24 sz S vso 3 (@ A0l | Gb
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Genian NAC A=

Genian NAC E29st Y= A
A = Genlan EDR A 8]} A

o
=3} GsAgent= NAC o o] A E o]l Z7]1Q EHE 7,}%6]—7—]]

20.1 Windows Agent A %]

Genian EDR 9] of| o] A E &= A EZRJE X LAY = BE o|HEE $F 5L 9] é 2] Al Al & 3 ok
Genian NAC A 3 4] ¥ 2] CWP (Captive Web Portal) £ %3} Windows OS] oJo] A E & H X 4= 5 Ut
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fE
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rlr
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4. 3tdof st o] EAHHE JEE ‘ﬂe%g
5
6

Eiu)
o
2
X,
ne
o
hins
fu
[t
o
<
v

121



Genian EDR, £ 4] 2.0.124

8. NAC ool EE A4 3 7)o et Gelo = 8 == 43S 4 gugoh
AR A Ao o) A ARG LEAAE A9 T A A2 A WS 2

alo] AL 2 A8,
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1. Web Consoleo]] 2 1¢13}0] A > ¥ olE BE 2 Hdd3h )
7 =

2. =0 oo AET}F AAE o] FHF

20.1.4 Genian oj o] A E W]

1. Windows 7&]’7-(] 94 Systray 2 o] ‘6‘1—1/] ];]_
~ 9

H
2. Genian Agent o}o]Z 2 2o} U]——‘,’—
A~

309" 4L Agstel e e 28 8 4 gy th:
Cl

FBL

A B JJH’JZ}ETH
o+ WA 2] B7): Fel 2o dA WA RS A G
Ul el &2l : Captive Web Portal (CWP) 5| o] X] 2 o] 5 3 T}

Genian Insights-SF219)9: 9110 2 S8 shlo] o & A2 AR, Ao, m2A 2 F8) 3l
A AR E 2 5 QU

AgA A% (L) AHEATE 291 F 5 o 210l 4FA CWP 30] <] 7 A G U e,
A8 AF A (0): AHEATE 2T ok & 4 AU Th

A BA
AgA AF FE: AT 20 A A ARE B S gk
W=D AF P AT B4 MENT A BAE 2 5 A5

4
USBX] JH: AHgAH7F X&) USB A S & T AA G Y.
QA o o] HE AA: (A& A7 A A A o] AEE AA D 5 flow Fe| A7 sl of )
Z2IY AW AFE A7 A X H Agento]l T H A AR E B 5 9l Th

122

Chapter 20. Genian NAC 4%


https:/

Genian EDR, & x] 2.0.124
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o FRANAA HRAAN £ A HE AE st AT
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CHAPTER 2 1

FAQ

211 AE 24 F7)E AAAUIAH
Genian EDR2 1719t} |22 B AL Z A3 o}
21.2 2z ES o WAHS v 2= & 4 A5U7I

ol g, the 2elol =k ANHA Rtk e 2o =0) A9 ol =] o] WL BE ThE
4z e S thA] AN 33 MY ool HE B kgt

127



Genian EDR, £ 4] 2.0.124

128 Chapter 21. FAQ



CHAPTER 22

Troubleshooting

221 YW1 533 34 24

22.1.1 BSoD ¥ A vz ez B A

A= E Q=0 A BSoD WA A obe) ARE 3 WY UL F5F 5 dFeh

BSoD 3}wo] 4| EDR 2l =efol ] st o] $ls s 3¢

1. %windir%memory.dmp £} ol o] A E Full 2 15 4% 5to] 4
2. Y & BSoD 3} ol th-2 A& Setolw BHo| 285 = A9, s AlE At dd #4848
Uk

2,
fifo

BSoD 3} el A =2tolw stdrg o] & H A g B

TA 7R S Eetoly st 2 glstr] 93l *éﬁ:}-ﬁv—’ﬂ. TR IWE AX T
1. windbg A 2] : windbg+ windows sdk & F3J] A ] &
% "Debugging Tools for Windows" ¥+ A &} 5} 37 1} 1 ]% A 7‘1])
2. 925} G7): AEJY o] 7153 PCol| A windbg & A X] 8+ & windbg o] 4] %windir%memory.dmp & & o]
E Ut} (memory.dmpoi] ¢}7] @3 A A ¥ windbg ol drag g t}.)

3. 9872 44 9ush 9w ohge) B3 Ag ok

symfix+
reload
4. A EA AY: nalyze vE AFE F ZYH & B4 BIAE WA gojBU
24 A3} 5o o) 9 22 RE(MODULE_NAME) o] §] 2. o] =eko] )7} 241 /b5 A o] &5tk £
= eol w7k el El ¢ 3l =ekolul iAol €l B4 2 ATk
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6: kd> l!analyze -v
KA AR A AR A AR A A A A A A A A A A A A AR A A A A A A A AR A A A A KR A AR A A A A A A A AR A AR A AR A XA A A A A A KA AR A AR A A AR AKXk

* *
* Bugcheck Analysis *
* *

hhkhkhkhkhkhkhhkhkhhkhhkhkhhkrhkhkhhk vk bk hhkrhkhkhkhkrhhkhk kA hhkhkhdAhhkhkhhkhhkhkhhkhhkrhhkhkkrhhkrkrhhkrkhxhkhkrxkhkxkkx

DPC_WATCHDOG_VIOLATION (133)

The DPC watchdog detected a prolonged run time at an IRQL of DISPATCH_LEVEL

or above.

Arguments:

Argl: 0000000000000001, The system cumulatively spent an extended period of time at
DISPATCH_LEVEL or above. The offending component can usually be
identified with a stack trace.

MODULE_NAME: check64 <<< o] BRI
IMAGE_NAME: check64.sys

6: kd> lmvm f_ih

Browse full module list

start end module name

fE££££805° 37030000 f£££££805°3703a000 f_ih (deferred)
Image path: \??\C:\windows\SYSTEM32\DRIVERS\f_ih.sys
Image name: f_ih.sys
Browse all global symbols functions data

Timestamp: Tue Oct 18 09:43:46 2016 (58057042)
CheckSum: 0001256B

ImageSize: 0000A0QO

Translations: 0000.04b0 0000.04e4 0409.04b0 0409.04e4

Information from resource tables:

)

6. lanalyze -v A3} 50l & 4l Efo] W7} S 7] 9 A%, CallStack 7S 39 27 A3 BT,

STACK_TEXT:

f£f££9881°99fe5b08 : nt!KeBugCheckEx

ff££9881°99feb5bl10 : nt!KeAccumulateTicks+0x181641

f£f££9881°99fe5b70 : nt!KeClockInterruptNotify+0x98c

f£££9881°99fe5£f30 : hal!HalpTimerClockInterrupt+0x£f7

ff££9881°99fe5£60 : nt!KiCalllInterruptServiceRoutine+0xab

f£f££9881°99fe5fb0 : nt!KiInterruptSubDispatchNoLockNoEtw+0xfa

f££fbd05 dfd57660 : nt!KilInterruptDispatchNoLockNoEtw+0x37

ff£fbd05°dfd577£0 : nt!KxWaitForSpinLockAndAcquire+0x30

ff£ffbd05 dfd57820 : nt!KeAcquireSpinLockRaiseToDpc+0x87

ffffbd05°dfd57850 : check64!test::Lock+0x30 [c:\test.cpp @ 205]

ffffbd05 dfd57880 : check64!test: :EnumElement+0x65 [c:\test.cpp @ 277]
ffffbd05°dfd578d0 : checko64!testanalyze::fileinfo+0x10f [c:\testanalyze.cpp @ 1786]
ffffbd05 dfd57950 : check64!testcheckInfo+0x100 [c:\testcheck.cpp @ 7214]
ffffbd05 dfd579f0 : checké64!testcheckCallback+0xlca [c:\testcheck.cpp @ 3189]
ffffbd05 dfd57a50 : check64!stest::memoryQueue+0x9e [c:\stest.cpp @ 118]
ffffbd05°dfd57a90 : check64!stest::checkFunc+0x9d [c:\stest.cpp @ 145]

(continues on next page)
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(continued from previous page)

ffffbd05 dfd57b10 : nt!PspSystemThreadStartup+0x55
ffffbd05 dfd57b60 : nt!KiStartSystemThread+0x28

Callstack ] z} 322 t}&3) Z+e on| & 71 AU th

[T/ 5 1675] : [BECE] ! [T EE U F4 /offset]

o & Eo] ol o} 2L FE2 nt AF 9 KiStartSystemThread+0x28 W 2 8] 4 £ o] u| gt}

ffffbd05 dfd57b60 : nt!KiStartSystemThread+0x28

Callstack 2 o}g]Zo] WA &9 T, S1&0] YFo] 35 T+ 2 ugyr} Callstack S $) ol A5 E
ol 2 YA S WA UEo 329 RERE AFE U] o|uf, Windowse] LA L 47Fold BE & 71 XS
UEtE 8o ZAE 427 & 7HsA ol EFUth o & E91, 919 Callstack o] A & th23} 22 A=
B2Eo] YJeRgUth

nt >> hal >> nt >> check64 >> nt

o] Zoll Al nt, hal = windows ] -4 8 4~ 0] 7] w2 o] windows /3 & &7} obd REF oA A5 o2 Yehd
check64 7} ZAE 9o 7 REAUTE 98L& 0 2 Callstack o] o] S&5F= Windows EEHEL o} &3}
Zsyh
Table 1: windows 25

25 o

nt A==Ad

hal H/W &7

io IO manager

netio Network I/O Subsystem

fitmgr Filter manager

ob Object manager
e e BES Fobirhd mm 3P O o) A2 S FAsm, AG FAe) SEHH U AR
BHEAM AEA S AEE A G U9 94 5] EDR #d oAU A= #d 54

%, %owindir%memory.dmp @ o o] AE Z I 5 ¢ F5to] Yol BAE @ A}

221, Oz 3R FFEA 131
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CHAPTER 23

Release Note

Genian EDR ¢ 18] o] & A] 39 A}8}+3} Genian EDR V2.0 A A AESA HAH W&
LEEAFTEYL

ftlo
ot
X9,
rr
()
i)

9e) = 1= E 9] U §-2 Genian EDRE A1-§-3h AH§ 212 91914 245 .09, Genian EDR AH§ 47} obd
Aol A W ESE AL 38 A e
Qo) = s o Vg2 AlE Aol mek el mglel WY & Ygyth

23.1 g aylo|E Jlole

23.1.1 FoJx}g

+ Jadel=E 57

AWEA Gae o= Flo| =9} Aol = wEE SRS Yol B H BAH & ALFol
grAE Fastal 5 4

Y 5}A] 7] mhghy o)

e AF 2 ad o=+ AYH A GHUth AEFS thE1d o= st=4F A Ao A 433 DB
HolE WAooz 93| 2538 = JdFUth | 013‘]'7“ g1 o= & s ofsle A th1d o=
Bt W Aol A A il dutd 2 DBE E:r"?fﬂf“] /\].gsﬁo]:ﬂqr,].

e AANH L DB A EE = A=A NP S =S AT

e Z|EW AT Jag o= HAIY] HAX| 7 & S T2 DBEﬂo] E 727 o= Q3 Migration
o7 A dad o=t AA T 422E ¢ AdF5 Yt} ojuf CLI 249 <351 DB migration 5 4 2

&)= mIAI A 7F A S B, migration ¢ 3¢ A2 AR|AE FA AU FHE AREH A= O

Y.

133



Genian EDR, £ 4] 2.0.124

23.1.2 A A8 o2 o] vy

Genian EDRE # 8] Z<L oA Jado]|eE AP 4 g5 th

WEBUI S o] &3 13

o img A2 AE> o] E B o AARI0S oA Al HEEWES ST AFS YRET S,
< e 293¢tk dadel= ﬂiﬂtﬂ E:/_ Aol A =2 o] F FY ot

23.1.3 o] A E ¢ d]o]E 4} (Genian NAC of| x] 423))

BAMY dagol= F ol HAER T Aol E fof FUrh AlA® > o o] HE > F& 1 of &2
2 E A =5}o] Threat Detector2 = ¢ 1912 J 2 gt}

Genian NACO| A4 & A|2~8 A 22 =70 et A5 07 219 Juo]ES A8 )

23.2 Release Notes

23.2.1 Current Versions

Genian Insights 2.0.124 (R) Release Notes (2024-03-07)

Last Updated: 2024-03-18

New Features and Improvements

Revi- Key Compo- Description Affects Ver-
sion nents sions
38693 | GS- ML ML 29 djo|E
8508
38693 | GS- Frontend SEH IS R oY o R WA WA
8457
38693 | GS- Agent HE/55 oEHE S Al "W EY I A R 75
8423 ke
38693 GS- Elasticsearch | oI E A M gl t]] A] H & oj| 4] 'ParentProcName' 2 7AW 2
8380 ZAR IS S IR E A
38693 | GS- Agent Yara Rule A A} 7] 571 A
7690
38693 | GS- Agent WindowsApp2] AAA T HHE 73l AST 5 ==
4656 71% WA
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https://ims.genians.com/jira/browse/GS-8508
https://ims.genians.com/jira/browse/GS-8508
https://ims.genians.com/jira/browse/GS-8457
https://ims.genians.com/jira/browse/GS-8457
https://ims.genians.com/jira/browse/GS-8423
https://ims.genians.com/jira/browse/GS-8423
https://ims.genians.com/jira/browse/GS-8380
https://ims.genians.com/jira/browse/GS-8380
https://ims.genians.com/jira/browse/GS-7690
https://ims.genians.com/jira/browse/GS-7690
https://ims.genians.com/jira/browse/GS-4656
https://ims.genians.com/jira/browse/GS-4656

Genian EDR, & x] 2.0.124

Issues Fixed

Revi- Key Compo- Description Affects Ver-

sion nents sions

38834 | GS- Backend Add/Remove AXUE & A7 dg = | 20113
8614 A2 Al 413 oﬂ 2 1wy

38833 | GS- Frontend A5 &FA A 3zol Q= vl ol e 7 ZAIE = A 2.0.0
8690

38823 | GS- Frontend Ak 3+ 2 7} 3 FileUpload o] M E 9] "5} U2" & £ | 2.0.8
8664 2713k 7 A

38731 | GS- Frontend WEBUI 2 A/ Do en & u] &8 ZAHE= v+ =4 2.0.20,
8652 2.0.101

38693 GS- Backend A e >'E AP AAS = 2] H o o] AE 7}FREST | 2.0.104
8630 API & xé A of &= 2 A

38693 | GS- Backend syslog Z A = of|o] AE AA|Z A] QA=A KW 7} AFE} | 2.0.15
8574 2] = —‘rzﬂ

38693 | GS- Frontend A] B ofo]t] 7} 3 3HH MITRE Techique B L 28] A] &3 | 2.0.122
8538 HIDO] F4] FA R o]53tA = A

38693 | GS- Backend AEZ7)3 £ AA AP A A DAzl AAIAS A &= | 2.0.11
8470 Z2A

38693 | GS- Backend CSVE E3F AH %= 7|3} A] 3 x}g IP7F 27 o] Ao | 2.0.102
8367 l MAC74E7P%1§_ R AE A JH 319

MACO A, 7 285 = &

23.2.2 Previous Versions
Genian Insights 2.0.123 Release Notes (2024-02-07)

Last Updated: 2024-03-07

23.2. Release Notes
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https://ims.genians.com/jira/browse/GS-8614
https://ims.genians.com/jira/browse/GS-8614
https://ims.genians.com/jira/browse/GS-8690
https://ims.genians.com/jira/browse/GS-8690
https://ims.genians.com/jira/browse/GS-8664
https://ims.genians.com/jira/browse/GS-8664
https://ims.genians.com/jira/browse/GS-8652
https://ims.genians.com/jira/browse/GS-8652
https://ims.genians.com/jira/browse/GS-8630
https://ims.genians.com/jira/browse/GS-8630
https://ims.genians.com/jira/browse/GS-8574
https://ims.genians.com/jira/browse/GS-8574
https://ims.genians.com/jira/browse/GS-8538
https://ims.genians.com/jira/browse/GS-8538
https://ims.genians.com/jira/browse/GS-8470
https://ims.genians.com/jira/browse/GS-8470
https://ims.genians.com/jira/browse/GS-8367
https://ims.genians.com/jira/browse/GS-8367
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New Features and Improvements

Revi- Key Compo- Description Affects Ver-

sion nents sions

38691 | GS- Agent AA T A of] Al ] &5 AER QL of] o] A E X5 AHA|
8612

38306 | GS- Agent mshta.exe 7} .hta L2 A3 H -, "olg| HE 54
8415 A" 7)ol Y MEo] FHHEF HA

38306 | GS- Agent EZ* STEA(S) = 23s Il ANEE e
8414

38306 | GS- Agent A 7 FileSize ©] 42| Ink 3+ WA A] A+l == Suspi-
8413 ciousLnkFile A& ok 3 7| A

38306 | GS- Agent SuspiciousLnkFile 21 &5 Q&S Z0]7] ¢ 3 At F 2
8412 i A

38306 | GS- Agent A YE o|F FAA A 7|5
8316

38306 | GS- Agent 32 7Rt AT HE A3 &7
8258

38306 | GS- Frontend oMl E Z AL A AMo] Ex AT A] o] HIE o T 3F
7493 AIx 7t5sEE 7jA

38306 | GS- Frontend HZ A 7154 7|7 AR 27}
7332

Issues Fixed

Revi- Key Compo- Description Affects Ver-

sion nents sions

38630 GS- Frontend AR E o] A3 Z 0] A 7| A ol YA BT FA|E | 2.0.123
8617 2] o= A

38628 | GS- Frontend s AUlolE 3AS AFgEo 7 WG T AF AAE A | 2.0.11
8257 7A3HA] ko of o] A E o A AE ] o] EVL F2HEHA

%= ?J’z}

38611 | GS- Agent A & o] AAH of OF ]2 XBA A hs A] o8-S 2.0.110
8606

38545 | GS- Frontend A Fe] FE o] Aol A J2dE o] = AEf7F Hol A 9F | 2.0.112
8601 = A

38414 | GS- Backend ] & o} 2] 2 J#} es monthly W ¢ o] T 2] b= EA| 2.0.116
8556

38306 GS- Backend EDR S8 2 E Ao A olg]HE 4~ T 'Hlo]g] &' | 2.0.123
8479 A of &= 2 A

38306 | GS- Agent A o do S AAS SR w28 o2 AASIY | 2.0.115
8328 %, XBA 7]3_ 1:H o z% 20 o] XJ&Q A ;q]

38306 GS- Agent AA daragde] EY T Efo]lH HLE E7F &4 1.5.100
8314
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https://ims.genians.com/jira/browse/GS-8612
https://ims.genians.com/jira/browse/GS-8612
https://ims.genians.com/jira/browse/GS-8415
https://ims.genians.com/jira/browse/GS-8415
https://ims.genians.com/jira/browse/GS-8414
https://ims.genians.com/jira/browse/GS-8414
https://ims.genians.com/jira/browse/GS-8413
https://ims.genians.com/jira/browse/GS-8413
https://ims.genians.com/jira/browse/GS-8412
https://ims.genians.com/jira/browse/GS-8412
https://ims.genians.com/jira/browse/GS-8316
https://ims.genians.com/jira/browse/GS-8316
https://ims.genians.com/jira/browse/GS-8258
https://ims.genians.com/jira/browse/GS-8258
https://ims.genians.com/jira/browse/GS-7493
https://ims.genians.com/jira/browse/GS-7493
https://ims.genians.com/jira/browse/GS-7332
https://ims.genians.com/jira/browse/GS-7332
https://ims.genians.com/jira/browse/GS-8617
https://ims.genians.com/jira/browse/GS-8617
https://ims.genians.com/jira/browse/GS-8257
https://ims.genians.com/jira/browse/GS-8257
https://ims.genians.com/jira/browse/GS-8606
https://ims.genians.com/jira/browse/GS-8606
https://ims.genians.com/jira/browse/GS-8601
https://ims.genians.com/jira/browse/GS-8601
https://ims.genians.com/jira/browse/GS-8556
https://ims.genians.com/jira/browse/GS-8556
https://ims.genians.com/jira/browse/GS-8479
https://ims.genians.com/jira/browse/GS-8479
https://ims.genians.com/jira/browse/GS-8328
https://ims.genians.com/jira/browse/GS-8328
https://ims.genians.com/jira/browse/GS-8314
https://ims.genians.com/jira/browse/GS-8314
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Genian Insights 2.0.122 Release Notes (2024-01-11)

Last Updated: 2024-02-02

Security Vulnerability

Revi- Key Compo- Description Affects Ver- | CVSS
sion nents sions Score
38067 GS- Backend Y AE HAF A DIt EE HASE 4% 2.4
8408 WA IDE FARE7 HAH = A
New Features and Improvements
Revi- Key Compo- Description Affects Ver-
sion nents sions
38185 | GS- Backend XBA FEHA A 918 H B ATT&CK B2 =7}
8139
38168 | GS- Frontend X 7|SET A #FHo|A] o] = E4<4H Alert 9121 =4 | 1.0.0
8421
38095 | GS- Agent Al2~Hl Locale©] en & 2 A H 7 §-o| = XBA Itk A&
8411 Z JdH FHo| 322 FTAE
37871 | GS- Backend syslog % A] RFC5424 WO 2% AL = == J)
8225 Al
37871 | GS- Frontend g~ FEY o2 =4 st = A
8222
37871 | GS- Agent °+d CHM 3¢ #& XBA s =7}
8199
37871 GS- ThreatDe- AFEAFA ] IOC -2 A Aof "Ej 2 7F A =7}
8159 tector
37871 | GS- Frontend 7170 1 94l 715 =5}
7582
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https://ims.genians.com/jira/browse/GS-8408
https://ims.genians.com/jira/browse/GS-8408
https://ims.genians.com/jira/browse/GS-8139
https://ims.genians.com/jira/browse/GS-8139
https://ims.genians.com/jira/browse/GS-8421
https://ims.genians.com/jira/browse/GS-8421
https://ims.genians.com/jira/browse/GS-8411
https://ims.genians.com/jira/browse/GS-8411
https://ims.genians.com/jira/browse/GS-8225
https://ims.genians.com/jira/browse/GS-8225
https://ims.genians.com/jira/browse/GS-8222
https://ims.genians.com/jira/browse/GS-8222
https://ims.genians.com/jira/browse/GS-8199
https://ims.genians.com/jira/browse/GS-8199
https://ims.genians.com/jira/browse/GS-8159
https://ims.genians.com/jira/browse/GS-8159
https://ims.genians.com/jira/browse/GS-7582
https://ims.genians.com/jira/browse/GS-7582
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Issues Fixed
Revi- Key Compo- Description Affects Ver-
sion nents sions
38217 GS- Agent of o] A E A2 A& thto] 2 B =734, 7tdxo=2 | 1.5.100
8307 Iy Seto|w 7 EYH A o+ —ErZH
38179 | GS- Frontend NAC AlA & A~ A7 313 dlole] A4 &= A g+ | 2.0.100
7482 A
38175 | GS- Frontend A ZAE AJ2El AW A A ZFo] th= A & A] | 2.0.100
8517 He 24
37941 GS- Backend ool A E | Z&2] UloA] A e S A E2E 712 E | 2.0.121
8464 7} gk 2] k= 2 A
37937 GS- Frontend ChildProcessCreate | E 2] $~7] of| 2] A A =7} A] & | 2.0.11
8402 H BRI 27 = A
37933 | GS- Frontend T4 2E g 2ol AN AR 7F R ZAIE = A 2.0.101
8435
37871 | GS- Agent ZHd Ao 2 31 HE o] ¥l E (FileAttach) 2] 9 &3 A E | 2.0.108
8163 7} FeE = A
Genian Insights 2.0.121 Release Notes (2023-12-07)
Last Updated: 2024-01-02
New Features and Improvements
Revi- Key Compo- Description Affects Ver-
sion nents sions
37420 | GS- ThreatDe- A EFR] A] alert tl] o] E] o] €] &£ 5 (AlertDecision) A &
8166 tector =7}
37420 | GS- Backend S Hof Server A E = E3HA] == A
8157
37420 | GS- Backend FEAF O U AT HAA AA v LA S A= 3] 3 oFA
8156
37420 | GS- Frontend LIVE 4M N3 d 2= 37 248 7|5 MA
8107
37420 | GS- Frontend LIVE A A 3td9] gt 9y Fo 7 Lt EFHE=
8056 28 A
37420 | GS- Agent 3} 2] AV (Virobot Security) ¢1-5
7987
37420 | GS- Backend ud & AR A AHA 75 F7F
7937
37420 | GS- Frontend oA ALY E Y HE2SAH AR 1]
7855
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https://ims.genians.com/jira/browse/GS-8307
https://ims.genians.com/jira/browse/GS-8307
https://ims.genians.com/jira/browse/GS-7482
https://ims.genians.com/jira/browse/GS-7482
https://ims.genians.com/jira/browse/GS-8517
https://ims.genians.com/jira/browse/GS-8517
https://ims.genians.com/jira/browse/GS-8464
https://ims.genians.com/jira/browse/GS-8464
https://ims.genians.com/jira/browse/GS-8402
https://ims.genians.com/jira/browse/GS-8402
https://ims.genians.com/jira/browse/GS-8435
https://ims.genians.com/jira/browse/GS-8435
https://ims.genians.com/jira/browse/GS-8163
https://ims.genians.com/jira/browse/GS-8163
https://ims.genians.com/jira/browse/GS-8166
https://ims.genians.com/jira/browse/GS-8166
https://ims.genians.com/jira/browse/GS-8157
https://ims.genians.com/jira/browse/GS-8157
https://ims.genians.com/jira/browse/GS-8156
https://ims.genians.com/jira/browse/GS-8156
https://ims.genians.com/jira/browse/GS-8107
https://ims.genians.com/jira/browse/GS-8107
https://ims.genians.com/jira/browse/GS-8056
https://ims.genians.com/jira/browse/GS-8056
https://ims.genians.com/jira/browse/GS-7987
https://ims.genians.com/jira/browse/GS-7987
https://ims.genians.com/jira/browse/GS-7937
https://ims.genians.com/jira/browse/GS-7937
https://ims.genians.com/jira/browse/GS-7855
https://ims.genians.com/jira/browse/GS-7855

Genian EDR, & x] 2.0.124

Issues Fixed
Revi- Key Compo- Description Affects Ver-
sion nents sions
37754 GS- Frontend LIVE 22X A3 slH dEFQQE BEEo] A7 E5 X | 2.0.100
7801 o) B xﬂ
37747 | GS- Backend, Syslog A A gko] U5 2 2 $-of ddlo]|E API 2 H A 413 | 2.0.100
8385 Frontend e & A s A
37734 | GS- Frontend oW E ZA} ﬁrfﬂ oA At HES ZEsl= 4% 39 | 2.0.100
8394 o] HE= At (MLTOS)
37420 GS- Frontend LIVE A 3o AM 24 AA A &9 g|l2~E7e | 2.0.121
8230 dIg3S AR AR 295 Y
37420 | GS- Agent s AdY 5 o] §AE A o= £A 2.0.110
8078
Genian Insights 2.0.120 Release Notes (2023-11-01)
Last Updated: 2023-12-07
Security Vulnerability
Revi- Key Compo- Description Affects Ver- | CVSS
sion nents sions Score
37419 | GS- Tomcat Tomcat version upgrade (8.5.86 -> 8.5.96) 7.5
8355
New Features and Improvements
Revi- Key Compo- Description Affects Ver-
sion nents sions
37168 | GS- Agent oM E L] "IP" ol ¥l FAEE P = A
7797
37165 GS- Agent Application Shimming & & & 7] A1
8201
37040 | GS- Agent DLL A #& A= AA
8097
36882 GS- Frontend GMODULEY| A 'LIVEZAM A3} A g 7|5 A& 2.0.102
8081
36832 | GS- Agent AALF B A A Fot7 =2 A7 V)5S A== 7Y
7956 Al
36882 GS- Agent obA Il dl A3 HE A3 EFR|
7948
36882 | GS- Backend AFE-2FA 2] TOCol| B L (Tag) 2 A F7}
7494
36882 | GS- Frontend o| A3 EAl 3l B Eof "2 ID" AE F7}
7404
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https://ims.genians.com/jira/browse/GS-7801
https://ims.genians.com/jira/browse/GS-7801
https://ims.genians.com/jira/browse/GS-8385
https://ims.genians.com/jira/browse/GS-8385
https://ims.genians.com/jira/browse/GS-8394
https://ims.genians.com/jira/browse/GS-8394
https://ims.genians.com/jira/browse/GS-8230
https://ims.genians.com/jira/browse/GS-8230
https://ims.genians.com/jira/browse/GS-8078
https://ims.genians.com/jira/browse/GS-8078
https://ims.genians.com/jira/browse/GS-8355
https://ims.genians.com/jira/browse/GS-8355
https://ims.genians.com/jira/browse/GS-7797
https://ims.genians.com/jira/browse/GS-7797
https://ims.genians.com/jira/browse/GS-8201
https://ims.genians.com/jira/browse/GS-8201
https://ims.genians.com/jira/browse/GS-8097
https://ims.genians.com/jira/browse/GS-8097
https://ims.genians.com/jira/browse/GS-8081
https://ims.genians.com/jira/browse/GS-8081
https://ims.genians.com/jira/browse/GS-7956
https://ims.genians.com/jira/browse/GS-7956
https://ims.genians.com/jira/browse/GS-7948
https://ims.genians.com/jira/browse/GS-7948
https://ims.genians.com/jira/browse/GS-7494
https://ims.genians.com/jira/browse/GS-7494
https://ims.genians.com/jira/browse/GS-7404
https://ims.genians.com/jira/browse/GS-7404

Genian EDR, £ 4] 2.0.124

Issues Fixed

Revi- Key Compo- Description Affects Ver-

sion nents sions

37455 GS- Frontend endpoint A A5 AFE3l= A YR Y7 A]GC 522 | 2.0.109
8340 _id AFg-FFo] olA F&3HA] ke A

37293 | GS- python send2mssql =2 2ol oA EX LS date B} Y o2 M3} | 2.0.20
8249 2] 3= A

37287 GS- Backend T E Y7 7F 52 61A] k= BA) 2.0.118
8269

37278 GS- Backend, Syslog A AL Asd AE 7oA 249 (NULL) | 2.0.6
8260 Logstash 2 WA A e A

37252 | GS- Agent o] HE JUlo]E Ze]1d Hd FAIEL TF 2.0.11
8208

37179 | GS- Backend Indexpattern H| ©] £ DB migration A] A}-&2}7} 7131 o &
7638 o] AHA| =] = & A

37164 | GS- Agent 23 YE A3 ZZ AN 2 (ScriptingParentProcess) 7} 2 | 2.0.104
8221 A== 2A

37151 | GS- Agent FtEjA] S A Al A 2.0.107
8214

37127 GS- Frontend O5 A AN SHAA AA ZA] AL HEo] &A3F | 2.0.120
8262 =2 = d@A

37102 | GS- Frontend Aol & AM e EF A o|HIE ~E | g}2lo] g]lAlo]A | 2.0.13
8207 H 2] o= A

37073 | GS- Frontend ot A A e o] A 2] e A 2.0.15
8226

37069 | GS- Frontend 14 7|5 AHE& A PDF 31 Y& o] A= A4 2.0.100,
8141 2.0.15

37066 GS- Backend A HE 71A 7] 34 EAH YA =8H3= 2= 2 | 2.0.14
8220 71 A 3= A

37065 | GS- Database mysql of] access listo]] =] 2] F=ipE H< 753 FA | 2.0.115
8186

37042 | GS- Agent J=319 919 AME 7T A A OF= A 2.0.106
8176

36882 GS- 10C DB Suspicious IP of] T} 3k IOC A 2.5 2.0.120
8012

36882 | GS- Frontend gl A9 37, A AE HAsE A5 19 o] A= o]F | 2.0.5
7663 o= A AF

Genian Insights 2.0.119 Release Notes (2023-10-10)

Last Updated: 2023-11-01
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https://ims.genians.com/jira/browse/GS-8340
https://ims.genians.com/jira/browse/GS-8340
https://ims.genians.com/jira/browse/GS-8249
https://ims.genians.com/jira/browse/GS-8249
https://ims.genians.com/jira/browse/GS-8269
https://ims.genians.com/jira/browse/GS-8269
https://ims.genians.com/jira/browse/GS-8260
https://ims.genians.com/jira/browse/GS-8260
https://ims.genians.com/jira/browse/GS-8208
https://ims.genians.com/jira/browse/GS-8208
https://ims.genians.com/jira/browse/GS-7638
https://ims.genians.com/jira/browse/GS-7638
https://ims.genians.com/jira/browse/GS-8221
https://ims.genians.com/jira/browse/GS-8221
https://ims.genians.com/jira/browse/GS-8214
https://ims.genians.com/jira/browse/GS-8214
https://ims.genians.com/jira/browse/GS-8262
https://ims.genians.com/jira/browse/GS-8262
https://ims.genians.com/jira/browse/GS-8207
https://ims.genians.com/jira/browse/GS-8207
https://ims.genians.com/jira/browse/GS-8226
https://ims.genians.com/jira/browse/GS-8226
https://ims.genians.com/jira/browse/GS-8141
https://ims.genians.com/jira/browse/GS-8141
https://ims.genians.com/jira/browse/GS-8220
https://ims.genians.com/jira/browse/GS-8220
https://ims.genians.com/jira/browse/GS-8186
https://ims.genians.com/jira/browse/GS-8186
https://ims.genians.com/jira/browse/GS-8176
https://ims.genians.com/jira/browse/GS-8176
https://ims.genians.com/jira/browse/GS-8012
https://ims.genians.com/jira/browse/GS-8012
https://ims.genians.com/jira/browse/GS-7663
https://ims.genians.com/jira/browse/GS-7663

Genian EDR, & x] 2.0.124

New Features and Improvements

Revi- Key Compo- Description Affects Ver-
sion nents sions
36825 | GS- Backend A SA G o] DY AFEIQAA Fl T ' HH S A
8154 AL 223t == API 7| A1
36817 | GS- Agent ote] @A) =2 191 3 A1 NAR SDK (23.10.24.1) A &
8150
36585 | GS- Agent A= A c I H=R &7
7970
36585 | GS- Backend Threat Event API ($] g o|HIE APD) o] A H9 S43]
7963
36585 | GS- Agent GsProtect A 0|2~ G A AE 8 HS A} 27}
7949
36585 | GS- Agent AR AL Z 2o o 3k O] 4 (Agent, Antiransom) 2 7|
7927 232 AN
36585 | GS- Agent wuaucltcore.exe Z Z M| 2 9] file o] Wl E & bypass 5} = =
7922 EventBypass 3] & 37}
36585 | GS- Agent AA H S A API =7}
7828
36585 GS- Agent ool AE A A= ZHAF A A A o] 7= 7
7776
36585 | GS- Agent GE=3H A3 HE A &4
7725
36585 | GS- Agent WatchDog 4] 8] 2~ (GsProtect) 7} 214 2 W AT A ==
7610 A3 (DACL) A A
Issues Fixed
Revi- Key Compo- Description Affects Ver-
sion nents sions
36819 GS- Agent XBA Built-in & JU| o] E7} AAA © 7 T] %] k= FA| 2.0.11
8059
36720 | GS- Agent event.db 24 257 A A] GsAgent.exe ZZ M A7FCPU | 2.0.13
8094 Aotal o] e A= A
36628 | GS- Backend E4 Akt A A A v =] = o5 7 flA vk A A | 2.0.11
8090 = A
36585 | GS- Agent AAES 27 AA &5 A o]JHES YA 2EE 7] | 206
8036 ALE Adsts A
36585 | GS- Backend gfol A T E =351 =0 10C JHolE 53 | 2.0.105
7990 BFA] 9k A
36585 | GS- Frontend S A JSON =8 shdo v g Jefo] AH7E =3 | 2.0.106
7920 = A ke A
36585 GS- Backend ECO Z8 YA HE > o E BA AAASL =71 A A1 | 2.0.113
7809 L F7F A B A
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https://ims.genians.com/jira/browse/GS-8154
https://ims.genians.com/jira/browse/GS-8154
https://ims.genians.com/jira/browse/GS-8150
https://ims.genians.com/jira/browse/GS-8150
https://ims.genians.com/jira/browse/GS-7970
https://ims.genians.com/jira/browse/GS-7970
https://ims.genians.com/jira/browse/GS-7963
https://ims.genians.com/jira/browse/GS-7963
https://ims.genians.com/jira/browse/GS-7949
https://ims.genians.com/jira/browse/GS-7949
https://ims.genians.com/jira/browse/GS-7927
https://ims.genians.com/jira/browse/GS-7927
https://ims.genians.com/jira/browse/GS-7922
https://ims.genians.com/jira/browse/GS-7922
https://ims.genians.com/jira/browse/GS-7828
https://ims.genians.com/jira/browse/GS-7828
https://ims.genians.com/jira/browse/GS-7776
https://ims.genians.com/jira/browse/GS-7776
https://ims.genians.com/jira/browse/GS-7725
https://ims.genians.com/jira/browse/GS-7725
https://ims.genians.com/jira/browse/GS-7610
https://ims.genians.com/jira/browse/GS-7610
https://ims.genians.com/jira/browse/GS-8059
https://ims.genians.com/jira/browse/GS-8059
https://ims.genians.com/jira/browse/GS-8094
https://ims.genians.com/jira/browse/GS-8094
https://ims.genians.com/jira/browse/GS-8090
https://ims.genians.com/jira/browse/GS-8090
https://ims.genians.com/jira/browse/GS-8036
https://ims.genians.com/jira/browse/GS-8036
https://ims.genians.com/jira/browse/GS-7990
https://ims.genians.com/jira/browse/GS-7990
https://ims.genians.com/jira/browse/GS-7920
https://ims.genians.com/jira/browse/GS-7920
https://ims.genians.com/jira/browse/GS-7809
https://ims.genians.com/jira/browse/GS-7809

Genian EDR, £ 4] 2.0.124

Genian Insights 2.0.118 Release Notes (2023-09-05)

Last Updated: 2023-10-10

Security Vulnerability

Revi- Key Compo- Description Affects Ver- | CVSS
sion nents sions Score
36450 | GS- Backend AA Bto] AL E5 212 0] AAZAPIE 3.9
7945 AHEE T Je FH FH
New Features and Improvements
Revi- Key Compo- Description Affects Ver-
sion nents sions
36539 | GS- Backend HAE T2 API A Aof| ubxo] T2 AH AA HA | 2.0.0
8085
36462 | GS- Backend ul o151 <] FTP/SFTP A5 A ZEA A 75 =7}
8034
36440 | GS- Agent log collect oA} EAA A 8] & F715F0] Als A
8028
36416 | GS- Frontend ul A A 2] A 2 CIFS A A oA| Al S \IP 4 2]l A [//IP/ | 2.0.108
8021 AR]Z A7
36329 | GS- Agent Z <] 7] 5 o] Y 23] o] AF A W = = 7 -2 Windows Temp
8040 Z T 7} AHA = = E A
36207 | GS- Agent SuspiciousLNK X tHE o] 9] 2] =7}
7918
36207 GS- Backend OpenSSH W A 9.3p2 g o]=
7871
36207 | GS- Agent NAC A5 A Zu[e 271 A A = A = ZA4
7850
36207 | GS- Frontend IP 4o et et B A1 7|5 A A
7830
36207 | GS- Agent LNK 3F Y &#d 7R @ Ao 75 A
7790
36207 | GS- Backend HoF A A 7]% (LiveResponse) AF-& A| 20HA] Q1 =3l =
7720 7§ A
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https://ims.genians.com/jira/browse/GS-7945
https://ims.genians.com/jira/browse/GS-7945
https://ims.genians.com/jira/browse/GS-8085
https://ims.genians.com/jira/browse/GS-8085
https://ims.genians.com/jira/browse/GS-8034
https://ims.genians.com/jira/browse/GS-8034
https://ims.genians.com/jira/browse/GS-8028
https://ims.genians.com/jira/browse/GS-8028
https://ims.genians.com/jira/browse/GS-8021
https://ims.genians.com/jira/browse/GS-8021
https://ims.genians.com/jira/browse/GS-8040
https://ims.genians.com/jira/browse/GS-8040
https://ims.genians.com/jira/browse/GS-7918
https://ims.genians.com/jira/browse/GS-7918
https://ims.genians.com/jira/browse/GS-7871
https://ims.genians.com/jira/browse/GS-7871
https://ims.genians.com/jira/browse/GS-7850
https://ims.genians.com/jira/browse/GS-7850
https://ims.genians.com/jira/browse/GS-7830
https://ims.genians.com/jira/browse/GS-7830
https://ims.genians.com/jira/browse/GS-7790
https://ims.genians.com/jira/browse/GS-7790
https://ims.genians.com/jira/browse/GS-7720
https://ims.genians.com/jira/browse/GS-7720

Genian EDR, & x] 2.0.124

Issues Fixed
Revi- Key Compo- Description Affects Ver-
sion nents sions
36555 | GS- Frontend A 24 st A 7] el Al B Y sk sfde] | 2.0.0
8073 A = “\'_"Z‘“
36454 GS- Agent St el A =) 19 2 A7 SulE A a5 A 231 | 2.0.111
8052 = A
36437 | GS- Agent W E A [P W A o] AL EAA TAS= AL o] AE | 2.0.115
8014 T A A
36337 GS- Frontend 37 3 dHe a2 ZnR H7]E A4 | 208
8015 Sk 4% EﬂOIEi7}n7HL£7lﬂ% ks
36207 | GS- XBA A A oFEHE 54 2AEN TR AN X 5=
7952 H=d4
36207 | GS- Backend ] ¥ https port H i o ol AE A A ZE 5t o] = | 2.0.118
7942 | EZE 443) 7 AEE = EA
36207 | GS- Agent AMSI 64325 3F 2 & 2 32bito]] A] A 2] ¢F 5 = 24 2.0.114
7833
36207 GS- Backend AR E g3 AFES YA A g3 83F3H0] 2TB | 2.0.106
7351 ol FA| H A o= #A
Genian Insights 2.0.117 Release Notes (2023-08-01)
Last Updated: 2023-09-06
Security Vulnerability
Revi- Key Compo- Description Affects Ver- | CVSS
sion nents sions Score
35635 GS- Frontend e 2] API 7] 7} th2 &E| Aol Al &5 = 5.3
7530 Z kA
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https://ims.genians.com/jira/browse/GS-8073
https://ims.genians.com/jira/browse/GS-8073
https://ims.genians.com/jira/browse/GS-8052
https://ims.genians.com/jira/browse/GS-8052
https://ims.genians.com/jira/browse/GS-8014
https://ims.genians.com/jira/browse/GS-8014
https://ims.genians.com/jira/browse/GS-8015
https://ims.genians.com/jira/browse/GS-8015
https://ims.genians.com/jira/browse/GS-7952
https://ims.genians.com/jira/browse/GS-7952
https://ims.genians.com/jira/browse/GS-7942
https://ims.genians.com/jira/browse/GS-7942
https://ims.genians.com/jira/browse/GS-7833
https://ims.genians.com/jira/browse/GS-7833
https://ims.genians.com/jira/browse/GS-7351
https://ims.genians.com/jira/browse/GS-7351
https://ims.genians.com/jira/browse/GS-7530
https://ims.genians.com/jira/browse/GS-7530

Genian EDR, £ 4] 2.0.124

New Features and Improvements

Revi- Key Compo- Description Affects Ver-

sion nents sions

35635 GS- Database Y A Al BAE = 2B 8 3 B = o A] malwares.com
7703 A A

35635 | GS- Agent ool AE A A A] A g] WA 7fA
7637

35635 | GS- Backend, o o] A E wfj 2 Fe] AN 5 A Ul A
7614 Frontend

35635 | GS- Agent AR E T A 8] 2 AHA] 9HA] 7] =7
7600

35635 | GS- Backend REST AP1E 53t AR AR 573} 7|5 =7}
7579

35635 GS- GenianOS EDR A= o] u] %] (CT64) 2] t)-&2F A}o] ZE thu] sk YA
7578 4 AS=22 HA

35635 | GS- Agent AABRS At 23 F 7
7326

35635 | GS- IOC Updater | iocupdater v1 A}A]|
7281

Issues Fixed

Revi- Key Compo- Description Affects Ver-

sion nents sions

36162 GS- Frontend AdH Y ELQ T o|HE ARV ZE ZAE = EA 2.0.108
7968

36002 | GS- Frontend A9 B A 22 258 2l std W o] AT A k= | 2.0.116
7958 A

35890 GS- Frontend olHE ~AE ] oA tha] Z2 M A7 2R AeiE = | 2.0.100
7938 A

35814 | GS- Agent A v g gt As] & xfilter BSoD WHAY 1.5.100
7897

35635 | GS- Frontend Bz dojd Aol Fo] duf A A AAH A = AA | 2.0.17
7674 T BT YRR Ho|= dA

35635 GS- Backend CSV A X Z=7|3 A HTTPS A2 & 7|3} 5 %] &= FA] | 2.0.11
7665

35635 | GS- Frontend ¢] 3 Tz] 3} ol A 'EventType' ©] 'winevt' 91 XBA ¢ d| | 2.0.106
7641 o] E] 7} 2 ¥ 5 A ‘E%*% ks

35635 GS- Backend AFY 27 A dEXZQQE AH AHE Q&aE sk 4% 2HA| | 2.0.102
7625 T e A éii A 873 A Ol e = A

35635 | GS- Frontend oldl A g8 271 A 48 & o 9] X 2] 7} 52514 = | 1.0.0
7545 A

35635 GS- Frontend Hgle A 7l2 37]|E &9 0 A4 CONF AZUEZ} | 1.0.0
6195 A g dolvhe Ay
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https://ims.genians.com/jira/browse/GS-7703
https://ims.genians.com/jira/browse/GS-7703
https://ims.genians.com/jira/browse/GS-7637
https://ims.genians.com/jira/browse/GS-7637
https://ims.genians.com/jira/browse/GS-7614
https://ims.genians.com/jira/browse/GS-7614
https://ims.genians.com/jira/browse/GS-7600
https://ims.genians.com/jira/browse/GS-7600
https://ims.genians.com/jira/browse/GS-7579
https://ims.genians.com/jira/browse/GS-7579
https://ims.genians.com/jira/browse/GS-7578
https://ims.genians.com/jira/browse/GS-7578
https://ims.genians.com/jira/browse/GS-7326
https://ims.genians.com/jira/browse/GS-7326
https://ims.genians.com/jira/browse/GS-7281
https://ims.genians.com/jira/browse/GS-7281
https://ims.genians.com/jira/browse/GS-7968
https://ims.genians.com/jira/browse/GS-7968
https://ims.genians.com/jira/browse/GS-7958
https://ims.genians.com/jira/browse/GS-7958
https://ims.genians.com/jira/browse/GS-7938
https://ims.genians.com/jira/browse/GS-7938
https://ims.genians.com/jira/browse/GS-7897
https://ims.genians.com/jira/browse/GS-7897
https://ims.genians.com/jira/browse/GS-7674
https://ims.genians.com/jira/browse/GS-7674
https://ims.genians.com/jira/browse/GS-7665
https://ims.genians.com/jira/browse/GS-7665
https://ims.genians.com/jira/browse/GS-7641
https://ims.genians.com/jira/browse/GS-7641
https://ims.genians.com/jira/browse/GS-7625
https://ims.genians.com/jira/browse/GS-7625
https://ims.genians.com/jira/browse/GS-7545
https://ims.genians.com/jira/browse/GS-7545
https://ims.genians.com/jira/browse/GS-6195
https://ims.genians.com/jira/browse/GS-6195

Genian EDR, & x] 2.0.124

Genian Insights 2.0.116 Release Notes (2023-07-05)

Last Updated: 2023-07-31

New Features and Improvements

Revi- Key Compo- Description Affects Ver-
sion nents sions
35599 | GS- Agent MagicLinedNX 3 ¢F ¥ Z of| 2] 3} lateral movement B4
7775
35465 | GS- Frontend I olWIES 3L Y-S FFIL PO E FAFEE
7848 al
35146 | GS- Agent FElMA 3t WY 71 E LA 2" B 75 F A
7692 7}
35146 | GS- Agent Z 2 A2 ol gtz o] 23F 7§ BSoD A st A
7646 (IRQL_NOT LESS OR_EQUAL )
35146 | GS- Agent o o] AE Y H 2 Ao o|WlE =3 L AFF7] Aol
7623 A A
35146 | GS- Database dbmigration A] dbname ol &4~ 2} (hyphen 5) A Y
7620
35146 | GS- Frontend AR, Al2dl, HeleA] do] AAof 2 212 51 d)
7565 2E 74
35146 | GS- Agent otE] A A Z 2] 29l T+ Delay 54+ 7] A1 2.0.107
7535
35146 | GS- Agent A 5tde] A AHEXBA AT ZAOE AL ST 5
7386 o] = E 7H /K«]
35146 | GS- Agent, wEMOEﬂ“ﬂQ A2ZE ] BEE5S AT 5 9=
7333 Backend, Ul &7}
Frontend
35146 | GS- Agent AGe A EA) Al 7] A 24 A
7087
34478 | GS- Agent xfilter E2to| v o] w2 2] {84 HA 23] 73}
7511
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https://ims.genians.com/jira/browse/GS-7775
https://ims.genians.com/jira/browse/GS-7775
https://ims.genians.com/jira/browse/GS-7848
https://ims.genians.com/jira/browse/GS-7848
https://ims.genians.com/jira/browse/GS-7692
https://ims.genians.com/jira/browse/GS-7692
https://ims.genians.com/jira/browse/GS-7646
https://ims.genians.com/jira/browse/GS-7646
https://ims.genians.com/jira/browse/GS-7623
https://ims.genians.com/jira/browse/GS-7623
https://ims.genians.com/jira/browse/GS-7620
https://ims.genians.com/jira/browse/GS-7620
https://ims.genians.com/jira/browse/GS-7565
https://ims.genians.com/jira/browse/GS-7565
https://ims.genians.com/jira/browse/GS-7535
https://ims.genians.com/jira/browse/GS-7535
https://ims.genians.com/jira/browse/GS-7386
https://ims.genians.com/jira/browse/GS-7386
https://ims.genians.com/jira/browse/GS-7333
https://ims.genians.com/jira/browse/GS-7333
https://ims.genians.com/jira/browse/GS-7087
https://ims.genians.com/jira/browse/GS-7087
https://ims.genians.com/jira/browse/GS-7511
https://ims.genians.com/jira/browse/GS-7511

Genian EDR, £ 4] 2.0.124

Issues Fixed

Revi- Key Compo- Description Affects Ver-

sion nents sions

35597 GS- Backend A" o] A S 'FJo]'Z AP Lo = AR 129 | 2.0.105,
7766 23y 9 2 IID' Zto] F2o] 2 TAE 2.0.104

(GOV)

35581 | GS- Agent file o] M Eof "Ext" =/} F&HE = EA| 2.0.114
7864

35556 | GS- Backend gho] A 52 3 threat ©FA| 7} Qe = £ A 2.0.104
7221

35472 | GS- Backend AAS"AAE" HA A, dEFZQE BEo"AHAH" A | 2.0.107
7760 2 ulod oy = 3 Ak

35380 | GS- Backend Elasticsearch ¥ ] o] 55 o] 4} A g+ 74 FAsl= EA| | 2.0.108
7770 =3

35314 GS- Agent Syswow64 2] cmd 7} A 3 3}+= vl X] 5} Y 2] RunScripto] ¥l | 2.0.114
7799 E w25 = 74

35311 | GS- Agent AR AZEA BELHFZI M2 AL HZ 54 | 20116
7810 o= &= A

35304 | GS- Frontend HA s AZUE AFZ A], A AH zFo] 1o ul gro] | 2.0.104
7821 HS 3} o] AAE = A (GOV),

2.0.106

35299 | GS- Frontend Ar"E E P A AT AR IAH = A 2.0.100
7792

35296 | GS- Backend Syslog =2FE X3t S Ao Al 2 (") X 3A 2 7F 257 | 2.0.11
7767 =3

35293 | GS- Backend Custom & ©] A 5}= o] A9 A= BAS 4%, & | 2.0.106
7773 AHE EA4 UF Custom & ©] I = 2] k= F A

35146 | GS- Agent AXNH AZEYo] EZoA I AOE o]Zo] 2 E X | 2.0.116
7655 A& = A

35146 | GS- Agent o] HE HE A A| AXH AZEY o] AR} 2=
7642 = 2

35146 | GS- Frontend JE dlo]E] Y& CONF AEZUE (type 66) &l o] o} B | 1.5.2
7486 o= dA

35146 | GS- Backend ZA Ao WA M A IDE AN E7153 FA) 2.0.102
7126
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https://ims.genians.com/jira/browse/GS-7766
https://ims.genians.com/jira/browse/GS-7766
https://ims.genians.com/jira/browse/GS-7864
https://ims.genians.com/jira/browse/GS-7864
https://ims.genians.com/jira/browse/GS-7221
https://ims.genians.com/jira/browse/GS-7221
https://ims.genians.com/jira/browse/GS-7760
https://ims.genians.com/jira/browse/GS-7760
https://ims.genians.com/jira/browse/GS-7770
https://ims.genians.com/jira/browse/GS-7770
https://ims.genians.com/jira/browse/GS-7799
https://ims.genians.com/jira/browse/GS-7799
https://ims.genians.com/jira/browse/GS-7810
https://ims.genians.com/jira/browse/GS-7810
https://ims.genians.com/jira/browse/GS-7821
https://ims.genians.com/jira/browse/GS-7821
https://ims.genians.com/jira/browse/GS-7792
https://ims.genians.com/jira/browse/GS-7792
https://ims.genians.com/jira/browse/GS-7767
https://ims.genians.com/jira/browse/GS-7767
https://ims.genians.com/jira/browse/GS-7773
https://ims.genians.com/jira/browse/GS-7773
https://ims.genians.com/jira/browse/GS-7655
https://ims.genians.com/jira/browse/GS-7655
https://ims.genians.com/jira/browse/GS-7642
https://ims.genians.com/jira/browse/GS-7642
https://ims.genians.com/jira/browse/GS-7486
https://ims.genians.com/jira/browse/GS-7486
https://ims.genians.com/jira/browse/GS-7126
https://ims.genians.com/jira/browse/GS-7126

Genian EDR, & x] 2.0.124

New Features and Improvements

Revi- Key Compo- Description Affects Ver-
sion nents sions
35740 | GS- Database, Endpoint o|HEo| X HAEZ AR, I AR =7}
7456 Frontend
35114 | GS- Agent AMSI AR5 Z] 9k= o] E HE| g 2.0.114
7477
35018 GS- Backend, MySQL 8.0.33 2 d|o| =
7688 Database
34806 GS- Backend, MySQL 8.0.32 2 d|o] =
7365 Database
34733 | GS- Backend EDR Event REST API of] Aggregation (3] 7)) 2= F7}
7567
34733 GS- Agent A EAZ Q3] OS HA ¥H2 Bexo] Jd AY = | 2.0.106
7551 Zolw el 51 B
34733 GS- Agent of| o] 4 E 7} Proxy Al ¥ & 535} A ¥ 2} 541 (RestAPI) &
7547 F P97
34733 | GS- Agent = etol B 2] (zlib) # ek 7R ol whE WA ¢ 1| o]
7479 =S
34733 | GS- Agent OJHIE A2 A A Al e 24 S vEe d=ZE A4
7459 A== ANA
34733 | GS- Backend PARE FFA 374/ d 271325 A
7455
34733 | GS- Agent GsAgent.exe A3 3} F=3] A&
7444
34733 | GS- Agent "API Hooking AF&-" ]2 E A& 'on' 02 W T
7443
34733 | GS- Agent A g glo] ol o] I E Ao Al DA FA RS AA
7433 g4 A= E A
34733 GS- Frontend TZE T EE B8 - 2R3 API E3] 2 %] | 1.5.103
7430 A= 74
34733 | GS- Backend JdEZAE 71 I FEo| =H 2, 121D F7}
7427
34733 | GS- Agent HESZ AeA LA A FH 27 At 75
7405
34733 | GS- Agent o o] AE 2| A A 7|5
7397
34733 | GS- Agent XBA Ak &9 7[5 7| A (offline S AIA, 23 &
7388 A A)
34733 | GS- Agent XBA Xtk A Network o|HIESJ [P A& F=E A RAH S
6923 2 ALET 5 UEF HA
34733 | GS- | Agent A A= o E A8 9 Fd AR 54
6838
34733 | GS- Frontend A 2E AFE] A K o] Event Pipeline A El] 57}
5988
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https://ims.genians.com/jira/browse/GS-7456
https://ims.genians.com/jira/browse/GS-7456
https://ims.genians.com/jira/browse/GS-7477
https://ims.genians.com/jira/browse/GS-7477
https://ims.genians.com/jira/browse/GS-7688
https://ims.genians.com/jira/browse/GS-7688
https://ims.genians.com/jira/browse/GS-7365
https://ims.genians.com/jira/browse/GS-7365
https://ims.genians.com/jira/browse/GS-7567
https://ims.genians.com/jira/browse/GS-7567
https://ims.genians.com/jira/browse/GS-7551
https://ims.genians.com/jira/browse/GS-7551
https://ims.genians.com/jira/browse/GS-7547
https://ims.genians.com/jira/browse/GS-7547
https://ims.genians.com/jira/browse/GS-7479
https://ims.genians.com/jira/browse/GS-7479
https://ims.genians.com/jira/browse/GS-7459
https://ims.genians.com/jira/browse/GS-7459
https://ims.genians.com/jira/browse/GS-7455
https://ims.genians.com/jira/browse/GS-7455
https://ims.genians.com/jira/browse/GS-7444
https://ims.genians.com/jira/browse/GS-7444
https://ims.genians.com/jira/browse/GS-7443
https://ims.genians.com/jira/browse/GS-7443
https://ims.genians.com/jira/browse/GS-7433
https://ims.genians.com/jira/browse/GS-7433
https://ims.genians.com/jira/browse/GS-7430
https://ims.genians.com/jira/browse/GS-7430
https://ims.genians.com/jira/browse/GS-7427
https://ims.genians.com/jira/browse/GS-7427
https://ims.genians.com/jira/browse/GS-7405
https://ims.genians.com/jira/browse/GS-7405
https://ims.genians.com/jira/browse/GS-7397
https://ims.genians.com/jira/browse/GS-7397
https://ims.genians.com/jira/browse/GS-7388
https://ims.genians.com/jira/browse/GS-7388
https://ims.genians.com/jira/browse/GS-6923
https://ims.genians.com/jira/browse/GS-6923
https://ims.genians.com/jira/browse/GS-6838
https://ims.genians.com/jira/browse/GS-6838
https://ims.genians.com/jira/browse/GS-5988
https://ims.genians.com/jira/browse/GS-5988

Genian EDR, £ 4] 2.0.124

Issues Fixed

Revi- Key Compo- Description Affects Ver-

sion nents sions

34917 | GS- Backend SNMP 2] E A% Al PG glo] AF&3t= F v | 2.0.113
7670 5 7} Default 3fo. 2 A== 24

34908 GS- Frontend "ANTIRANSOM" g}o] A ~2] A =19l 3 A3k A] | 2.0.106
7629 Hl sl o] S EE = 24

34760 GS- Agent "ol HE $= S RA "HYAAEG" o HETSF | 2.0.114
7604 A oS

34733 GS- Agent nfilter.sys =& A] ZA] & 21 BSoD 7}54 +73 1.5.100
7512

34733 | GS- Agent 2.0.108
N Q53 Ak ofd THA L 2 WA AR

IR o= A

34733 | GS- Agent 2N~ A A utols~ & J& A8 R 2.0.113
7447

34733 | GS- Frontend YZE HHA FZTE JL HA T BEAS= A8 & [ 200
7319 A ] ok A
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https://ims.genians.com/jira/browse/GS-7670
https://ims.genians.com/jira/browse/GS-7670
https://ims.genians.com/jira/browse/GS-7629
https://ims.genians.com/jira/browse/GS-7629
https://ims.genians.com/jira/browse/GS-7604
https://ims.genians.com/jira/browse/GS-7604
https://ims.genians.com/jira/browse/GS-7512
https://ims.genians.com/jira/browse/GS-7512
https://ims.genians.com/jira/browse/GS-7462
https://ims.genians.com/jira/browse/GS-7462
https://ims.genians.com/jira/browse/GS-7447
https://ims.genians.com/jira/browse/GS-7447
https://ims.genians.com/jira/browse/GS-7319
https://ims.genians.com/jira/browse/GS-7319

Genian EDR, & x] 2.0.124

New Features and Improvements

Revi- Key Compo- Description Affects Ver-
sion nents sions
34552 | GS- Etc A B A AE o] A5 = snmp A A ] password
7574 ixl—/\-l 7L§_
34336 | GS- Agent ohqaﬂ S ZH 2 A AU D A/ ~" EA 715 A A
7403
34336 | GS- Agent ZZA 2 A F8 3 AR o] HAE 21
7392 B0l "ol 8" = 7|25 £A
34336 | GS- Agent AntiRansom AFg9Fsho] 11 AR Q1 A9 &2 8 3+ AEl A
7390 HE g ¥sl= 24
34336 | GS- Agent NAC 2} Agent Icon 53+ oA AAST £ 9=
7387 E ol
34336 | GS- Agent Live Response 2 &3] | T2 E A =
7384 E=E EYHIEE A
34336 | GS- Agent o] 0] 7<4 E EWA SE AN =7 A8 22 1A
7353
34336 | GS- ML Custom ML | A 12 A A}] 2} 7 2 o5& A A 5f
7329 =2 A
34336 | GS- Agent ool HE AH| A B 2 E JfA#2
7313
34336 | GS- Agent SFE] M ZFAFE 1 ("TooManyFiles") 3= 7} 2.0.107
7226
34336 | GS- Agent E]AMA] AAIA Y o2 A =7} 2.0.107
7199
34336 | GS- Agent A7 vl 235 (mstsc.exe) N A 3L AE3 - FileU- | 2.0.3
7098 pload 7} 2] ¢k= B A 7| A
34336 | GS- Agent AMSI(Antimalware Scan Interface) ©| I E 4= %]
6811
34336 GS- Agent A2TIYE $ R 7S
6691
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https://ims.genians.com/jira/browse/GS-7574
https://ims.genians.com/jira/browse/GS-7574
https://ims.genians.com/jira/browse/GS-7403
https://ims.genians.com/jira/browse/GS-7403
https://ims.genians.com/jira/browse/GS-7392
https://ims.genians.com/jira/browse/GS-7392
https://ims.genians.com/jira/browse/GS-7390
https://ims.genians.com/jira/browse/GS-7390
https://ims.genians.com/jira/browse/GS-7387
https://ims.genians.com/jira/browse/GS-7387
https://ims.genians.com/jira/browse/GS-7384
https://ims.genians.com/jira/browse/GS-7384
https://ims.genians.com/jira/browse/GS-7353
https://ims.genians.com/jira/browse/GS-7353
https://ims.genians.com/jira/browse/GS-7329
https://ims.genians.com/jira/browse/GS-7329
https://ims.genians.com/jira/browse/GS-7313
https://ims.genians.com/jira/browse/GS-7313
https://ims.genians.com/jira/browse/GS-7226
https://ims.genians.com/jira/browse/GS-7226
https://ims.genians.com/jira/browse/GS-7199
https://ims.genians.com/jira/browse/GS-7199
https://ims.genians.com/jira/browse/GS-7098
https://ims.genians.com/jira/browse/GS-7098
https://ims.genians.com/jira/browse/GS-6811
https://ims.genians.com/jira/browse/GS-6811
https://ims.genians.com/jira/browse/GS-6691
https://ims.genians.com/jira/browse/GS-6691

Genian EDR, £ 4] 2.0.124

Issues Fixed

Revi- Key Compo- Description Affects Ver-

sion nents sions

34676 GS- Agent B A O 2 £ 5 H GsAgent AR A7 B (A ZHE | 2.0.113
7593 2| = A

34569 | GS- Backend Aol "o ae]g o ek 2y 55" ko9 72 | 2.0.110
7587 #7121 99 Fol T L B4

34564 | GS- Agent AntiRansom =& 191 A x| 7} Adfj al= ZA)| 2.0.116
7602

34548 GS- Agent EFZ] 9] & Ul A J AN A E 7T A A &= EA 2.0.113
7592

34546 GS- Agent FileAttach / FileUpload oI E7} AAFA o 2 7| == %] 9k | 2.0.114
7599 <

34488 GS- Agent xfilter.sys 5 7|3} EA| 2 213 BSoD 4] 1.5.100
7563

34431 | GS- Agent H]E2ES 53 of| o] A E A A 7} A3 5l= B A 2.0.114,
7568 2.0.115,

2.0.116

34422 GS- Agent AN ZE M0 FotS HAS] AAA ez =2 | 2.0.107
7549 BHA] Ok = A

34387 GS- Agent A7) AFAI S vEE Al El= = 2 | AF Q13 BSoD #A4] | 1.5.100
7548 A

34381 GS- Agent -d‘: Lo AutE A3 9 7|53 52 Q5te] oo]A | 1.5.100
7550 E A X7} A= A

34336 | GS- Agent AMSI XBA BH#] A| EventSequence 7} SFA] 9ol 342 E | 2.0.114
7491 2] 2}l o iAlHXl o= A

34336 | GS- Agent XBA 48] - F AR =7 2.0.114
7467

34336 | GS- Agent AIYE T2 A2~ F8 T AMSI Notify 7} A5 5 o] | 2.0.114
7385 AMSIo[ = 7} 2 2fs] & 2

34336 | GS- Frontend ZTE Y E = AL ofo]Zo] o) F EXE | 1.5.103
7381 zeﬂg_fxﬂ

34336 | GS- Agent NHAE ZR A I FOZ A= A7 u| AL £ | 2.0.114
7380 EFE=EA

34336 | GS- Database EStAMo| A Live AN AR A7 JAAA o 2 FAE | 2.0.100
7352 A %%t %Zﬂ

34336 | GS- Elasticsearch | o]l E Z A} 3} 2] AuthDeptName 3F-%-of tf s 2 M 2% | 2.0.100
7341 84 7150 B3R e B4

34336 | GS- Agent xfilter 25 2 Q13}o] GsAgent.exe & 7} A A% = EA| 2.0.111
7340

34336 | GS- Agent IMON 2§ & 9l3}o] GsAgentexe =& 7F A/ A= £A | 1.5.100
7337

34336 GS- Frontend o|HIE AN A X Q—Fﬂ Hro}h'Eds golg 7 g5 Yok | 1.0.0
7309 H A X 7} el =55 = ﬁd*o

34336 GS- Frontend oMl E Z A} §}Fﬂ .4 e FE oA 0] HE EEE 2% | 2.0.100
7303 Hl%“*ﬁhf} A% A% i‘ﬂ ﬂfﬂ o] 2Ex =AY

34336 GS- Backend o|HIE XA} ”/\ﬂ@rtﬂ ol ZEAN A ZAZE B3 53] | 2.0.108
7301 Al ZAR a7 HIZre 2 7| 25 = 24

34336 | GS- Backend A2 FE 4 oA A JF Al AAH A | 2.0.15
7292 A= A

34336 | GS- Agent A E 3 2 o o] A E o] EV} B 7153 B A 2.0.112
7215
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https://ims.genians.com/jira/browse/GS-7593
https://ims.genians.com/jira/browse/GS-7593
https://ims.genians.com/jira/browse/GS-7587
https://ims.genians.com/jira/browse/GS-7587
https://ims.genians.com/jira/browse/GS-7602
https://ims.genians.com/jira/browse/GS-7602
https://ims.genians.com/jira/browse/GS-7592
https://ims.genians.com/jira/browse/GS-7592
https://ims.genians.com/jira/browse/GS-7599
https://ims.genians.com/jira/browse/GS-7599
https://ims.genians.com/jira/browse/GS-7563
https://ims.genians.com/jira/browse/GS-7563
https://ims.genians.com/jira/browse/GS-7568
https://ims.genians.com/jira/browse/GS-7568
https://ims.genians.com/jira/browse/GS-7549
https://ims.genians.com/jira/browse/GS-7549
https://ims.genians.com/jira/browse/GS-7548
https://ims.genians.com/jira/browse/GS-7548
https://ims.genians.com/jira/browse/GS-7550
https://ims.genians.com/jira/browse/GS-7550
https://ims.genians.com/jira/browse/GS-7491
https://ims.genians.com/jira/browse/GS-7491
https://ims.genians.com/jira/browse/GS-7467
https://ims.genians.com/jira/browse/GS-7467
https://ims.genians.com/jira/browse/GS-7385
https://ims.genians.com/jira/browse/GS-7385
https://ims.genians.com/jira/browse/GS-7381
https://ims.genians.com/jira/browse/GS-7381
https://ims.genians.com/jira/browse/GS-7380
https://ims.genians.com/jira/browse/GS-7380
https://ims.genians.com/jira/browse/GS-7352
https://ims.genians.com/jira/browse/GS-7352
https://ims.genians.com/jira/browse/GS-7341
https://ims.genians.com/jira/browse/GS-7341
https://ims.genians.com/jira/browse/GS-7340
https://ims.genians.com/jira/browse/GS-7340
https://ims.genians.com/jira/browse/GS-7337
https://ims.genians.com/jira/browse/GS-7337
https://ims.genians.com/jira/browse/GS-7309
https://ims.genians.com/jira/browse/GS-7309
https://ims.genians.com/jira/browse/GS-7303
https://ims.genians.com/jira/browse/GS-7303
https://ims.genians.com/jira/browse/GS-7301
https://ims.genians.com/jira/browse/GS-7301
https://ims.genians.com/jira/browse/GS-7292
https://ims.genians.com/jira/browse/GS-7292
https://ims.genians.com/jira/browse/GS-7215
https://ims.genians.com/jira/browse/GS-7215

Genian EDR, & x] 2.0.124

Genian Insights 2.0.113 Release Notes (2023-04-06)

Last Updated: 2023-05-08

Security Vulnerability

Revi- Key Compo- Description Affects Ver- | CVSS
sion nents sions Score
34259 | GS- Agent GsView= &3l #e|AFdsto g A5 4= = | 2.0.111 4.6
7501 H ok i
33915 | GS- Backend - 2 2 3} httpd FollowSymLink -4 A A
7266
33915 | GS- Backend, XSS F oFd & A (HTML Injection) 5.6
7156 Frontend
New Features and Improvements
Revi- Key Compo- Description Affects Ver-
sion nents sions
34021 | GS- Agent EventBypass A] "Action" & = 7} "bypass" €1 1+ -2 "nohash"
7425 A FAET M AL = A
33974 GS- Backend Process Tree API 7} 2+
7371
33974 | GS- Backend (SOAR 95 ) Event 742 API A 8] 2~ 7)1t
7054
33952 | GS- Elasticsearch | Elasticsearch v22] ] ©] ]S v7 & migration A] 257} &4
7424 A= U2 HlolEE A% AN A4
33915 | GS- Backend OpenSSH W A 9.2p1 & 1 o=
7224
33915 | GS- | Agent MS B S S8 Sefola AIZ 2 A% o] Asfol= 2A
7217 (xfilter, nfilter)
33915 | GS- Agent ModuleLoad & EventBypass 7l A1
7214
33915 | GS- Agent oI E A58 93 Allegro & 7| A
7179
33915 | GS- Agent "H B2 AMSF A Vs HAES S A EY] A
7148
33915 | GS- Agent XBAOI A ZEZ A A A A BA 75
7120
33915 GS- Backend QoS EFE &l AAH of|o]AE v = A v & MElst 4
6947 JEE A
33915 | GS- Agent o] HAE Au)|A AA A7} AFEHEE A ES A
6768
33915 | GS- Backend, FAF AR S A~ A A S F7} 2.0.113
6503 Frontend
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https://ims.genians.com/jira/browse/GS-7501
https://ims.genians.com/jira/browse/GS-7501
https://ims.genians.com/jira/browse/GS-7266
https://ims.genians.com/jira/browse/GS-7266
https://ims.genians.com/jira/browse/GS-7156
https://ims.genians.com/jira/browse/GS-7156
https://ims.genians.com/jira/browse/GS-7425
https://ims.genians.com/jira/browse/GS-7425
https://ims.genians.com/jira/browse/GS-7371
https://ims.genians.com/jira/browse/GS-7371
https://ims.genians.com/jira/browse/GS-7054
https://ims.genians.com/jira/browse/GS-7054
https://ims.genians.com/jira/browse/GS-7424
https://ims.genians.com/jira/browse/GS-7424
https://ims.genians.com/jira/browse/GS-7224
https://ims.genians.com/jira/browse/GS-7224
https://ims.genians.com/jira/browse/GS-7217
https://ims.genians.com/jira/browse/GS-7217
https://ims.genians.com/jira/browse/GS-7214
https://ims.genians.com/jira/browse/GS-7214
https://ims.genians.com/jira/browse/GS-7179
https://ims.genians.com/jira/browse/GS-7179
https://ims.genians.com/jira/browse/GS-7148
https://ims.genians.com/jira/browse/GS-7148
https://ims.genians.com/jira/browse/GS-7120
https://ims.genians.com/jira/browse/GS-7120
https://ims.genians.com/jira/browse/GS-6947
https://ims.genians.com/jira/browse/GS-6947
https://ims.genians.com/jira/browse/GS-6768
https://ims.genians.com/jira/browse/GS-6768
https://ims.genians.com/jira/browse/GS-6503
https://ims.genians.com/jira/browse/GS-6503

Genian EDR, £ 4] 2.0.124

Issues Fixed

Revi- Key Compo- Description Affects Ver-

sion nents sions

34286 GS- Agent DLL Q1A A tAfo] o}d ZZ A A 0f QAT = B4 2.0.107
7522

34274 GS- Frontend OJHIE AN AHO "EE H7|"3lHoA] o]l E = A] | 2.0.100
7495 M AR 23] 1A Eﬁh A

34273 GS- Frontend o|HIE AN AHO 93 ojHlE AH 7} ZE =35 E= | 2.0.101
7503 = A

34272 | GS- Frontend XBA A ¢k 57 21 2] "FileType" D= | M| X 7} 7] A| = A | 2.0.106
7500

34222 | GS- Agent advoll Al o o] AE YEAAS A g o ot | 2.0.112
7521 dE o] FAE = A

34086 | GS- Frontend o3 xF gt the 2 & A& A] A= EA) 1.0.1
7028

34072 | GS- Backend OJHIEZ AL ->'AZ43 A 5td =] FHEE= | 2.0.108
7461 A

33915 GS- Agent XBA Z Z A2 AA 2t =735} EA| 2.0.113
7354

33915 GS- Backend AMud A2 Z AR XA IOC S=A] Hlo]g] &2 | 2.0.102
7225 4 A5 A EA

Genian Insights 2.0.112 Release

Last Updated: 2023-04-05

Security Vulnerability

Notes (2023-03-02)

Revi- Key Compo- Description Affects Ver- | CVSS
sion nents sions Score
33403 GS- Tomcat Tomcat version upgrade (8.5.78 -> 8.5.86) 2.0.105
7295
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https://ims.genians.com/jira/browse/GS-7522
https://ims.genians.com/jira/browse/GS-7522
https://ims.genians.com/jira/browse/GS-7495
https://ims.genians.com/jira/browse/GS-7495
https://ims.genians.com/jira/browse/GS-7503
https://ims.genians.com/jira/browse/GS-7503
https://ims.genians.com/jira/browse/GS-7500
https://ims.genians.com/jira/browse/GS-7500
https://ims.genians.com/jira/browse/GS-7521
https://ims.genians.com/jira/browse/GS-7521
https://ims.genians.com/jira/browse/GS-7028
https://ims.genians.com/jira/browse/GS-7028
https://ims.genians.com/jira/browse/GS-7461
https://ims.genians.com/jira/browse/GS-7461
https://ims.genians.com/jira/browse/GS-7354
https://ims.genians.com/jira/browse/GS-7354
https://ims.genians.com/jira/browse/GS-7225
https://ims.genians.com/jira/browse/GS-7225
https://ims.genians.com/jira/browse/GS-7295
https://ims.genians.com/jira/browse/GS-7295

Genian EDR, & x] 2.0.124

New Features and Improvements

Revi- Key Compo- Description Affects Ver-
sion nents sions
33780 | GS- Document docs A|Z=AEN 27l v A/ R Ao ARIEEE
7394 74
33761 | GS- python Z A A] 2Factor 215 © 2 iSIGN+ MOTP(MobileOTP) 2}
7084 = AlF
33508 | GS- Agent StElAM A & Delay =4 o8& HAEZ ALY
7327 (DoNotCheck ARIntegrity)
33433 | GS- Agent JOJAE Au|= B 2 E A
7305
33422 | GS- Kafka Kafka o] 8] 234 A4 =7}
7236
33398 | GS- Agent ool HE ZE A AAHZZE A3 A3t = 7| A
7302
33396 | GS- Agent ool AE FE A t=et FA| A4S st A e T =
7310 =7}
33387 | GS- Agent A5 ot s atel| sheto] sk AAFE B &gl o] o] | 2.0.107
7243 =R 5= AA
33344 GS- glo]l A REAA Qo] EDR H 47|50 82 Z271=3)
7175 == A
33344 | GS- Agent PE «4—01-4 FileRead o]l E 7} A JE=zlo| oA & T
7142 Hr2 A
33344 | GS- Backend AR =715} =3 A3} Log Y22 messages log ol 4] &g
7139
33344 | GS- python Flask 2.2.2 9] 18 o] &
7114
33344 | GS- Agent oWl E W {7 & ¥ FE ¥ (Node S 1 WA
7111 > o o] A E v H)
33344 | GS- Frontend Process |l E AHA| AR o] 271 AH A& 2.0.112
7074
33344 | GS- Agent H] E 2 A (BitLocker) & ©] &3t 4 =% = 2lo] B = (Bit-
7065 LockerDriveLock) & 2] &7}
33344 GS- Backend STATIC £41 23} SEQUOIA - Java A& 20 28
7043
33344 | GS- Agent oMl E £~ A WIH I DB /OO WE o o] FE A5 U
7036 B3l A
33344 | GS- Agent FileAttach A =2 th A} = & | 2~ o] o] 8} FileUpload & #] &
6994 A
33344 | GS- Frontend A oJHES ofg|HE W AE 3 Al A 875
5607 SIEE 7|5 &7
33344 | GS- | Backend | ROIEEC 50 0F AW A JLANE A5
5469
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https://ims.genians.com/jira/browse/GS-7394
https://ims.genians.com/jira/browse/GS-7394
https://ims.genians.com/jira/browse/GS-7084
https://ims.genians.com/jira/browse/GS-7084
https://ims.genians.com/jira/browse/GS-7327
https://ims.genians.com/jira/browse/GS-7327
https://ims.genians.com/jira/browse/GS-7305
https://ims.genians.com/jira/browse/GS-7305
https://ims.genians.com/jira/browse/GS-7236
https://ims.genians.com/jira/browse/GS-7236
https://ims.genians.com/jira/browse/GS-7302
https://ims.genians.com/jira/browse/GS-7302
https://ims.genians.com/jira/browse/GS-7310
https://ims.genians.com/jira/browse/GS-7310
https://ims.genians.com/jira/browse/GS-7243
https://ims.genians.com/jira/browse/GS-7243
https://ims.genians.com/jira/browse/GS-7175
https://ims.genians.com/jira/browse/GS-7175
https://ims.genians.com/jira/browse/GS-7142
https://ims.genians.com/jira/browse/GS-7142
https://ims.genians.com/jira/browse/GS-7139
https://ims.genians.com/jira/browse/GS-7139
https://ims.genians.com/jira/browse/GS-7114
https://ims.genians.com/jira/browse/GS-7114
https://ims.genians.com/jira/browse/GS-7111
https://ims.genians.com/jira/browse/GS-7111
https://ims.genians.com/jira/browse/GS-7074
https://ims.genians.com/jira/browse/GS-7074
https://ims.genians.com/jira/browse/GS-7065
https://ims.genians.com/jira/browse/GS-7065
https://ims.genians.com/jira/browse/GS-7043
https://ims.genians.com/jira/browse/GS-7043
https://ims.genians.com/jira/browse/GS-7036
https://ims.genians.com/jira/browse/GS-7036
https://ims.genians.com/jira/browse/GS-6994
https://ims.genians.com/jira/browse/GS-6994
https://ims.genians.com/jira/browse/GS-5607
https://ims.genians.com/jira/browse/GS-5607
https://ims.genians.com/jira/browse/GS-5469
https://ims.genians.com/jira/browse/GS-5469

Genian EDR, £ 4] 2.0.124

Issues Fixed
Revi- Key Compo- Description Affects Ver-
sion nents sions
33899 | GS- Backend superAdmmO] old & A7) Aol Q2o x A2 | 2.0.111
7374 (403) A 8= = A
33852 | GS- Backend Live Response o] A} A ¥]o]] Y2 d 7S Th2E X A] | 2.0.107
7398 A of &= FA
33847 | GS- Agent ok ZF o] 5= AT AA|E = ¢ GsAgent.exe 2| A] | 2.0.110
7360 BI—AW ‘[.: l,l;(ﬂ
33766 GS- Backend EX Ao LH W 2HA] Asf & AA] A3 | 2.0.108
7361 HAE LA A% A 02 B £
33765 | GS- Frontend 98 EA e Ay FeollA A o] 2ol 71 | 2.0.111
7393 = A L%t A
33760 | GS- Frontend 9 | AE T BEA > oHlE AN AHA 3Fd T2 | 2.0.13
7307 E 5454 o= A
33671 | GS- Backend mysql binary log 7} X2 0 2 &o]= & A 2.0.111
7330
33454 | GS- python curator_cli 7} = 2} 8} 2] 9F= EA| & ¢13}F Flask ¥ A T | 2.0.112
7300 o=
33406 | GS- Frontend "AF2-2F Ao I0C #H2]'9 IP oF&= A JH Y 7] & AHA] | 1.0.5
7277 Al Al sk 4
33390 | GS- Agent MEA O g ool AE EAA £ A D AL X 7L o] F | 2.0.111
7298 o 2= BA
33344 GS- CTI 2 7FSSDEEP o} AJA] 23 o = 2.0.112
7133
33344 GS- Agent o] AE YESZ A 2F 7|A 1.5.102
7122
33344 GS- AnalyzeSer- | AH Z2]22 Z7|3A] WHH S22 A7 &85 | 2.0.17
7116 vice 2 e A
33156 GS- Frontend FEAA 273 =2 A3 5= A 2.0.112
7245
Genian Insights 2.0.111 Release Notes (2023-02-09)
Last Updated: 2023-03-02
Security Vulnerability
Revi- Key Compo- Description Affects Ver- | CVSS
sion nents sions Score
33153 GS- Backend 18 OpenSSL 1.1.1q -> OpenSSL 1.1.1t 429 | 2.0.111
7227 olx
33003 | GS- Agent [H] 282 E]] GsView A 335 3 kA A
7042
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https://ims.genians.com/jira/browse/GS-7374
https://ims.genians.com/jira/browse/GS-7374
https://ims.genians.com/jira/browse/GS-7398
https://ims.genians.com/jira/browse/GS-7398
https://ims.genians.com/jira/browse/GS-7360
https://ims.genians.com/jira/browse/GS-7360
https://ims.genians.com/jira/browse/GS-7361
https://ims.genians.com/jira/browse/GS-7361
https://ims.genians.com/jira/browse/GS-7393
https://ims.genians.com/jira/browse/GS-7393
https://ims.genians.com/jira/browse/GS-7307
https://ims.genians.com/jira/browse/GS-7307
https://ims.genians.com/jira/browse/GS-7330
https://ims.genians.com/jira/browse/GS-7330
https://ims.genians.com/jira/browse/GS-7300
https://ims.genians.com/jira/browse/GS-7300
https://ims.genians.com/jira/browse/GS-7277
https://ims.genians.com/jira/browse/GS-7277
https://ims.genians.com/jira/browse/GS-7298
https://ims.genians.com/jira/browse/GS-7298
https://ims.genians.com/jira/browse/GS-7133
https://ims.genians.com/jira/browse/GS-7133
https://ims.genians.com/jira/browse/GS-7122
https://ims.genians.com/jira/browse/GS-7122
https://ims.genians.com/jira/browse/GS-7116
https://ims.genians.com/jira/browse/GS-7116
https://ims.genians.com/jira/browse/GS-7245
https://ims.genians.com/jira/browse/GS-7245
https://ims.genians.com/jira/browse/GS-7227
https://ims.genians.com/jira/browse/GS-7227
https://ims.genians.com/jira/browse/GS-7042
https://ims.genians.com/jira/browse/GS-7042

Genian EDR, & x] 2.0.124

New Features and Improvements

Revi- Key Compo- Description Affects Ver-

sion nents sions

33433 GS- Agent o o] AE Au|A B 2 7fA
7305

33398 | GS- Agent o] HE FE A AA KT E $A 3 A== 7| A
7302

33396 | GS- Agent fo]AE Fe A d=g Al EAS fe e A =
7310 =7}

33343 | GS- Agent MsMpEng.exe(Y =% T3 T]) Z2 M2~ F&H G A2E
7255 M EE A== ()T A

33186 | GS- Agent DNSQuery o|HIE #d Z2 |2~ 4= AE 3= 54 7]
7110 A

33172 | GS- Backend AF8-31A] 9= inetd.conf Y AHA|
7253

33003 GS- python s}o]# Wl el & REST API £ A3} = 7 £ flask-restx 2 1 A
7083

33003 GS- Agent YAAEG 7| E 43 A=z 7}
7079

33003 | GS- Agent o o] HE 21 A St =21 3 7hA 2.0.107
7045

33003 | GS- Agent o] o] A E #&&] & (Configexe) H oHA FAF - F=3) W o
7033 Erw 7 A8

33003 | GS- Frontend 9] H 2] 3 P 3}& of| Criminal IP &7}
7027

33003 | GS- Agent W EL = 33 XBA &4 Al 91 ¥ A H o] RemotelP, Re-
7012 motePort = 7}

33003 GS- Agent 7 REZE Q5 Z2AM 7| AAA o2 =Z6}HX]
6972 o= = 7 A (AMon, CMon)

33003 GS- 10C DB IOCO| MISPIP t o] E] 7} =% & vl &
6966

33003 GS- Analyze- analyzeservice, iocupdater, gnsysd ZFAFZ 1 B2 7] A
6964 Service,

Backend,
I0C Updater

33003 | GS- Backend LiveResponse &1 2 H whibof tf st ZrALZ 1 27}
6958

33003 | GS- Backend JECHA NS L2 A 25 Zoo AT 4 A A
6957 A4 g 2ElA A4 e RE WES AA

33003 | GS- Agent DllInject ©|WIE A &= gF4
6922

33003 GS- Agent A|2d"l Z 2 M2 (PID4) o] P A A~E g o HE 7 4 F T
6808 == 7fA

33003 | GS- Agent oo]AE AA] AR BT
6754

33003 GS- Backend WebUI REST API H| /75 A3 A A 715 7|A
6144

33003 | GS- Backend mysql 8.0.18 18] o] =
6109

33003 GS- Frontend oWl E 4~7] of| 9] Z7IA] o] HIE E}F o] "AA" &4 =7} | 2.0.105
6011
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https://ims.genians.com/jira/browse/GS-7305
https://ims.genians.com/jira/browse/GS-7305
https://ims.genians.com/jira/browse/GS-7302
https://ims.genians.com/jira/browse/GS-7302
https://ims.genians.com/jira/browse/GS-7310
https://ims.genians.com/jira/browse/GS-7310
https://ims.genians.com/jira/browse/GS-7255
https://ims.genians.com/jira/browse/GS-7255
https://ims.genians.com/jira/browse/GS-7110
https://ims.genians.com/jira/browse/GS-7110
https://ims.genians.com/jira/browse/GS-7253
https://ims.genians.com/jira/browse/GS-7253
https://ims.genians.com/jira/browse/GS-7083
https://ims.genians.com/jira/browse/GS-7083
https://ims.genians.com/jira/browse/GS-7079
https://ims.genians.com/jira/browse/GS-7079
https://ims.genians.com/jira/browse/GS-7045
https://ims.genians.com/jira/browse/GS-7045
https://ims.genians.com/jira/browse/GS-7033
https://ims.genians.com/jira/browse/GS-7033
https://ims.genians.com/jira/browse/GS-7027
https://ims.genians.com/jira/browse/GS-7027
https://ims.genians.com/jira/browse/GS-7012
https://ims.genians.com/jira/browse/GS-7012
https://ims.genians.com/jira/browse/GS-6972
https://ims.genians.com/jira/browse/GS-6972
https://ims.genians.com/jira/browse/GS-6966
https://ims.genians.com/jira/browse/GS-6966
https://ims.genians.com/jira/browse/GS-6964
https://ims.genians.com/jira/browse/GS-6964
https://ims.genians.com/jira/browse/GS-6958
https://ims.genians.com/jira/browse/GS-6958
https://ims.genians.com/jira/browse/GS-6957
https://ims.genians.com/jira/browse/GS-6957
https://ims.genians.com/jira/browse/GS-6922
https://ims.genians.com/jira/browse/GS-6922
https://ims.genians.com/jira/browse/GS-6808
https://ims.genians.com/jira/browse/GS-6808
https://ims.genians.com/jira/browse/GS-6754
https://ims.genians.com/jira/browse/GS-6754
https://ims.genians.com/jira/browse/GS-6144
https://ims.genians.com/jira/browse/GS-6144
https://ims.genians.com/jira/browse/GS-6109
https://ims.genians.com/jira/browse/GS-6109
https://ims.genians.com/jira/browse/GS-6011
https://ims.genians.com/jira/browse/GS-6011

Genian EDR, £ 4] 2.0.124

Issues Fixed

Revi- Key Compo- Description Affects Ver-

sion nents sions

33390 | GS- Agent HEEA O 2 of o] dE T2/ &4 A W A A X 7} o] = | 2.0.111
7298 o A= &A

33292 | GS- Frontend oA 52 3T golAdA ARV G o E 5 A &= | 2.0.102
7272 A

332890 | GS- Backend Live 44 & A St A &5 Y Fo] yehd= a4 | 2.0.111
7275

33287 | GS- Agent e S oME 27 A /5 S8 A 2.0.106
7256

33281 | GS- Frontend FIdHE AFR o] wWE AN T A3 A I A | 2.0.100
7279 SHbA & F7F A sk F A

33151 GS- Frontend Adv A A A 'Holg] FZ2A AZ' &4 vrAa7l HolA] | 2.0.102
7238 %= EA

33147 | GS- Agent DNS # 2] ##& FAlo] o] Fojd wf Hd A o2 EF A3 | 2.0.110
7206 do| HA 3= A4 4

33081 GS- Backend superAdmin ©] o} d #He| A7} St AN EAM 2= 3] | 2.0.111
7234 Al 2.5 ukAy

33053 | GS- Frontend AEE 75 AT AEHAE AP 257 I 2.0.111
7230

33049 | GS- Frontend o) A 3lHo YE go|g 7} 2E ZAEH = A 2.0.105
7209

33003 | GS- ThreatDe- XBA I A] RemotelP ko] §l= AL JFARIFSEZ | 2.0.111
7202 tector = 2] = EA

33003 | GS- Agent file o]l E 7} XBA A heE 79 GsAgentexe ZZ A7} | 2.0.111
7198 A3 5 E A

33003 | GS- Backend MEZ A O] HENA 3L 24 JFE AT API LA | 2.0.111
7136 Al null exception Ay

33003 GS- AnalyzeSer- | TreandMicro DDA B 1A S 9A|7F o] & of] @ H 3= &EA| | 1.5.3
7024 vice

33003 GS- Agent oLE] H E "Message" E = 2 0] 7} 32k E @ o] Al GeniRe- | 2.0.106
7020 portol] EAE] A ok FA|

33003 | GS- Agent REST A H]2 OTP Q15 o] A A+ E2AH ASZ | 2.0.102
7003 FAHE AD A 3= FA

33003 | GS- Agent o o] AE AHA| Al ZHE A 0 2 o] HE & HAA~EF] | 1.5.100
6988 7} AAA| = 2] o= A

33003 | GS- Agent A5 oM EV ZE FTE5 S u] TagE Merge a Al
6970 722 A
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https://ims.genians.com/jira/browse/GS-7298
https://ims.genians.com/jira/browse/GS-7298
https://ims.genians.com/jira/browse/GS-7272
https://ims.genians.com/jira/browse/GS-7272
https://ims.genians.com/jira/browse/GS-7275
https://ims.genians.com/jira/browse/GS-7275
https://ims.genians.com/jira/browse/GS-7256
https://ims.genians.com/jira/browse/GS-7256
https://ims.genians.com/jira/browse/GS-7279
https://ims.genians.com/jira/browse/GS-7279
https://ims.genians.com/jira/browse/GS-7238
https://ims.genians.com/jira/browse/GS-7238
https://ims.genians.com/jira/browse/GS-7206
https://ims.genians.com/jira/browse/GS-7206
https://ims.genians.com/jira/browse/GS-7234
https://ims.genians.com/jira/browse/GS-7234
https://ims.genians.com/jira/browse/GS-7230
https://ims.genians.com/jira/browse/GS-7230
https://ims.genians.com/jira/browse/GS-7209
https://ims.genians.com/jira/browse/GS-7209
https://ims.genians.com/jira/browse/GS-7202
https://ims.genians.com/jira/browse/GS-7202
https://ims.genians.com/jira/browse/GS-7198
https://ims.genians.com/jira/browse/GS-7198
https://ims.genians.com/jira/browse/GS-7136
https://ims.genians.com/jira/browse/GS-7136
https://ims.genians.com/jira/browse/GS-7024
https://ims.genians.com/jira/browse/GS-7024
https://ims.genians.com/jira/browse/GS-7020
https://ims.genians.com/jira/browse/GS-7020
https://ims.genians.com/jira/browse/GS-7003
https://ims.genians.com/jira/browse/GS-7003
https://ims.genians.com/jira/browse/GS-6988
https://ims.genians.com/jira/browse/GS-6988
https://ims.genians.com/jira/browse/GS-6970
https://ims.genians.com/jira/browse/GS-6970

Genian EDR, & x] 2.0.124

Genian Insights 2.0.110 Release Notes (2023-01-12)

Last Updated: 2023-02-03

Security Vulnerability

Revi- Key Compo- Description Affects Ver- | CVSS
sion nents sions Score
32882 | GS- Backend Local File Inclusion & 2F4 2.0.101 7
7157
23.2. Release Notes 157


https://ims.genians.com/jira/browse/GS-7157
https://ims.genians.com/jira/browse/GS-7157

Genian EDR, £ 4] 2.0.124

New Features and Improvements

Revi- Key Compo- Description Affects Ver-
sion nents sions
32953 | GS- Backend, s A A A5 2AE B E Y hexdump 3HY T
6779 Frontend SET VS F7}
32876 | GS- Agent o] AE A5 MALS 9 EZ3EDBI/O 2] A 7
7174
32719 | GS- Agent [(FdE otd d2= gA] 7] 5ol tist A & 74 A
6945
32719 GS- Backend I35 4GB TA2EHE AR S S5 UAEE /A
6899
32719 | GS- Agent System Proxy Execution ¥& € 1 7}
6893
32719 | GS- Agent Masquerading &2 XBA A& 73}
6892
32719 | GS- Agent XBA A~E ATE J Ao &= RuleDE Tagell 7] =3}
6891 2] A E NA
32719 | GS- Agent python.exe o] &+ 9] && I+ 7rst
6890
32719 GS- Agent "OJAI AT L o eF R EE" T E 2T} 2.0.110
6887
32719 | GS- Agent EFEAE 53 3 AF o|WIE XA
6867
32719 GS- Agent Z717F n| A4 o] E AHA| 7] 2.0.109
6848
32719 | GS- Agent Encoding & Powershell 2 Z A 2~ 2] 7 2 = 2} 212 Decode
6843 B 75 A A
32719 | GS- CTI I0Co]] MISP Hash Hj o] E] & &7} 3 9 nj =
6825
32719 | GS- Elasticsearch | AFE 7N 47F A A 2F2 % 3} 6} Index Close #] 2
6742
32719 | GS- Agent Mo AE JU ol E FANA A= A A & 23
6670
32719 | GS- Agent DNS # & 2YUHE 7]% 71 (Domain Name =2 =4
6651 7 A)
32719 | GS- Agent oM E #& AAEo] thate] 3 HF o] ¥l E (FileAt-
6650 tach) =7}
32719 | GS- Agent TerminateProcess o] ¥l E 47 of| 2] *] 2]
6494
32719 | GS- Agent o] ME F5 I Kb WA
6465
32719 | GS- Frontend Endpoint €12 2 2] RemotelP E =2} o] X 3] 3 o] A
6191 o H Fo|= FJATLAdelg 7A
32719 | GS- Frontend o} A A 9] AHA] ol AFEAE A 9] 10C 55 75
6003 =7}
32719 GS- Backend M oo]AE v|E 15 A A dEZQE Iy g
5925 e e M i A
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https://ims.genians.com/jira/browse/GS-6779
https://ims.genians.com/jira/browse/GS-6779
https://ims.genians.com/jira/browse/GS-7174
https://ims.genians.com/jira/browse/GS-7174
https://ims.genians.com/jira/browse/GS-6945
https://ims.genians.com/jira/browse/GS-6945
https://ims.genians.com/jira/browse/GS-6899
https://ims.genians.com/jira/browse/GS-6899
https://ims.genians.com/jira/browse/GS-6893
https://ims.genians.com/jira/browse/GS-6893
https://ims.genians.com/jira/browse/GS-6892
https://ims.genians.com/jira/browse/GS-6892
https://ims.genians.com/jira/browse/GS-6891
https://ims.genians.com/jira/browse/GS-6891
https://ims.genians.com/jira/browse/GS-6890
https://ims.genians.com/jira/browse/GS-6890
https://ims.genians.com/jira/browse/GS-6887
https://ims.genians.com/jira/browse/GS-6887
https://ims.genians.com/jira/browse/GS-6867
https://ims.genians.com/jira/browse/GS-6867
https://ims.genians.com/jira/browse/GS-6848
https://ims.genians.com/jira/browse/GS-6848
https://ims.genians.com/jira/browse/GS-6843
https://ims.genians.com/jira/browse/GS-6843
https://ims.genians.com/jira/browse/GS-6825
https://ims.genians.com/jira/browse/GS-6825
https://ims.genians.com/jira/browse/GS-6742
https://ims.genians.com/jira/browse/GS-6742
https://ims.genians.com/jira/browse/GS-6670
https://ims.genians.com/jira/browse/GS-6670
https://ims.genians.com/jira/browse/GS-6651
https://ims.genians.com/jira/browse/GS-6651
https://ims.genians.com/jira/browse/GS-6650
https://ims.genians.com/jira/browse/GS-6650
https://ims.genians.com/jira/browse/GS-6494
https://ims.genians.com/jira/browse/GS-6494
https://ims.genians.com/jira/browse/GS-6465
https://ims.genians.com/jira/browse/GS-6465
https://ims.genians.com/jira/browse/GS-6191
https://ims.genians.com/jira/browse/GS-6191
https://ims.genians.com/jira/browse/GS-6003
https://ims.genians.com/jira/browse/GS-6003
https://ims.genians.com/jira/browse/GS-5925
https://ims.genians.com/jira/browse/GS-5925
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Issues Fixed

Revi- Key Compo- Description Affects Ver-

sion nents sions

32901 | GS- Agent tel A S 1A AR A A 2.0.107
7158

32886 | GS- Kafka kafka Q124 JA AT HENA GFE7[7HErd o] Qb= | 2.0.104
7161 L= A

32765 | GS- Frontend AEFZOE > o|HIE ZAL> o|HIE AN AR Fo| A v | 1.5.1
7134 g7l dPF A NIstH o R S = A

32719 | GS- Agent TCP Listening ©] ¥l E (TcpPortBind) o] thto] "5 =7} | 2.0.11
6862 A7 o] 4857 = A

32719 | GS- Tomcat XBA A S S U EY I A2 A=A EF S | 2.0.11
6856 stutd A e FAo] A

23.2.3 Security Advisories

Genian Insights Security Advisories

Last Updated: 2020-09-25

Security Vulnerability

Fixed Key Compo- Description Affects Ver- | CVSS

Ver- nents sions Score

sions

2.0.21 GS- Backend Tomcat version upgrade (8.5.57 -> 8.5.78)

(R) 6160

2.0.21 GS- Backend httpd 2 oF 3 k4 )| %]

(R) 6061

2.0.20, | GS- Backend Apache Logdj X 2Fu X] 2.17.1 2.0.100,

2.0.100 | 5551 2.0.20

2.0.20, | GS- Backend Apache 3| FH Z A& 9512452 HA 29

2.0.100 | 5543 ol&

2.0.18, | GS- Backend SQL Injection 2] 2] ¥ 7l A1

2.0.100 | 5107

2.0.16, | GS- Backend openssl 1.1.11 3| %]

2.0.100 | 5143

2.0.13 | GS- Kafka Kafka JMX remote port 7} X QH Q1= Qlo] €& | 1.5.107
4652 A= A

2.0.122 | GS- Backend Uy AR HG A DI EE A= ¢ 24
8408 HATIDE FABEZHAE = FA

2.0.120 | GS- Tomcat Tomcat version upgrade (8.5.86 -> 8.5.96) 7.5
8355

2.0.118 | GS- Backend M A St A 7S S35 2 22glo] ASAPIE 3.9
7945 A T e FH R

2.0.117 | GS- Frontend 2] 2He] APIL 717} th2 #ef Aol Al &5 = 53
7530 Z oFd

continues on next page
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https://ims.genians.com/jira/browse/GS-7158
https://ims.genians.com/jira/browse/GS-7158
https://ims.genians.com/jira/browse/GS-7161
https://ims.genians.com/jira/browse/GS-7161
https://ims.genians.com/jira/browse/GS-7134
https://ims.genians.com/jira/browse/GS-7134
https://ims.genians.com/jira/browse/GS-6862
https://ims.genians.com/jira/browse/GS-6862
https://ims.genians.com/jira/browse/GS-6856
https://ims.genians.com/jira/browse/GS-6856
https://ims.genians.com/jira/browse/GS-6160
https://ims.genians.com/jira/browse/GS-6160
https://ims.genians.com/jira/browse/GS-6061
https://ims.genians.com/jira/browse/GS-6061
https://ims.genians.com/jira/browse/GS-5551
https://ims.genians.com/jira/browse/GS-5551
https://ims.genians.com/jira/browse/GS-5543
https://ims.genians.com/jira/browse/GS-5543
https://ims.genians.com/jira/browse/GS-5107
https://ims.genians.com/jira/browse/GS-5107
https://ims.genians.com/jira/browse/GS-5143
https://ims.genians.com/jira/browse/GS-5143
https://ims.genians.com/jira/browse/GS-4652
https://ims.genians.com/jira/browse/GS-4652
https://ims.genians.com/jira/browse/GS-8408
https://ims.genians.com/jira/browse/GS-8408
https://ims.genians.com/jira/browse/GS-8355
https://ims.genians.com/jira/browse/GS-8355
https://ims.genians.com/jira/browse/GS-7945
https://ims.genians.com/jira/browse/GS-7945
https://ims.genians.com/jira/browse/GS-7530
https://ims.genians.com/jira/browse/GS-7530

Genian EDR, £ 4] 2.0.124

Table 1 - o] A | o] A A A] A<

Fixed Key Compo- Description Affects Ver- | CVSS
Ver- nents sions Score
sions
2.0.113,] GS- Agent GsView= 53] #ejat dato 2 A5+ gl= | 2.0.111 4.6
2.0.104 | 7501 Z kA A
(GOV)
2.0.113 | GS- Backend £ 2 3} httpd FollowSymLink -4 A 7
7266
2.0.113 | GS- Backend, XSS 7] oFd <A (HTML Injection) 5.6
7156 Frontend
2.0.112 | GS- Tomcat Tomcat version upgrade (8.5.78 -> 8.5.86) 2.0.105
7295
2.0.111 | GS- Backend A1 ¥] OpenSSL 1.1.1q -> OpenSSL 1.1.1t 4 29| | 2.0.111
7227 ol
2.0.111 | GS- Agent [¥] 282 E]] GsView @ 3tAr< F 24 7 A
7042
2.0.110 | GS- Backend Local File Inclusion & 2FA 2.0.101 7
7157
2.0.108 | GS- Agent reddb.dll(SQLite) =& )| %] (3.39.2)
6878
2.0.107, | GS- Backend 39 FAAE FLE g ﬂx"x}i H 7 5o
2.0.104 | 6593 Az A gtdo] R THE= B3
(GOV)
2.0.107 | GS- Backend, Tomcat Context.xml JNDI A A G- 7] A1
5638 Threat-
Detector,
Tomcat
2.0.106, | GS- Backend, AW kafka 2.13-3.1.0 ->2.13-3.2.3 13 o] =
2.0.104 | 6772 Kafka
(GOV)
2.0.106, | GS- Backend HOTFH A A Z Q3 filelist.html 5+ AHA]
2.0.104 | 6745
(GOV)
2.0.104 | GS- Agent Agent OpenSSL & 2F7 3 ] (1.1.1n -> 1.1.10) 2.0.104
6165
2.0.104 | GS- Backend A1 Openssl 1.1.10 -> Openssl 1.1.1q § 18] 9]
(GOV), | 6475 k=S
2.0.104,
2.0.21
(R)
2.0.104 | GS- Backend OpenSSL version upgrade (1.1.1n -> 1.1.10)
(GOV), | 6163
2.0.104,
2.0.21
(R)
2.0.104 | GS- Agent o] o] A E Openssl 1.1.10 -> Openssl 1.1.1g ¥ | 2.0.104
(GOV), | 6474 ol (GOV),
2.0.104 2.0.106
2.0.102, | GS- Backend OpenSSL A B] A~ AR 2 ok 9)] %]
2.0.20 | 5881
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https://ims.genians.com/jira/browse/GS-7501
https://ims.genians.com/jira/browse/GS-7501
https://ims.genians.com/jira/browse/GS-7266
https://ims.genians.com/jira/browse/GS-7266
https://ims.genians.com/jira/browse/GS-7156
https://ims.genians.com/jira/browse/GS-7156
https://ims.genians.com/jira/browse/GS-7295
https://ims.genians.com/jira/browse/GS-7295
https://ims.genians.com/jira/browse/GS-7227
https://ims.genians.com/jira/browse/GS-7227
https://ims.genians.com/jira/browse/GS-7042
https://ims.genians.com/jira/browse/GS-7042
https://ims.genians.com/jira/browse/GS-7157
https://ims.genians.com/jira/browse/GS-7157
https://ims.genians.com/jira/browse/GS-6878
https://ims.genians.com/jira/browse/GS-6878
https://ims.genians.com/jira/browse/GS-6593
https://ims.genians.com/jira/browse/GS-6593
https://ims.genians.com/jira/browse/GS-5638
https://ims.genians.com/jira/browse/GS-5638
https://ims.genians.com/jira/browse/GS-6772
https://ims.genians.com/jira/browse/GS-6772
https://ims.genians.com/jira/browse/GS-6745
https://ims.genians.com/jira/browse/GS-6745
https://ims.genians.com/jira/browse/GS-6165
https://ims.genians.com/jira/browse/GS-6165
https://ims.genians.com/jira/browse/GS-6475
https://ims.genians.com/jira/browse/GS-6475
https://ims.genians.com/jira/browse/GS-6163
https://ims.genians.com/jira/browse/GS-6163
https://ims.genians.com/jira/browse/GS-6474
https://ims.genians.com/jira/browse/GS-6474
https://ims.genians.com/jira/browse/GS-5881
https://ims.genians.com/jira/browse/GS-5881

Genian EDR, & x] 2.0.124

Table 1 - o] A | o] A A A] A<

Fixed Key Compo- Description Affects Ver- | CVSS
Ver- nents sions Score
sions
2.0.102 | GS- Agent OpenSSL A B2~ A K ] <4 3] 2] (Endpoint) 2.0.102
5896
2.0.101 | GS- Elastic- elasticsearch, logstash ¥} A 28 o] = (7.14.1 ->
5511 search, 7.16.3)
Logstash
2.0.100 | GS- Backend LD_LIBRARY_PATH 37 ¥4 A A
5108
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https://ims.genians.com/jira/browse/GS-5896
https://ims.genians.com/jira/browse/GS-5896
https://ims.genians.com/jira/browse/GS-5511
https://ims.genians.com/jira/browse/GS-5511
https://ims.genians.com/jira/browse/GS-5108
https://ims.genians.com/jira/browse/GS-5108
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